AJAMHHHCTPAIIMA IOPJIOBCKOI'O CEJIBCOBETA
HUKNPOPOBCKOI'O PAMOHA TAMBOBCKOU OBJIACTH

I[TOCTAHOBIJIEHHE

01.08.2011 c.fOpnoBka No 98
O pabote ¢ mepcoHaTbHBIMU JAHHBIMHU B a/IMUHUCTPAIINH CEICOBETA

B cBs3u ¢ BcTyruieHueM B cuiy 1.3 crarbu 25®PeaepanbHoro 3akoHa ot 27.07.
2006 Nel52-®3 "O nmepcoHanpHBIX JAaHHBIX' M HAa OCHOBAaHUMU PACHOPSIKEHUS
[IpaBurensctBa PD ot 17.11. 2007 Ne781 "O6 yrBepxknenuu I[lonmoxxkenus o006
oOecrieueHUn O€30MaCHOCTH MEPCOHANbHBIX JaHHBIX IpU HX 0O0paboTke B
MH(POPMAIIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX" aJMUHHCTpAIUSl CEJIbCOBETA
[TOCTAHOBJIAET:

1. OOs3aTh 3aMecTUTENs IVIaBbl AJMUHUCTPALIMU CEJIbCOBETA, IJIABHOIO
Oyxranrepa aJMMHHUCTpAIlMM  CEJIbCOBETAa, CIELMAIUCTOB  aIMUHUCTPALUU
ceslbcoBeTa 00ECTEeUUTh 3alIUTy MpaB M CBOOOJA YEJIOBEKa M U TIpa)<IaHWHA IpHU
00paboOTKe €ro TMepcoHaNbHBIX JaHHBIX, B ~ TOM YHCIE 3allUTy IpaB Ha
HETIPUKOCHOBEHHOCTh YAaCTHOMW JKW3HU, JIMYHYIO M CEMEWHYIO TaliHy. CTporo
pykoBoacTBoBarbCcs DenepanbHbiM 3ak0HOM Nel52-D3 "O nmepcoHanbHBIX JAHHBIX'
IpU  MCHOJB30BAaHUM HH(POPMAIMOHHBIX TEXHOJOTMM MpU  MPEIoCTaBICHUU
MYHUIUINAIBHBIX YCIYT MPU B3aUMOAECHCTBUU C OPraHU3alUsIMH, YYaCTBYIOIIMMHU B
WX MPEJCTABICHUU.

2. Ha3zHauuTh OTBETCTBEHHBIX 3a 0OECleUeHue, 3alIUTy, XpaHEHHE U Mepenaqy
NEPCOHABHBIX JaHHBIX B aIMUHUCTPALIUU CEIbCOBETA COMIACHO MpHIIOKEHUIO Nel.

3. 3aMecTUTeN0 IVaBbI aJIMUHUCTPALIUA  CEJIbCOBETA, CIIELUATINCTaM,
OTBETCTBEHHBIM 3a 00pabOTKY, XpaHEHHUE U Nepeiady MepCOHATBHBIX JaHHBIX:

3.1 obOecneunth KOHPUACHIMAIBHOCTH W 0O€30MACHOCTh TEPCOHAIBHBIX
JAHHBIX TIPU X 00paboTKe B MHPOPMAIIMOHHOMN CUCTEME;

3.2. ol0ecneyuTh COXPAHHOCTh HOCHUTENICH TMEPCOHAIBHBIX JIAHHBIX Ha
OyMaXXHBIX U DIJIEKTPOHHBIX HOCUTENSX, HE pasniamarb M[apoid U KOJbl,
YCTAaHOBJICHHbIE Ha MH(POPMALMOHHBIX CHUCTEMaX, HCKIIOYUTh BO3MOXKHOCTb

HEKOHTPOJIMPYEMOTO  MPOHUKHOBEHUS  WJIU npeObIBaHUsI B TOMEIIECHUAX
MOCTOPOHHUX JIUII;
3.3. obecneuyuTb  MPOBEICHHE  MEPONPHUATHUN,  HANPABICHHBIX  Ha

NpeoTBpallleHNe HECAaHKIMOHUPOBAHHOTO JIOCTYMa K TMEPCOHAIBHBIM JTaHHBIM H
(unn) mepenavu UX JUIAM, HE UMEIOLIUM [IpaBa JJOCTyIa K Takoi HHpopMaIuu;

3.4. craBUTb B HM3BECTHOCTh IVIaBy celbcOBEeTa 00 OOHapykeHUH (HaKTOB
HECaHKIIMOHUPOBAHHOTO J0CTYMAa K MEPCOHAIBHBIM JaHHBIM;

3.5. He  [omyckaTh  BO3IEHCTBUS  Ha  TEXHUYECKHE  CpPEICTBa
aBTOMaTU3UPOBAaHHONW OOpaOOTKM MEPCOHANBHBIX JAHHBIX, B PE3YJIbTaTe KOTOPOTO
MOKET ObITh HapyIIEHO UX (PYHKIIMOHUPOBAHUE;

3.6. HE3aMETUTENBHO BOCCTaHOBUTH MIEPCOHAJIbHBIE JaHHbIE,
MOAM(DULIMPOBAHHBIE WM YHUYTOKEHHbIE B CIJIEACTBUM HECAHKLIMOHUPOBAHHOTO
JO0CTyIa K HUM;



3.7. o0ecneyuTh TIOCTOSHHBI KOHTPOJIb 3a OOECIEeYEHUEM YpPOBHS
3aIIUIIEHHOCTHU MTEPCOHAIBHBIX TAHHBIX;

3.8. XpaHEHHE TEPCOHAIBHBIX JaHHBIX, OCYILIECTBISATH B  (opMme,
MO3BOJISIIONIEH OMpPEEIUTh CyObeKTa MePCOHATBHBIX JAHHBIX, HE J0JbIIIE, YEM ITOTO
TpeOyIOT e MX O0O0paOOTKH, W OHM TMOJIEKAT YHUUTOXKEHHUIO MO JOCTHUKCHHUIO
1esei 00padoTKu;

3.9. 00paboTKy MepCOHANBbHBIX JAHHBIX MPOBOJUTH TOJBKO C MUCHMEHHOTO
contacus cyObeKTa MePCOHAIBHBIX IaHHBIX;

3.10. obGecneunth KOHQUACHIHUATHLHOCTh U 0€30MacCHOCTh MEPCOHATBHBIX
JAHHBIX B CIy4yae, €ClId CHEIHUAINCT aJMUHUCTPALMU CEJIbCOBETA, OTCYTCTBYET Ha
pabote (60ne3Hb, OTIYCK W Ap.) M YEro Mo aKkTy mnepenarb i oOpaboTKU |
XPaHEHMs X APYTOMY CIELHAIUCTY.

4. VYTBepmuth ¢GopMy NTHUCBMEHHOTO COIMacus CyObekTa Ha o00paboTKy
[EPCOHAIIBHBIX JAHHBIX CONIACHO NPWIOKEHHIO No2.

5. 3aMmecTuTeno TaBbl aaAMHUHHCTpanuu cenbcoBeTa T.A.JleTyHOBCKOU A0
10.08. 2011 roma coOparb coriacue C [JIABHOTO Oyxraiarepa aJIMUHHCTPALUU
CEeJIbCOBETAa,  CHEIMAJIWCTOB aJMUHHUCTpPALMU CEJIbCOBETAa  Ha O0OpabOTKy HX
NIEPCOHAJIBHBIX JAHHBIX M Pa3MELICHUIO MX HAa CAalTe aJMUHUCTpALMU CEJIbCOBETA
contacHo npui1okeHNto0 Ne3. O3HaKOMUTB C JAHHBIM IIOCTAHOBJIEHHEM I10/] POCIIHUCH.

6. YtBepauth [lonoxkenue o nopsake oOpaOOTKHU NMEPCOHANbHBIX JaHHBIX B
agMuHHACTpanuu FOpaoBCKOro cenbcoBeTa COMIACHO MPUIOKEHUIO Ned.

7. YTBepAUTh IJIaH MEPOTNPHUATHUI IO 0OECIIEUEHUIO 3aIUTHI, XPAHCHUIO U
Nepenayy NepCcoHalbHbIX JAHHBIX B aJIMUHUCTPALIMM CEJIbCOBETA COIIACHO
MPUIIOKEHNIO NeS

8. YTBepauTh YaCTHYIO MOJIeNIb yIpo3 0€30MaCHOCTH MEPCOHANBHBIX JTaHHBIX
npu ux o00paboTke B HHPOPMALMOHHBIX CHCTEMAxX IMEPCOHANBHBIX JaHHBIX
aAMUHUCTPALIMU CEJIBCOBETA COITIACHO MPUIIOKEHUIO Neb.

9. PaboTHMKaM aJAMMHHUCTPAIMK CEJIbCOBETA HCIOJB30BaTh YaCTHYIO MOJENb
yrpo3 6e30MacHOCTH MEPCOHANIBHBIX JAHHBIX TIPH UX 00paboTke B MH(POPMAITMOHHBIX
CUCTEMAax IMEpPCOHAJbHBIX JaHHBIX aJMUHHUCTpAllMM CEJIbCOBETa Ipu padoTe C
NEepPCOHAIbHBIMU JJAHHBIMH.

10. PykoBoauTenssM MyHHUIIMIIAJbHBIM YUPEXKIECHUHN CEIbCOBETA pa3paboTaTh U
OPUMEHSTh TOPSIOK padOThl C TMEPCOHATBHBIMU JaHHBIMA B MYHHIIMIAIHHOM
yUpexJAeHUH M oOecneunTh BblloiHeHHe depepanbHoro 3akoHa ot 27.07. 2006
Nel52-®3 "O nepcoHaIBHBIX JaHHBIX .

11. KoHTpOsb 3a BBITIOJIHEHUEM JJAHHOTO MOCTAHOBIIEHUS OCTAaBIISIO 32 COOOM.

I'maBa cenbcoBera B.B./Imutpuesues



ITpunoxenue Nel
K TMOCTAHOBJICHUIO aJMUHUCTPALIMH CEIbCOBETA
ot 01.08. 2011 Ne 98

CIIMCOK
OTBCTCTBCHHEIX 3a 06GCH€‘{CHI/I€, 3allIUTYy, XpaHCHUC U IICPpCAaqdy IICPCOHAJIBbHBIX
JaHHBIX B a/IMUHUCTPANN CCIIbCOBCTA

Neri/m PUoO 3aHuMas J0KHOCTh
1 Jlerynonsckas T.A 3aMeCcTUTENb TJIaBbl aIMUHUCTPALIMU CEIbCOBETA
2 Kymunkas P.B. [maBHbI OyxTanTep aAMUHUCTPAILIUU CEIbCOBETA
3 llykuna M.H. CIIEMAAIUCT aJIMUHHUCTPALINU CEIbCOBETA
4 TIucemenckasg M.IO. CHELMATUCT aIMUHHUCTPAIMU CEJIbCOBETA

[Tpunoxxenne Ne 2
K TOCTAaHOBJIEHUIO AJIMUHUCTPALUU CEJILCOBETA
or 01.08. 2011 Ne 98

3asiBiieHHMe-corIacHe cyObeKTa HA 00padOTKY ero nepcoHAJIbHbIX IaHHBIX.

A, , TacopT Cepum ,
HOMEp

, BBIJITaHHBIN
« » roga, B COOTBETCTBUU ¢ DenepalibHbIM
3ak0HOM OT 27.07.2006 No 152-®3 «O nepcoHaIbHBIX TAHHBIX» 1Al COMIACUE
aIMUHUCTPAYyHH CEIHLCOBETA, PACIIOIOKEHHOH 10 aJpecy

Ha 00pabOTKy MOMX MEPCOHAIBHBIX TAHHBIX, 3 UMEHHO:

(ykazaTb coctaB nepcoHalibHbIX JaHHBIX (D.M.0O, nacnopTHble JaHHBIE, AAPEC ...)



JIns1 0OpaboTKHU B HEIISIX

(yka3zarp 1enu o0paboTKm)

S yTBepknmar, UTO O3HAKOMJIEH(a) C JOKYMEHTaMH OpraHu3alui,
YCTaHABIMBAIOIMMHU MOPAIOK 00pabOTKH MEPCOHATIBHBIX TAHHBIX, @ TAKXXE C MOUMHU
paBaMu U 00S3aHHOCTAMM B 3TOM 00IAaCTH.

Cornacue BCTynaeT B CHJIy CO JIHS €ro MOJANMCAaHUsA U JACHCTBYET B TEUEHUE
HeomnpeaeneHHoro cpoka. Cornacue MOXeT ObITh OTO3BaHO MHOIO B JII00OE BpeMs Ha
OCHOBaHUH MOETO MHUCbMEHHOTO 3asiBJICHUS.

« » 2011r

(monmuce)

[Tpunoxenne No3
K MOCTAaHOBJIEHUIO aJIMUHUCTPALIUU CEILCOBETA
ot 01.08. 2011 Ne 98

Cornacue
Ha 00pabOTKy EPCOHATBHBIX JAHHBIX U Pa3MEIICHHUE UX Ha caiTe aAMUHUCTPAIIUN

paiioHa.

s, , MIacIopT Cepuu ,
HOMED

, BEITAaHHBIHN

« » rosia, B COOTBETCTBHH co 6 denepasbHOTO 3aKOHA OT
27.07. 2006 Nel52- @3 "O nepcoHalbHBIX JAAHHBIX'" COMIACEH HA Meperadyy MOMX
MEPCOHATBHBIX JAHHBIX, @ UMEHHO:

dbamunusi, UMs, OTYECTBO, YUCIIO, TOJA , MECSI POXKICHHE, 0Opa3oBaHUE, MECTO
paboThl, 3aHUMaeMasi 10JKHOCTh,CBEICHUS O JOX0/1aX, UMYIIIECTBE U 00s13aTeIbCTBAX
MMYILECTBEHHOTO XapakTepa U JIpyrHe CBEIEHUs TIEpPCOHAJIbHBIX JaHHBIX IS
0o0pa0OTKM ¥ pa3MElIeHHEe UX Ha calTe aJMUHHUCTpPALMU palioOHa 3aMECTUTEIIO
IJIaBbl aIMUHHUCTpALK cenbcoBeTa JletyHoBckon T.A.

51 Taxoke yTBEpKAar0, YTO O3HAKOMIICH C BO3MOKHBIMU TOCIIEACTBHSIMH

MOET0 0TKa3a J1aTh MMCbMEHHOE COIIaCHe Ha UX Tepeady.

« » 201 1o




[TPUJIOXEHHME Ne4

K ITOCTAHOBJICHUIO aJIMUHHUCTPALMH CEJIbCOBETA
or 01.08. 2011 Ne 98

HOJIOKEHHUE
0 nmopsAKe 00padoTKH NMEePCOHAJBHBIX JAHHBIX
B aaMuHucTpanun FOpioBcekoro cejibcoBera

1. O01mMe MoJI0KeH s

Hactosimee IlonmokeHne uMeeT CBOEH LENBIO 3aKpEIUICHHE MEXaHU3MOB
oOecrieyeHus MpaB CyObEKTa HA COXpaHEHHE KOH(PUACHIIMATBHOCTH HUH(DOpMAITUU O
dakTax, COOBITUSIX U 0OCTOSITEHCTBAX €TO KU3HH.

Hacrosimee Tlonmoxkenne 06 00paboTKe M 3aIuTe TEPCOHATBHBIX JTaHHBIX (manee -
[Tonoxenue) onpenenser nopsaok cOopa, XpaHeHus, nepeaayd u JrO0ro Jpyroro
WCITOJIb30BAHUS  TIEPCOHAJBHBIX  JAaHHBIX PAOOTHUKOB, B COOTBETCTBHUH C
3aKOHOAATENILCTBOM Poccuiickoit ®denepaluu W TapaHTUU KOH(PUIESHIIMAIHHOCTH
CBEJICHUH 0 pabOTHHKE MPEIOCTABICHHBIX PAOOTHIKOM pabOTOAATEIIO.

[Tonoxenue paspaboraHo B cooTrBeTcTBUM ¢ KoHcTuTynuedt Poccuiickoi
Oenepaunu, TpynossiM Konekcom Poccuiickoit @enepanun, GenepaibHbIM 3aKOHOM
ot 27.07.2006 N 149-®3 "O0 undopmannu, HHHOPMALIMOHHBIX TEXHOJOTHUSX U O
samute uHpopmaruu", denepanbHbiM 3akoHOM oT 27.07.2006 N 152-®3 "O
nepcoHanbHbIX AaHHbIX", @®enepanbHbiM 3ak0oHOM OT 27.07. 2010 Ne210-®3 "O6
OpraHW3allid TPEIOCTABICHUS TOCYTAPCTBEHHBIX W MYHHIIMMAIBHBIX YCIyT",
WHBIMH HOPMAaTHUBHO-TIPABOBBIMH ~ aKTaMH, JEHCTBYIOIIMMH Ha TEPPUTOPHUH
Poccuiickonn denepanuu.



2. OCHOBHbBIE MTOHATHSA

s ueneit Hacrosiero [1onokeHust HCTIOAB3YIOTCS CIISYIONUE TOHSITHS:
2.1. Oneparop mepcoOHaNbHBIX JaHHBIX (Jlajiee omeparop) - MYHUIMNAIbHBIA Opra,
IOpUauYeckoe Wik (U3HYECKOe JIMIO, OpraHu3yronme W (Miu) OCYHIECTBISIONINE
00paboOTKy MEepCOHANBHBIX JIaHHBIX, @ TAKXE OMNpeleNsIore eI U COJEp KaHHe
00pabOTKH MEpPCOHANbHBIX JaHHBIX. B paMKax HacCTOAILIETO MOJOXKEHHS OMepaTopoM
SIBJISIIOTCSL a/IMUHHUCTPAIUS CElIbCOBETA,

2.2. [IlepconanpHble JaHHBIE - Jr00as uWHGOpMAIMs, OTHOCAIIAsACA K
OTIPENETICHHOMY WJIM OMPEAEIieMOMY Ha OCHOBAHMU TaKOM MHQpOpMAIH (PU3NIECKOMY
Ity (CyOBEeKTY MEepCOHATBHBIX JAaHHBIX ), B TOM YHCIIE €r0 (hamMuinsi, UMsi, OTIECTBO, TOJI,
MecAll, JaTa U MECTO POXJACHHUA, aJpec, CEeMEHHOe, COLHUaIbHOE, HMYIIECTBEHHOE
noJIoKeHue, oOpazoBaHue, mpodeccusi, noxoabl, apyras uHopmaius o (puznyecKoMm
JUIIE.

2.3. CyObeKT — cyOBEeKT MEePCOHANIbHBIX JIAHHBIX.
2.4. PaboTHUK - (PU3MYECKOE IUI0, COCTOSAIIEE B TPYIAOBBIX OTHOIIECHUSX C
OIIEpaTopoM.
2.5. OOpaboTka TMepCcOHANbHBIX JAaHHBIX - JEUCTBUS (omepanuu) ¢
MEPCOHAJILHBIMU JIaHHBIMH, BKJIIOYas cOOp, CHUCTeMaTHU3alluio, HAKOIJICHUE, XpaHECHHE,
yTouHeHue (0OHOBIEHUE, U3MEHEHHE), UCTIOIB30BAHKE, PACTIPOCTPAHECHKE (B TOM YHCIIe
nepeaady), ooe3nuunBaHue, OJIOKUPOBAHUE, YHUUTOKEHUE TIEPCOHATBHBIX JTAHHBIX.
2.6. PacnpocTpaHeHre NMEPCOHANBHBIX JAHHBIX - JICMCTBHS, HANPaBICHHBIE HA
nepenady mepcoHaNbHBIX JAHHBIX OMpPEISICHHOMY KpYTy JHI] (Iepenada nepCcoHaIbHbBIX
JAHHBIX) WM HA O3HAKOMJICHHE C MEPCOHAIBHBIMHM JTaHHBIMH HEOTPAHWUYCHHOTO KpyTa
JWI, B TOM 4YHUCJIE€ OOHApPOJOBAaHHWE TMEPCOHANBHBIX JTAHHBIX B CPEIACTBAX MAaCCOBOM
uHdopMaIiK, pa3MelleHne B HH(POPMAIMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETAX WIH
MIPeI0CTaBIEHUE JOCTYIA K MIEPCOHAIBHBIM JaHHBIM KaKUM-TTHOO UHBIM CIIOCOOOM.
2.7.Mcnonb30BaHuE TMEPCOHAIBHBIX JAHHBIX - JIEUCTBUA (Omepauuu) C
MEPCOHANILHBIMU JTAHHBIMH, COBEPIIIAEMbIE OTIEPATOPOM B IIEJISIX MPUHATHS PEIICHUN WA
COBEPILICHUS UHBIX JCUCTBUH, MOPOXKIAIONINX IOPUANUECKUE TTOCIEACTBUS B OTHOIIICHUH
CyObeKTa MEPCOHANIBHBIX JAHHBIX WJIM APYTUX JUI TUO0 HHBIM 00pa30oM 3aTparuBaroIInX
mpaBa ¥ CBOOOJIbI CYObEKTa MePCOHATBHBIX JAaHHBIX WM JIPYTUX JIUII.
2.8. brnokupoBaHKe MEPCOHANBHBIX JaHHBIX - BPEMEHHOE MpeKpalieHue coopa,
CHUCTeMAaTH3allii, HAKOIUICHHUS, WCIIOIb30BaHUSA, PACIPOCTPAHCHUS TEPCOHATBHBIX
JAHHBIX, B TOM YUCJIC UX TIEPEIavH.
2.9.VHUYTOXKCHHE TePCOHANBHBIX JAHHBIX - JICWCTBUS, B pE3yJIbTaTeé KOTOPBIX
HEBO3MO)XHO BOCCTAHOBUTBH COJIEpP)KaHHME IEPCOHAIBHBIX JIAaHHBIX B HWH(DOpPMAIMOHHOU
CHUCTEME TEPCOHATBHBIX JTAHHBIX, B PE3YJIBTAaTe KOTOPHIX YHUYTOXKAOTCS MaTeprabHbIC
HOCHUTEJIH TEPCOHATBHBIX JTAHHBIX.
2.10. K nepcoHabHbIM JIAaHHBIM OTHOCSITCSI:
-CBEJICHUS, CO/IEPXKAIUECS B OCHOBHOM JOKYMEHTE, yA0CTOBEPSIOIIEM JTUUYHOCTh
CyObEeKTa;

-uH(pOpMAITUs, COEPKAIIASACS B TPYAOBON KHIDKKE paOOTHHKA,

-uH(OpMaLKs, comepKalascs B CTPAXOBOM CBHJETEIbCTBE TOCYIapPCTBEHHOTO
MEHCUOHHOTO CTPAXOBAHUS;

-CBEJICHUsI,  COAepXalluecs B  JIOKYMEHTax BOMHCKOTO  ydeTra s
BOEHHOOOS3aHHBIX U JIUII, TIOUIEKALUX MPU3BIBY HA BOCHHYIO CITYKOY.



-cBesieHust 00 00pa3oBaHUy, KBATM(PUKALMY WA HAIWYUU CTICIIMAIBHBIX 3HAHUN
WU TIOJTOTOBKH;

-CBEJICHHUSI, COJIEpKAIINECS B CBUIETEIHCTBE O OCTAHOBKE HA y4YeT (PU3UYECKOrOo
JIMIa B HAJIOTOBOM OpraHe Ha tepputopun Poccurickon denepannu;

-CBEJICHUSI O CEMEUHOM MOJI0KEHUU paOOTHHKA,;

-uH(pOpMaIlMsg MEIUIMHCKOTO XapakTepa, B Cilyyasx, IIPelyCMOTPEHHBIX
3aKOHOJATEIbCTBOM;

-CBEJICHUS O 3apabOTHOM TUIaTe pabOTHUKA;

-CBEJICHUS O COL[MAJIbHBIX JIBIOTAaX;

-CBEJICHUS O HAJIMYUU CyITUMOCTEN;

-M€CTO pabOThI WM Yy4eObl YICHOB CEMbH;

-COZIEp>KaHue TPYLOBOTO TOTOBOPA;

-IOJYIMHHYKHU ¥ KOIIMHU IIPUKA30B 110 JINYHOMY COCTaBY;

-OCHOBAHUS K IIPUKa3aM IO JIMYHOMY COCTaBY;

-IIOKYMEHTBI, COJepKalue HWH(POpPMAIUMIO IO TOBBIIIEHUIO KBaTU(PUKAIMKA U
NIEPETIOITOTOBKE COTPYIHUKA, €r0 aTTecTalus, CIIyKeOHOe pacciel0BaHuE;

-CBCJICHUSI O HarpaXXJI€HUM TOCYNapCTBEHHbIMU Harpagamu Poccuiickoi
®enepaluu, TPUCBOCHUH MOYETHBIX, BOMHCKHX U CIIEIIMATbHBIX 3BaHUI;

-JIaHHbBIE, CBSI3AHHBIE C MPEJOCTABICHUEM MYHULIUITAIBHBIX YCIYT.

3. O0padoTKa MepCOHANBHBIX TaHHBIX
3.1. O6uue TpeboBaHus Mpu 00padOTKE MEPCOHATBHBIX TaHHBIX.
B mensix obecriedenusi mpaB M CBOOOJ YellOBEKa M TpaxJAaHWMHA TpuU 00paboTKe
NEPCOHANIBHBIX JJAHHBIX 00s3aHbI COOIOAATHCS CIEAYIONINE TPEOOBAHMUS:

3.1.106paboTka nepcoHaIbHBIX JaHHBIX MOXET OCYIICCTBISATHCS UCKIIOYUTEIHHO
B 1ensax obecrieuenus: coomonenuss Konctutynun Poccuiickoit denepaiuu, 3aKOHOB |
WHBIX HOPMATHBHBIX TMPABOBBIX akTOB P®D, comeicTBus CyObeKTamM MepCOHATbHBIX
JAHHBIX B TPYIAOYCTPOMCTBE, TPOABMKEHUHM II0 CIy)KOe, OOy4eHHH, KOHTPOJIS
KOJIMYECTBA M Ka4eCTBA BBINOJIHSAEMOM pPabOThI, oOecrneyeHus: JUYHOM 0e30IMacHOCTH
CyOBbEeKTa MEPCOHANIBHBIX JAHHBIX U YJICHOB €r0 CeMbH, a TaKXKe B IEIAX 00eCIeUeHUs
COXPaHHOCTH MPUHAJUISKAILIET0 EMY UMYIIECTBA U UMYIIIECTBA OMEepaTopa.

3.1.2.IlepcoHasibHbIE JaHHBIE HE MOTYT OBITh UCIIOJIB30BaHbI B LUEISAX NPUYUHEHUS
UMYILIECTBEHHOTO W/WJIM MOPAJIBHOTO Bpe/a rpakaHaM, 3aTpyaAHEHUS peaanu3aluy Npas
U cBOOOJ rpakian Poccuiickoit deneparu.

3.1.3.1lpyu nmpuHATAM  peuIeHW#, 3aTparuBalOUUX  HMHTEpechl  CyObeKTa
MEPCOHAJILHBIX JaHHBIX, HEJIb3sl OCHOBBIBATHCA HA MEPCOHATBHBIX JaHHBIX, MOTYYEHHBIX
HCKITFOUYUTEIHHO B PE3yJIbTaTe WX aBTOMATH3WPOBAHHOW OOpPaOOTKH WM AJIEKTPOHHOTO
MOJTYYEHUS.

3.1.4.PaGoTHUKN WM UX 3aKOHHBIE MPEACTABUTEIN JOHKHBI ObITH 03HAKOMIICHBI
MOJT PACIHCKY C JOKYMEHTAaMHU OIepaTopa, YCTAHABIWBAIOIMIUMH TMOPSIOK 00pabOTKH
MEPCOHAJIBHBIX JIAHHBIX CYOBEKTOB, a TAKKE MX MpaBa U O0S3aHHOCTH B 3TOM 00JIaCTH.

3.1.5.Cy0OBeKThl MEPCOHANIBHBIX JIAHHBIX, HE SIBJISIONMIMECS paOOTHUKAMU, WA UX
3aKOHHBIE MPEACTABUTEIM HUMEIOT IPaBO O3HAKOMHUTHLCS C JOKYMEHTAaMH OIeparopa,
yCTaHaBIMBAIOLIMMU MOPSAIOK 00paOOTKM MEPCOHAIBHBIX JIaHHBIX CYOBEKTOB, a TAKXKe
UX MpaBa U 00s3aHHOCTH B 3TOM 00IaCTH.

3.1.6.CyObeKTbl epcoHaNbHBIX JAHHBIX HE JIOJKHBI OTKA3bIBAThCSl OT CBOMX MPaB
HAa COXPAHEHHE U 3aIUTY TANHBI.



3.2. Ilony4yeHue nepcoHaIbHbIX JAHHBIX.

3.2.1.Bce mnepcoHalbHBIE JIaHHBIE CJEAYET TMOJIy4aThb HEMOCPEACTBEHHO OT
CyObekTa mepcoHadbHBIX AaHHBIX. CyObEKT CaMOCTOATENIBHO MPUHUMAET PEIICHHUE O
PEOCTABICHNE CBOMX IMEPCOHANIBHBIX JAHHBIX U JAaeT MHUCbMEHHOE COIIacHe Ha UX
00paboTKy OIEepaTopoOM.

3.22.B cayyae HemeecnocOOHOCTH JHOO HECOBEPIICHHONETUS CyObeKTa
MEPCOHANBHBIX JAaHHBIX BCE IMEpPCOHAJbHBIE CYOBEKTa CJEAyeT MOody4darb OT €ro
3aKOHHBIX TpeACTaBUTENCH. 3aKOHHBIA MPEACTABUTENb CAMOCTOSTEIBHO MPUHUMAET
pelieHrne O TMPEIOCTAaBICHUM IEPCOHAJBHBIX JAaHHBIX CBOETO IOJONEYHOTO W JaeT
MUCHBMEHHOE COTJIACHE Ha UX 00pabOTKy OMEepaTopOM.

3.2.3.IlucpmenHoe coracue He TpeOyeTcs, ecinu 00pabdoTka MepPCOHATbHBIX
JaHHBIX OCYUIECTBIIAECTCA B II€JIAX MCIIOJHEHUS JI0TOBOpa, OJHOW M3 CTOPOH KOTOPOTO
ABJISIETCS. CYOBEKT IEPCOHAIBHBIX JaHHBIX.

3.2.4.Cornacue Ha 00pabOTKYy MEPCOHAJBHBIX JAHHBIX MOXET OBITh OTO3BAaHO
CyOBEKTOM NEPCOHANBHBIX JAHHBIX. B cilyyasix yka3aHHBIX B MMyHKTE 3.2.2. HACTOSILErO
HOJIOKEHUS COINIACHE MOXKET OBbITh OTO3BAHO 3aKOHHBIM IIPEACTaBUTENIEM CyObEKTa
NEepCOHAIBHBIX JaHHBIX. DopMa 0T3bIBa coriacust Ha 00pabOTKy MEPCOHAIBbHBIX JTaHHBIX
npecTaBiieHa B IpuiioxkeHUH Nel Kk HacTosAIEMY NOJIOKEHHUIO.

3.2.5.B cnydasix, KOrja oneparop MOXET MOJIYYUTh HEOOXOAUMBbIE TIEpCOHATbHBIC
JaHHbIE CYOBEKTa TOJNBKO Yy TPETbEW CTOPOHBI, CYOBEKT JOJDKEH OBITH yBEIOMIIEH 00
ATOM 3apaHee U OT HEero JOJKHO OBITh MOIYYeHO MUChbMEHHOE coracue. B yBegomnenun
omeparop 00si3aH COOOIIUTh O WEeNAX, CMoco0ax ¢ HCTOYHUKAX IOJYyYCHUS
MEePCOHATBHBIX JAHHBIX, a TAKXKE O XapaKTepe MOJISKAIINX MOTYICHUIO IEPCOHATBHBIX
JaHHBIX ¥ BO3MOYKHBIX TMOCJEICTBUSAX OTKa3a CyObEKTa JaTh MHUCHbMEHHOE COIacue Ha
ux nomydenue. Comiacue odopmisiercs B nucbMeHHoW (opme. dopma 3asBieHMs-
coriacusi CyObeKTa Ha IOJIyYeHHE €ro MEpPCOHAIbHBIX JIaHHBIX y TPEThEd CTOPOHBI
npecTaBiieHa B IpuiioxkeHUH Ne2 K HacTOSIIEMY MOJIOKEHUIO.

3.2.6.3anpemaercs noiayyaTh U 00padaTeiBaTh MEPCOHATBHBIC JaHHBIE CYOBEKTa O
€ro MOJIUTUYECKUX, PEIUTHO3HBIX U MHBIX YOSKICHUSIX U YaCTHOM JKU3HU.

3.2.7.3anpemaercsa noiayyaTh 1 00padaTeiBaTh MEpCOHATBHBIE JaHHBIE CYOBEKTa O
€ro WICHCTBE B OOIIECTBEHHBIX OOBEIMHEHUSIX UJTH €r0 PO(COI03HOM eI TETbHOCTH, 3a
MCKJTIOUEHUEM CITy4aeB, IPEIyCMOTPEHHBIX (efepaTbHbIMU 3aKOHAMH.

3.2.8.B ciy4asix, HENOCPEACTBEHHO CBS3aHHBIX C BONPOCAMU TPYHOBBIX
OTHOILIEHHM, B COOTBETCTBUM cO crarbed 24 Koncturymum Poccuiickoit Penepanuun
orieparop BIIpaBe MoJydaTh U 00padaThIBaTh JaHHbBIE O YACTHOM KU3HU CyOBEKTa TOJIBKO
C €ro MUChMEHHOTO COTJIACHSI.

3.3. XpaHeHue nepcoHaIbHBIX JaHHBIX.

3.3.1.XpaHeHue TmepcOHaJIbHBIX JAHHBIX CYOBEKTOB OCYIIECTBISETCS Ha
OyMa)KHBIX U 3JICKTPOHHBIX HOCUTEJISIX C OTPAHUYEHHBIM JOCTYTIOM.

3.3.2.JIuunble Jena XpaHATCs B OyMaXHOM BHJE B MalKax, IOPOILIUTHIE U
IPOHYMEPOBAHHBIE MO CTpaHULaM. JIMUHBIE Jieaa XpaHIATCs B CHELUAIbHO OTBEACHHON
cekuuu cerda, 00ecneynBaoLIero 3aluTy 0T HECAHKIIMOHUPOBAHHOIO JOCTYIA.

3.3.3.Ilogpa3nenenus, XpaHsliue MEPCOHAJbHBIE JaHHbIE Ha OyMa)KHbIX



HOCUTENSIX, OO0ECHEUMBAIOT MX 3allUTy OT HECAHKIHMOHUPOBAHHOIO JOCTYyNa H
KonupoBaHus cortacHo «llomokeHnto 00 OCOOEHHOCTSX O00paOOTKM MEePCOHAIBHBIX
naHHbeiX.  OcyiiecTBisiemMoil  06e3  MCIOJIb30BAaHUS  CPEICTB  aBTOMAaTH3allUNy,
YTBEPKIECHHOMY MOCTaHOBJIeHWEM npaBuTeabcTBa PD 15 centadps 2008 . N 687.

3.34. Ilpu npegoCTaBI€HUM MYHHIMIAIBHBIX YCIYr OCYIIECTBISETCS 3allyTa
NEPCOHANIBHBIX JaHHBIX B coorBercTBUM ¢ [lomoxkenuem "OO obecnieueHun
0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU 00paboTKe B MH(POPMALMOHHBIX CHCTEMaxX
NEPCOHANIBHBIX JAHHBIX", YTBEPXKACHHBIX MocTaHoBIeHHEM IlpaBurensctBa PD ot
17.11. 2007 Ne781, u ywacTum IPU MEKBENOMCTBEHHOM M MEKYPOBHEM
B3aNMOJICICTBUU

3.4 Ilepenaua nepcoHaNbHBIX JAHHBIX
[Tpu mepenaue mepcoHaNbHBIX JaHHBIX CyOBEKTa orneparop o0si3aH COOMIOAaTh
cienyronme TpeOoBaHus:

-IPEAYNPEAUTH JIUII, MOJIYYAIONINX MePCOHATbHBIC JaHHbIE CYObEKTa, O TOM, YTO
ATHU JJaHHBIE MOTYT OBITh HMCIIOJIb30BAHbI JIUIIb B LEJSX, JJISI KOTOPBIX OHU COOOIIEHBI, 1
TpebOBaTh OT ATUX JHI] MOATBEPKIEHUS TOTO, YTO 3TO MPaBWIO coOmroneHo. Jluia,
MOJTyYalollie TEepPCOHANbHBIE JaHHBIE CyObekTa, 00s3aHbl COONIONATh TPEOOBAHMS
KOH(PUACHIIMATBHOCTH;

-HE coo0UIaTh MepCcoHaIbHbIE JaHHbIE CyObEKTa B KOMMEPUECKHUX LEsX 0e3 ero
MUCHMEHHOTO COTJIACHS;

-HE 3alpamvBaTh HWHPOPMAIMIO O COCTOSHUU 370pPOBbs pabOTHHKA, 3a
WCKITIOYCHHEM TEX CBEJCHMIA, KOTOPBIE OTHOCATCA K BOIMPOCY O BO3MOXKHOCTH
BBITIOJTHEHUS UM TPYZIOBOH (DYHKITUH;

-TiepeiaBaTh TEPCOHANBHBIE JAaHHBIE CYObEKTa MPEICTaBUTEISIM CYObEKTOB B
nopsnke, ycraHoBieHHOM TpymoBeiMm Kogekcom Poccuiickori  ®@enepaunu, u
OTpaHUYMBATh 3Ty HH(GOPMAIMIO TOJHKO TEMH MEPCOHATBHBIMH JIaHHBIMU CyOBEKTa,
KOTOpbIE€ HEOOXOIUMBI JIJIs1 BHITIOJTHEHUS YKa3aHHBIMU MPEACTABUTESIMU UX (PYHKIIHIA;

-BCE CBEICHUS O Tiepeladye IMEepCOHANIBHBIX JaHHBIX CyObEKTa IMEpeNaroTcsi B
cootBeTcTBUM ¢ DenepanbHbiM 3ak0oHOM 06.04. 2011 Ne63 "OO6 snekTpoHHO-IIUPPOBOI
(0111129788

Bce mepsl koH(bUIEeHITMaTEHOCTH TIPU cOope, 00paboTKe 1 XpaHEHUHU MEePCOHATBHBIX
JTAHHBIX CYOBEKTa pPacIpOCTPAHSIOTCA Kak Ha OyMa)kHbIe, TaK W Ha DJICKTPOHHbBIC
(aBTOMATU3MPOBAHHBIC) HOCUTENHN UHPOPMAIUY.

[IpaBo noctyna Kk N€pCOHAIBHBIM JAHHBIM CyObEKTa UMEIOT:

-PykoBOomuTEeIM W COTPYTHHMKH CTPYKTYPHBIX TOJPa3ACICHHA aJIMHHHCTPAIIAN
paiioHa, OCyIIECTBISIONINX 00paboTKy, XpaHEHUE NTEPCOHATBLHBIX TaHHBIX;
-caM CyOBEeKT, HOCUTENb JaHHBIX.
Bce corpynHuku, nMermue MOCTYyN K MEPCOHATBHBIM JTaHHBIM CyOBEKTOB, O0Os3aHBI
MOJINMUCATh COTMIANICHNE O HEPA3IIAIIeHUH MTePCOHANBHBIX TaHHBIX. Dopma cormnamenus
0 HEpa3MIallleHWd TEePCOHATBHBIX JaHHBIX TMPEACTABICHa B MpwiokeHnn No3
HACTOSIIIETO MTOJIOKCHHUS.

3.5.YHUUTOXKEHNE TEPCOHAIBHBIX JTAHHBIX

3.5.1. TlepconanbHple TaHHBIE CYOBEKTOB XPAHATCS HE JOJBIIE, YE€M HTOTO



Tpe6y}0T OCJan ux 06pa6OTKI/I, M OHHU MOAJICKAT YHUUITOXKCHUIO IO JOCTUXKCHHUU ueneﬁ
O6pa6OTKI/I HJIK B CJIy4ac yTpaThl H€06XO,Z[I/IMOCTI/I B UX NJOCTHKCHHHU.

3.5.2. JIoKyMeHTHI, cofeprKaliyie NepCoOHabHbIC JaHHbBIC, MOJICKAT XPAHEHUIO
U YHUUYTOXXCHHUIO B TIOPSJKE, MPEIYCMOTPEHHOM apXMBHBIM 3aKOHOJATEIHLCTBOM
Poccuiickon ®@enepanuu.

3.6 Tlopsgok 00paOOTKM MEpPCOHANBbHBIX JAaHHBIX B HMH(POPMAIMOHHBIX
CUCTEMaX MEePCOHATBHBIX JAHHBIX C UCTIOIB30BAHUEM CPEJICTB aBTOMATU3AI[UU

3.6.1. MeponpusaTusi 10 00€CTCUCHUIO OE30MaCHOCTH IEPCOHATBHBIX
JTaHHBIX Opd  aBTOMATH3MPOBAHHOW 0OOpa0OTKE  OCYIIECTBISIFOTCS
3aMECTUTEIIEM IVIaBbl Q/IMUHUCTPAINH CEITbCOBETA COBMECTHO C HHIKCHEPOM 2
KaTeropuu aJIMUHUCTPALIMK paiioHa (110 CONIACOBAHUIO).

3.6.2. OOpaboTka NEPCOHANBHBIX JaHHBIX B HH()POPMAIIMOHHBIX CHCTEMAaxX
MEPCOHAJIBHBIX TAHHBIX C UCIOJIB30BAaHUEM CPEJCTB ABTOMAaTH3aLMU OCYIECTBIIAETCS
B COOTBETCTBUM C TpeboBaHMsiMH mocTaHoBieHus [IpaButenbctBa Poccuiickoit
Oenepanun ot 17 Hosa0ps 2007 . Ne 781 «OO6 yrBepxknenuu [lonoxenus o6
oOecrieueHnn O€30MaCHOCTH NEPCOHANBHBIX JaHHBIX IMpU HX 00paboTke B
MH(POPMAIIMOHHBIX CUCTEMAaX MEPCOHABHBIX JAHHBIX).

3.6.3. .He nomyckaercs  o0OpaboTka  MEpPCOHAIbHBIX  JAaHHBIX B
MH(OPMAIIMOHHBIX CHCTEMaX IEePCOHAIBHBIX JAHHBIX C HCIOJIB30BAaHUEM CPEICTB
AaBTOMAaTHU3AllMKM TPU OTCYTCTBUM YTBEPIKICHHBIX OPraHU3alMOHHBIX JOKYMEHTOB O
MOPSIIKE SKCIUTyaTallni WHPOPMAITMOHHON CHCTEMBI TIEPCOHATBLHBIX JTaHHBIX.

3.7.1lopsimok  oOpabOTKM TEPCOHANBHBIX JAHHBIX B HMH(POPMAIIMOHHBIX
CUCTEMaXx MePCOHATBHBIX JAHHBIX 0€3 UCTIOIB30BaHUS CPEACTB aBTOMATHU3AIIUN

3.7.1.06paboTka TmepCOHANbHBIX JaHHBIX 0€3 KCIOJIb30BAHUSI CPEICTB
aBTOMAaTHU3alMHK (Jajee — HeaBTOMaTu3upOBaHHAs 00pabOTKa MEPCOHANIBHBIX JIaHHBIX )
MOXET OCYIIECTBIATHCS B BHAE JOKYMEHTOB Ha OyMaXHBIX HOCHUTENISIX W B
ANEKTpOHHOM Bujae ((aiimpl, 0a3bl OaHHBIX) HA DIEKTPOHHBIX HOCHUTENSIX
UHGOPMAIIIH.

3.7.2. llpu HeaBTOMAaTU3UPOBAHHON O0Opa0OTKE pa3TUYHBIX KaTeroOpuit
NEPCOHANBHBIX JIAHHBIX JIOJDKEH HCIIONBb30BAThCSl  OTACIBbHBIA  MaTepUaIbHBIN
HOCHUTENb JIJIs1 K&K0M KAaTeTOPUHU TIEPCOHATBHBIX JAHHBIX.

4. TlpaBa u 00513aHHOCTH CY0ObEKTOB MEPCOHAIBHBIX IaHHBIX U ONlepaTopa.

4.1. B nensix o0GecreueHust 3auThl IEPCOHABHBIX IAHHBIX CYOBEKTHI UMEIOT MIPaBO:
-MoJTy4YaTh TOJHYI0 HWH(OpPMAIMI0O O CBOMX TMEPCOHANBHBIX JIaHHBIX W
00paboTKe ITUX JIAHHBIX (B TOM YHCJIE AaBTOMAaTHU3UPOBAHHON );

-OCYIIECTBIISITh CBOOONHBIN OECIJIaTHBIA JOCTYI K CBOMM TE€PCOHAIBHBIM
JAHHBIM, BKJIFOYas MPABO TOJydYaTh KOIMWHW JIFOOOW 3aIlliCH, COAEpIKaIleil MepCcOHAIbHBIC
JTaHHBIC pa0OTHHKA, 32 HCKITIOYCHUEM CIIyYaeB, MPEAyCMOTPEHHBIX (heepaIbHBIM 3aKOHOM;

-Tpe0OBaTh WCKIIFOYEHUS WM HWCIPABICHUS HEBEPHBIX WM  HEMOJHBIX
NEPCOHANBHBIX  JaHHBIX, a TaKXke JaHHbIX, O0O0pabOTaHHBIX C  HapyIICHUEM
3aKOHOJIATEJIbCTBA,



-PU  OTKa3e OIeparopa WU YIOJHOMOYCHHOTO UM JIMIA HCKJIIOYUTH WM
UCTIIPaBUTh TIEPCOHAIBHBIC JaHHBIE CyOBhEKTa - 3asiBUTh B NMHUCHMEHHOW (hopMe O CBOeM
HECOTJIACUH, TPEICTABUB COOTBETCTBYIOIIEEe 000CHOBAHNUE;

-IOTIOJTHATh ~ TIEPCOHANIbHBIC JIaHHBIC OIEHOYHOTO XapakTepa 3asBICHHEM,
BBIPXAIOIINM €T0 COOCTBEHHYIO TOUKY 3PCHHS,

-TpeboBaTh OT Oleparopa WX YIMOJTHOMOUYEHHOTO MM JIMIIA YBEAOMJICHHS BCEX
JIMII, KOTOPBIM paHee ObUTM COOOIEHBI HEBEPHBIC WM HEIMOJHBIC TEPCOHAIBHBIC TaHHBIC
cyOBeKTa, 000 BCeX MPOM3BEACHHBIX B HUX H3MCHCHHSX MIIM UCKITIOUCHUSAX U3 HHX;

-o0kamoBaTh B Cy[ JIFOOBICE HEMPAaBOMEpPHBIE JEUCTBUS WM Oe3IelCTBHE
oreparopa WM YIOJHOMOYCHHOTO WM JIMIa NMPU oOpabOTKe W 3aIWTe IMEPCOHATLHBIX
JTAHHBIX CYObEKTa.

4.2. JIns 3aiuThl IEPCOHATBHBIX TaHHBIX CYyOBEKTOB OIepaTop 00sI3aH:

- 0o0ecrne4ynTh 3allUTy TIEPCOHAIBHBIX JAHHBIX CyObEKTa OT HEMPaBOMEPHOIO UX
WCIOJIb30BaHUS WA YTPATHI B OPSIAKE, YCTAHOBIEHHOM 3aKOHOAATENLCTBOM PD;
-03HAKOMUTh PAa0OTHHMKA WM €ro MPEJACTaBUTENCH C HACTOSAIIUM TIOJOKEHHEM U €ro
rpaBaMu B 00JIACTH 3alIUThI IEPCOHAIBHBIX TAHHBIX MO PACIIUCKY;

-110 3aIlPpOCy 03HAKOMHUTH CYOBEKTa MEePCOHANBHBIX JIAHHBIX, HE SIBIISIOMIETOCS PAaOOTHUKOM,
WIM B Cllydae HEJEECIOCOOHOCTH JUOO HECOBEPIICHHOJETHS CYOBEKTa, €ro 3aKOHHBIX
MPEACTABUTENIE C HACTOAIIMM TMOJOXKEHHEM U €ro ImpaBaMH B OOJacTH 3allUThI
MEPCOHABHBIX JAHHBIX;

-OCYIIECTBIISITh Tepefady MEepPCOHATbHBIX JaHHBIX CYOBEKTa TOJIBKO B COOTBETCTBUM C
HacrossuM [lonokeHnem u 3akoHomarenbcTBoM Poccuiickoit @enepanuu;

-MPEIOCTABIISITh TEPCOHANIbBHBIC JaHHBIE CYOBhEKTa TOJIBKO YIOJHOMOYEHHBIM JIMIIAM H
TOJIBKO B TOW 4acTH, KOTOpasi HEOOXOIMMa UM JIJIsl BBITIOJTHEHUSI UX TPYAOBBIX 00si3aHHOCTEH
B COOTBETCTBHH C HACTOSIIIIAM ITOJIOKEHUEM M 3aKOHOAATENIbCTBOM Poccuiickon denepannu;
-00ecreunTh CyObeKTY CBOOOJIHBIN OECIUTaTHBIN JOCTYI K CBOMM IEPCOHAIBHBIM JIAHHBIM,
BKJIIOYAs MPaBO Ha TOJyYCHHE KOMUU JI00O0M 3amucu, coiepikaileid ero IMepcoHaIbHbIE
JIAHHBIE, 32 UCKIIFOUCHUEM CIIy4YaeB, IPEAYCMOTPEHHBIX 3aKOHOAATEIILCTBOM;

-110 TPEOOBAHMUIO CYOBEKTa WIIM €r0 3aKOHHOTO MPEACTAaBUTENS MPEIOCTABUTh €My MOJTHYIO
UH()OPMAITUIO O €T0 MEePCOHANBHBIX JTAHHBIX U 00pa0OTKE ITUX JaHHBIX.

4.3. CyObeKT nepcoHaldbHBIX JAHHBIX WJIM €ro 3aKOHHBIM MpPeICTaBUTENb 00sI3yeTcs
IPENOCTABIAThH IEPCOHAIIBHBIE JAHHBIE, COOTBETCTBYIOIINE IEUCTBUTEIBHOCTH.

5. OTBETCTBEHHOCTHh 32 HapylleHHe HOPM, peryJupyroumux o0padoTky H
3alIUTY MEPCOHANbHBIX JAHHbIX.

5.1.PykoBonuTelb, CHEHUAINCT CTPYKTYPHOTO MOAPA3ACIICHUS aJIMUHUCTpALUU
palioHa, HWMEIOMUN JOCTYNl K KOH(QHUICHIMATHLHOMY JOKYMEHTY, COJEpKaIleMy
MEPCOHANIbHBIE JaHHBIE, HECET IEePCOHAIBHYI0O OTBETCTBEHHOCTh 3a 0€30MacHOCTH
MEPCOHAJIbHBIX IAHHBIX.

5.2.JIuna, BUHOBHBIE B HApPYLUICHWM HOPM, pETYIUPYIOIIUX IOIYYEHHE,
00paboOTKy M 3alIUTy MEPCOHANbHBIX JIaHHBIX, MPUBJICKAIOTCS K JAUCIHMIUIMHAPHON H
MaTepUaIbHON OTBETCTBEHHOCTH B TOPAJIKE, YCTAaHOBIEHHOM TpynoBbiM Komekcom
Poccuiickoit @enepannu U UHBIMU (efepaibHBIMU 3aKOHAMU, & TAKXKE MPUBJIEKAIOTCS K



Fpa}K,HaHCKO-HpaBOBOﬁ, a,IIMI/IHI/ICTpaTI/IBHOﬁ 141 YFOJIOBHOfI OTBCTCTBCHHOCTH B IIOPSAIKE,
YCTaHOBJICHHOM q)eﬂepaﬂbHBIMI/I 3aKOHaMHM.

[punoxxenue Nel
Kk [lonoxeHuto o mopsiake 00pabOTKH
MEPCOHATBHBIX JJAHHBIX B
aJIMUHUCTPAIINH CEJIhCOBETA

OT13bIB corlacusi Ha 00padOTKY NMEPCOHAJBbHBIX JAHHBIX

Haumenosanue (®.1.0.) onepatopa

Anpec omneparopa

®.1.0. cyObekTa nepcoHa bHBIX JAHHBIX

Anpec, T71e 3aperucTpUPOBaH CyOBEKT
MEPCOHANIBHBIX JTAHHBIX

Homep 0cHOBHOTO 10KyMEHTA, YI0CTOBEPSIOLIETO
€ro JUYHOCTh

JIaTa BblJa49M YKa3aHHOTI'O JOKYMCHTA

HaumenoBanue opraHa, BbIAABIICTO JOKYMCHT

3asBJICHUC

[Ipomry Bac mpekparuth 00pab0TKy MOUX MEPCOHATBHBIX JAHHBIX B CBS3U C



(ykazarb NpUUYMHY)

R 201 r

(mommuce)  (pacmmdpoBKa MOAKCH)

IIpunoxxenue Ne2
k ITonoxxeHuro o nopsiake 06padoTKH
MEPCOHANIBHBIX JAHHBIX B a/IMHHHUCTpPAIIUH CEIbCOBETA

3asiBjIeHMe -coryiacue
CYﬁLeKTa Ha MOJYYCHHE €0 NIEPCOHAJIBHBIX JAHHBIX Y TpeTbeﬁ CTOPOHBLI.

A, , Tacrmopr cepuu , HOMeEp

, BBIJTAaHHBIN «

» roga, B coorBeTcTBUU co cT.86 TpymoBoro Komexca Poccuiickoit
denepauun .Ha MOJTy4Ye€HUE MOUX MEPCOHANBHBIX JAHHBIX, 3 HMEHHO:

(coryaceH/He cormaceH)

(yka3arb cocraB nepcoHanbHbIX JaHHBIX (P.U.0, nacriopTHbIe JaHHbBIE, aJIpec ...)

I[J'ISI 06pa6OTKI/I B OCIAX IMOJYYCHUS MYHHUIIUIIAJIBHBIX YCIIYT

« » 2011




[Tpunoxxenue No3

K [lomoxxeHnto o mopsiike
00pabOTKH MEPCOHAIILHBIX JAaHHBIX B

aJIMHHHCTpPAIMH CEIHLCOBETA

dopma
Comlamenue 0 HepasrJiallleHUH
MEePCOHAJBbHBIX JAHHBIX Cy0ObeKTa

s, , acmopT cepuu ,
HOMED
, BBITAaHHBIN
« » rojla, MOHUMAK, YTO TMOJYYar JOCTYH K
MEPCOHAIBHBIM JIAHHBIM PabOTHUKOB

(HaI/IMGHOBaHI/IC AIMUHUCTpAlIUN CCJ'II)COBCTa)

S Taxke MOHMMA, YTO BO BpEeMsl HCIOIHEHHUS CBOMX OOsS3aHHOCTEH, MHE
NPUXOJUTCS 3aHUMAThC cOOpPOM, 00paObOTKOM U XpaHEHUEM MEPCOHATBHBIX JaHHBIX.

Sl moHmMaro, 4TO pasmialieHHe Takoro poia MH(pOpMAalnuyd MOXKET HaHECTH
yepb cyObeKkTaM MmepcoHaIbHBIX TaHHBIX, KaK MPSIMOM, TaK ¥ KOCBEHHBIM.

B cBs3u ¢ aTuM, nmaro o0s3arenbcTBO, NMpu padore (cObop, obOpaboTka u
XpaHeHHue W Tepeada) ¢ MepcoHaIbHBIMU JaHHBIMHU, a TaKXKe MPU MPEI0CTABICHUU
MYHULIMNIATBHBIX ~ YCIYT, YYacTUM B MEXKYpPOBHEM U  MEXBEIOMCTBEHHOM
B3aMMOJICCTBUH, COOIIONATh Bce TpeOoBaHMsl, onucanHble B [lonoxennn o mopsake
00pabOTKHN MEePCOHANBHBIX JAHHBIX B aIMUHUCTPAIIUU palioHa.

S moaTBep:k1at0, YTO HE UMEIO MpaBa pasriallaTh CBEICHU:

- aHKETHbIE U OuorpaduyecKue JaHHEbIC,
- cBeaeHusa 00 00pa3oBaHUM;
- CBEIIEHUS O TPYJAOBOM U OOIIIEM CTaxe;



- CBEJCHUS O COCTaBE CEMbH;
- MacCHOpPTHBIC JAHHBIE;
- CBEJICHUS O BOMHCKOM YyUeTe;
- CBeJICHUS O 3apa0OTHOM IJIaTe COTPYIHUKA,
- CBEJICHUS O COIMAIbHBIX JILIOTAX;
- CNEIUaJIbHOCTb;
- 3aHMMaeMas JOJDKHOCTb;
- HaJW4ue CYIMMOCTEM;
- aJpec MecCTa KUTEIIbCTBA;
- JOMAaIIHui TenedoH;
- MecTO pabOThI WM Y4eOBl WICHOB CEMBbH M POJICTBCHHHUKOB;
- XapakTep B3aUMOOTHOIIECHUHN B CEMbE;
- cofiep>KaHUE TPYIOBOIO JIOTOBOPA;
- COCTaB JICKJIApUPYEeMbIX CBEJACHUN O HAJIMYUM MaTepuajbHBIX
IICHHOCTEH;
- colep:KaHUe JeKJIapalliy, 0JJaBaeMOi B HAJOTOBYIO MHCIIEKITHUIO;
- TMOMJMHHUKH U KOITUU TIPUKA30B IO JINYHOMY COCTaBY;
- JIMYHBIE JIeJIa U TPYIOBbIE KHUKKHU COTPYIHUKOB;
- OCHOBaHUS K MMPHUKa3aM IO JUYHOMY COCTaBY;
- Jiena, COJepKalllie Marepuaibl IO TMOBBINICHUIO KBalU(UKAIUU U
MEePENoArOTOBKE, X aTTECTAlUH;
- KOIIMU OTYETOB, HAIIPABJISIEMBIC B OPTaHBI CTATUCTHKU;
- CBEACHUA, UCMOJb3yeMble MPU MPEAOCTABICHUM TOCYAapCTBEHHBIX U
MYHHUITUTIATBHBIX YCITYT.
A npenynpexaeH (a) 0 TOM, YTO B cClly4ae pa3MIAlIeHHs] MHOW CBEIECHHUI,
KaCaroIIMXCsS MEPCOHATBHBIX TaHHBIX WJIM WX YTparbl S HECY OTBETCTBEHHOCTh B
cootBeTrcTBHM CcO CT. 90 TpynoBoro Koaekca Poccuiickoit @eneparum.
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ITJIAH

K IIOCTAHOBJICHHUIO aJIMHHHUCTpALMU CEIbCOBETA

ITpunoxenue Ne5

or 01.08. 2011 Ne 98

MepOHpI/ISITI/Iﬁ 10 00€CIICUEHUIO 3alIUThI, XPAaHCHHUIO U NEPCAAIN IICPCOHATIBHBIX TaHHBIX
B aIMHMHHUCTpAlUU CECJIbCOBETA

Nert | HanmeHoBaHue MeponpusTHi Cpoku OTBETCTBEHHBIE [Ipumeuanue
/m VICTIOJTHEHHUS
1. | IloaroroBka MOCTAaHOBJICHHS aJIMUHUCTPAIIMH CEIIbCOBETA 110 Jo 02.08. 2011 | 3amecTuTenb I1aBbI
paboTe ¢ mepcoHaTbHBIMU JAHHBIMU B 2IMUHUCTPALIAN CEITHCOBETA aJMUHUCTpPAIUHU CEIbCOBETA
U JIOBEJICHHE €T0 10 paOOTHUKOB aIMUHUCTPALIUU CEIbCOBETA U
PYKOBOJIHTEIECH MYHUIMITAJIBHBIX YUPEKICHUN.
2. | O3HaKOMJICHHE MYHUILIUTIAJIBHBIX CIY>KAIIUX aJIMUHUCTPAIMU Jo 02.08. 2011 | 3amecTuTens I1aBbI
CEJIHCOBETA C IAHHBIM MTOCTAHOBJICHUEM TOJT POCIIHCh. aJIMUHUCTpPAIIMU CEIHCOBETA
3. | Coop 3asBieHMIi- coracus Ha 00pabOTKy MepCOHaIbHBIX TaHHBIX Jo 02.08. 2011 | 3amecTuTens MIaBbI
JUTSl pa3MeIIeHus uX Ha cTpaHudke KOpioBckoro cenbcoBeTa Ha aJMUHUCTpPAIMU CEIbCOBETA
ouIMaTBEHOM CaliTe aIMUHUCTPALUU paiioHa
4. | Yuactue B mpoBeIeHUH 00y4aroIero ceMuHapa-y4e0sl ¢ 13.07.2011 C.®. JleryHoBcKas
PYKOBOJIUTEISIMH CTPYKTYPHBIX MOAPA3/IEICHUN aAMUHUCT AU 15.07.2011. A .N.Cuussun
paiioHa, MyHUIIUTIAIbHBIMU CIYKaIlIUMHM aIMUHUCTpALlUU paifoHa, | B teuenun roga | P.A. I'pumun
IJIaBaMU MOCEJIEHUH, 3aMECTUTEIIIMU IJ1aB MOCEJICHUH,
CHeIUaJIuCTaMy aIMUHUACTPAIIU TTOCETICHUH, OTBETCTBEHHBIMHU 32
paboTy C nmepcoHaIbHBIMU JAHHBIMHU.
5. | YTounenue nHOOPMAIIMOHHBIX CUCTEM TIEPCOHATBHBIX JIAHHBIX, o 20.06. 2011 | A.N.CunsiBun
WCIIOJIb3YEMbIX aJIMUHHCTPALIMH CEJIbCOBETA. P.A. I'pumun
6. | IToxroroBka pactiopsKCHHS aIMUHUCTPAIIMN palioHA 110 o 01.08.2011 | Otaen opraHU3aluOHHOMN,

yTBepkaeHUI0 PeecTpa HHPOPMAIIMOHHBIX CUCTEM MEPCOHATBHBIX
JTAHHBIX B aJIMUHUCTpALIMM paiioHa.

KaJpoBOii paboTHI,
B3aUMOJICHCTBUIO C OpraHaMH
MECTHOI'O CaMOYIpaBJIEHUS U
0O0IIECTBEHHOCTRIO
aMUHUCTpAMU pailoHa




7. | IlonroroBka pacnopsbKeHUs aAMUHUCTPALUU palioHa 1Mo Jo 01.08. 2011 OTtaen opraHu3alMOHHOM,
YTBEPKACHHUIO PeecTpa MyHUIIUTIATBHBIX CITYXKAIIUX KaJpoBOil paboTHL,
aJIMHHHUCTPAIK palioHa, OCYIIECTBISIONINX 00pa0dOTKY, XpaHEHHE, B3aMMOJICUCTBUIO C OpraHaMu
nepeaavy nepcoHajIbHbIX IaHHBIX B AIMHUHHUCTPAIMH paiioHa. MECTHOTO CaMOYIIPaBJICHUS U

00I1I€CTBEHHOCTHIO
aJIMMHHCTpAINK pailoHa

8. | [logmucanue corvameHuii ¢ OTBETCTBEHHBIMH JTUIIAMU 0 01.08. 2011 | Otnen opraHU3alMOHHOM,
aJIMMHHCTpAIMK pailoHa 0 Hepa3MIallleHUH MePCOHATbHBIX TaHHBIX. KaJpoBOii paboThI,

B3aUMOJICUCTBUIO C OpraHaMu
MECTHOTO CaMOYIIPaBJICHUS U
00I1I€CTBEHHOCTHIO
aJIMMHHUCTpAIUK paiioHa,
MYHHUIUTIATBHBIE CITY)KAIlHeE.

9. | IloaroroBka u npoBeeHNE YueObl- CEMUHAPA C OTBETCTBEHHBIMHU nmo 05.08. 2011 C.®. JleryHoBCKas
JIMIIAaMU IMUHUCTPALUH PaiOHA, 3aMECTUTENSIMU [IaB TIOCEJIECHUM, A.N.CunsiBun
CHEIHAIMCTaMU aJIMUHUCTPALIUNA MTOCETICHUN IO U3YYEHHUIO PA. I'pumun
OCHOBHBIX TOJIOXKCHHH YaCTHON MOJIENH YIpo3 0e30MacHOCTH
MEePCOHATBHBIX TJAHHBIX MPU UX 00paboTKe B HHPOPMALIMOHHBIX
CHCTEMAaX MEePCOHAIbHBIX JAHHBIX aIMUHUCTPALUU pailoHa

10. | IToaroroBka aHAIMTUYCCKOW YaCTH YaCTHOM MOJICTH YyIpo3 1o 10.08. 2011 | C.®. JleryHoBcKast
0€30MMacCHOCTH MEPCOHATBHBIX JaHHBIX IPU UX 00paboTKe B A.N.CunsiBuH
WH(POPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX P.A. T'pumun
aMUHUCTpAIMU paiilOHa ¥ O3HAKOMJIEHUHU €€ C OTBETCTBEHHBIMU
pabOTHUKAMU aIMUHUCTPAIIH paiioHa
ITonroroBka u 3aximodenue gorosopa ¢ OOO "Turpuc" Ha 10 20.09. 2011 | C.®. JIetHOBCKas
YCTaHOBKY CPEJICTB 3aIUThI IEPCOHAIBHBIX JTAHHBIX, HAXOSAITUXCS A.U. CunsiBun
B MH(OPMAIIMOHHBIX CUCTEMAX, IIPOBEICHUE aTTeCTAlUN

11 | nomemieHust U pabOYNX MECT.

[IpoBeneHue MOCTOSHHOTO KOHTPOJIA 32 00ecriedeHreM ypOBHS MOCTOSIHHO PykoBoguTenn CTpyKTypHBIX
3aIUIIEHHOCTH TIEPCOHANIBHBIX JTAHHBIX B QJIMUHUCTpPAIMH paiioHa rofipasieeHu i
U TTOCEJIEHUAX aMUHUCTpaUU paiioHa

12
[IpoBenenue 0OydarOnUX CEMHUHAPOB C OTBETCTBEHHBIMU MOCTOSIHHO C.®. JleryHoBCKas

13 | paboTHUKAMU aJIMHHUACTPAIIMH PaiioHa, A.N.CunsiBun




HOCGHGHHIZ,OTBGTCTBCHHBIMH 3a NICPCOHAJIbHBIC NTaHHBIC

P.A. I'puiinn

[IpoBeneHue MOCTOSHHOTO KOHTPOJIA 32 COOMIOIEHUEM YCIOBUN MTOCTOSIHHO PykoBonuTenu cTpyKTypHBIX
MCIIOJIb30BaHUS CPEACTB 3aIIUTHI B MH(POPMAIIMOHHBIX CHCTEMAX, nozpasieneHui
MIPEelyCMOTPEHHBIX IKCIUTYaTallUOHHON U TEXHUYECKOI aJIMMHHCTpAIK paiioHa
14 | noxymeHTaIu
15. | Konrtposs 3a cobmonenuem TpeboBaHuii K paboTe ¢ IIOCTOSIHHO PykoBonuTenu cTpyKTypHBIX
MePCOHATbHBIMU JTAHHBIMU HOJpa3ieIeHH
aIMUHHUCTpALMU paiOHa
16. | IlpenxycmotpeTs ipu hopMUpOBaHUH paiioHHOTO OroKkeTa Ha 2012 | ceHTAOph Havanbnauk otnena
IOl pacXo/ibl Ha peanu3alio MEPONPUIATUI 1O 3alUTe OpTraHU3aIMOHHOM, KaJIpOBOI
MIEPCOHANTBHBIX JTAaHHBIX paboThl, B3aUMOJIEHCTBUIO C
OpraHaMH MECTHOTO
CaMOYTIpaBJICHHS U
00LIECTBEHHOCTHIO
aJIMMHHCTpAINH paiioHa
17. | Jns oGecrieyeHust TUIEH3MOHHON YUCTOTHI MTPOTPAMMHOTO CEHTSIOPh P.A. I'puiun, unxenep 2

o0ecrieueHus: MpUOOPECTH JIMIIEH3UOHHBIE TPOTPAMMBI, IS YETO
MIPOBECTH aHAJIU3 BCEX MIPOrPaMM M IMOATOTOBUTH 0OOCHOBAHHE
[JIaBE paiioHa.

KaTeropuu aJIMUHUCTPALIUU
paiioHa

KypHaJ yyera nepeaaqyu nepCcoHaAbHbIX JAHHBIX

No

CBG,Z[GHI/IH 0 3alpalinBarOIieM Cocras 3alpamnBacMbIX HCJ'IB MOJIYYCHHUA
JINIEC MEPCOHAJIBHBIX JAHHBIX NEPCOHAIBHBIX
JaHHBIX

OtmeTka o | Jlara

nepeaaye WU | TIepeavn/oTKaza B
OTKaze B | mepenaue

nepeaaye MEePCOHATBHBIX
NEePCOHANIBHBIX JTAHHBIX

JaHHBIX

Iloanuce
3amnpalinB
aroIIEero
JHIa

Iommuce
OTBETCTBEH
HOTO
COTPYJIHHKA
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YACTHASA MOJIEJIb
YI'PO3 BE3OITACHOCTHU INEPCOHAJIBHBIX TAHHBIX
IHPU UX OBPABOTKE B UH®POPMAILIMOHHbBIX CUCTEMAX
HHEPCOHAJIBHBIX JAHHBIX A/IMUHUCTPALIUU IOPIOBCKOT'O
CEJBbCOBETA HUKU®OPOBCKOI'O PANOHA
TAMBOBCKOM OBJIACTU

CopepxaHue

OOGO3HAYCHUS U COKPAICHIS .. v ueveeenteeennsaeennneeennaeeennaeeanseeannseanneeennans
1. TEPMUHBI U OTIPEIEITEHIS .. .eeenee et enteenteeaaeeante et ete et eaaeeenabreenaeeenaees
AN O 10)1117 (S 1 (0)) (07 (<) 51 (O
3. Kimaccudukanus yrpo3 6€30macHOCTH MEPCOHATBHBIX JAHHBIX ....ccevvvnnn.....
4. Yrpo3bl yTeUKH HHPOPMALIUU IO TEXHUUECKUM KAHATAM ....veeneereneannennnns



4.1. Yrpo3bl YTeUKH aKyCTHYECKOHN (peueBoOii) UHPOPMALIHH .....................
4.2. Yrpo3bl YTEUKH BUIOBON MHOOPMAIIHHT ....uereeenrreannneeanneeennannneeennnns
4.3. Yrpo3bl YTEUKH uHpOpMaIIH o KaHaJlaM O0OOYHBIX
AIIEKTPOMATHUTHBIX U3ITYUCHUN M HABOMOK .. ..eoueerneeneenniineeaneannennennn
5. Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYTa K HHPOPMAIUH
B UHGOPMAITIOHHOW CHCTEME TIEPCOHATBHBIX JAHHBIX ...vevevrenrenreennennennsnns
5.1. O6Las xapakTepucTuka UCTOYHUKOB YrPO3 HECAaHKLIMOHUPOBAHHOIO
J0CTyTa B MH(POPMAITMOHHON CHCTEME MTEPCOHAIBHBIX TaHHBIX ............
5.2. Obwan  xapaktepuctmka  ysa3BMMOCTEM  MH(OPMALMOHHOM
CUCTEMDbI nepcoHalribHbIX OaHHbIX
5.2.1. Obwaa  xapakTepuctmka  YyA3BMMOCTEN  CUCTEMHOIO
nporpamMmHoro obecneyeHuns
5.2.2. Obwas xapakTepucTuka Yys3BMMOCTEA  MPUKIAAHOro
nporpamMmmHoro obecne4yenus
5.3. O6LLasa xapakTepucTUKa yrpo3 HemocpeacTBEHHOro AoCTyna
B OMepaunoHHY0 cpeay wHGOPMAIMOHHOW CHUCTEMBI MEePCOHATBHBIX
D162 21 123 G
5.4. Oblias xapakTepucTvka Yyrpo3 6e30nacHOCTU nepcoHanbHbIX
AaHHbIX, peanu3yemMblX C  WCMONb30BaHWEM  MPOTOKOSIOB
MEXCETEBOIO B3aUMOOENCTBUS
5.5. Oblias xapakTepucTuka yrpo3 nporpaMMHO-MaTeMaTUyYecKnx
BO30ENCTBUN

5.6. ObLian xapakTepucTuka HeTpaguuMOHHBLIX WMHAOPMAaLMOHHbIX

KaHanos ...

5.7. Obwaa xapakTepucTuka pesynbratoB HecaHKUMOHUPOBAHHOMO
nnu
clny4yanHoro aocrtyna

6. AHanuTHYecKas 4acTh YaCTHOM MOJIENH yrpo3 0€30MacCHOCTH
UHPOPMAIIMOHHBIX ~ CHCTEM  NEPCOHANbHBIX  JAaHHBIX  AJMHUHHCTPALUU
Hukudoposckoro paiiona Tamb0oBcko# o0nactu

O003HaYeHUA M COKPALLICHUA

APM — aBrOMaTu3npoBaHHOE paboyee MeCcTo
BU — BunoBas undopmarius



BTCC — BcrniomoraternbHble TEXHUYECKNE CPeacTBa U CUCTEMBI

NCIOH — nHdopMaLmMoHHaa cuctema nepcoHanbHbIX JaHHbIX

K3 — koHTpOnupyemas 30Ha

MD — MexKceTEBOM DKpaH

H/IB — HenexnapupoBaHHbIE BO3MOKHOCTH

HCJ/I — HecaHKIMOHUPOBAHHBIN JOCTYII

OBII/IH — obecrieyeHne 6€30MACHOCTH MEPCOHATBHBIX JAHHBIX
OC — onepanroHHas cuctema

[1/Iz — nepcoHanbHbIE TaHHBIE

IIMB — nporpaMMHO-MaT€MaTHYECKOE BO3IECHUCTBHE

[1O — nporpammHOe obecrieueHue

[IT9MUH — no6o4yHbI€ AMEKTPOMArHUTHBIEC U3IYYCHUS U HABOJKH
PU — peueras nndopmaims

CBT — cpencTtBo BEIYMCIUTEIBHON TEXHUKHU

C3U — cpeacTBo 3amuThl HHGOPMALIHH

CIIA — creranorpaguyeckoe npeodpazoBanre HHGoOpMaIUU
COVYIIN — cneunanbHbIe AIEKTPOHHBIE YCTPONCTBA MepexBaTa HHPOpMaIU
TKVYU — rexunueckuii KaHan yTeukd HHPOpMaluu

TCOMU — TexHuueckue cpeactsa 00padoTku HHPOpMauu
YBIIIH — yrpo3bl 6€301aCHOCTH MEPCOHATIBHBIX JaHHBIX

1. TepMuHbI U onpeeTeHUs

B Hacrodmem JOKyYMEHTE HCHOJB3YIOTCS CIEIYIONME TEPMUHBI H HX
OTIPEICIICHHUS:

ABTOMATH3MPOBAHHASA CHCTEMAa — CHUCTEMAa, COCTOAIIAs M3 IEpCOHalla U
KOMIUIEKCA  CPEACTB  aBTOMATHM3allUM  €ro  JEATENIbHOCTH,  peaIU3yrollas
MH(OPMAIIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBICHHBIX (DYHKITUH.

AyTeHTHGUKAIUA OTNPABUTENS] JAHHBIX — TIOATBEPXKICHHUE TOTO, YTO
OTIPABUTENH MOJIYYEHHBIX TAHHBIX COOTBETCTBYET 3aBICHHOMY.
be3onmacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSHUE 3allUIIEHHOCTH

MEPCOHANIBHBIX  JIAHHBIX, XapaKT€PU3yeMO€ CHOCOOHOCTHIO  MOJIb30BaTEINECH,
TEXHUYECKUX  CPEACTB W MH(OPMAIMOHHBIX  TEXHOJIOTUH  00ECHeuUuTh
KOH(UICHIIUATBLHOCTD, IIETOCTHOCTh U JOCTYIMHOCTh NEPCOHANBHBIX JAHHBIX MPU UX
00paboTKe B UHPOPMAIIMOHHBIX CHUCTEMaX MEPCOHANIbHBIX JaHHBIX.

BiokupoBaHne nepcoHAJbHBIX JAHHBIX — BPEMEHHOE TMpEKpalleHue coopa,
CHUCTEeMaTHU3allui, HAKOTUICHUS, WCIOJIb30BaHUS, PACIPOCTPAHEHHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX TIEpeIavyu.

Bupyc (KOMNbIOTEpHBI, NPOrPAMMHBII) — HWCIOJIHSAEMbIA MPOrpaMMHBIN
KOJl WIM WHTEPIPETHPYEMbId Ha0Op WHCTPYKIMH, OONaNaomii CBOWCTBAMH
HECAHKI[MOHUPOBAHHOTO PAaCHpOCTpaHEHUsI M camoBocmpousBeneHus. Co3maHHbIC
TyOJIMKaThl KOMITBIOTEPHOTO BUPYCa HE BCET/Ia COBIMAAIOT C OPUTHHAIIOM,

HO COXPAaHSIOT CIIOCOOHOCTH K JaTbHEHIIEMY PactpoCTPaHEHUIO
1 CaMOBOCIIPOU3BEICHMUIO.

Bpenonocnass  mporpamma —  @mporpamma, —OpeAHa3HAY€HHAs A
OCYIIIECTBJIICHUS HECAHKIIMOHUPOBAHHOIO JOcTyna W (Wiau) BO3JAEHCTBUS Ha
NepcoHaIbHbIE JaHHBIE WM PECYpChl MH(POPMAIMOHHOM CUCTEMBI MEPCOHATBHBIX
JTAHHBIX.



BcnomorarenbHble TEXHMYECKHE CPeACTBA W CHCTEMbI — TEXHUYECKHE
CpelICTBa M CHUCTEMbl, HE Tpe/IHa3HauYeHHbIE IS Mepenadr, oOpabOTKU U XpaHEHUs
NEPCOHANBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEACTBAMU
U CUCTEMaMHU, MpeJHA3HAYEHHBIMHU JIJIs1 00pabOTKU NMEePCOHANBbHBIX IaHHbIX, WU
B ITIOMEIICHHX, B KOTOPBIX YCTAHOBICHBI HHPOPMAITMOHHBIE CHCTEMBI TIEPCOHATBHBIX
JTaHHBIX.

JlocTym B ONEpalMOHHYK CcpeAdy KoMIbKTepa (MH(PpOPMALMOHHOM
CHCTEMBbI MNEPCOHAJBHBIX JAHHBIX) — I[IOJYYEeHHE BO3MOXXHOCTH 3allyCKa Ha
BBITIOJIHCHUE INTATHBIX KOMaHH, (QYHKIUH, MPOIEAYp ONEPAIMOHHONW CHCTEMBI
(YHUUYTOXXEHUS, KONMUPOBAHMSI, TIEPEMEIICHUS U T.II.), HCIONHICMBIX (ailioB
MPUKJIAJIHBIX TPOTPAMM.

Joctyn k nHgopManum — BO3MOXHOCTh MOJTY4YeHUs HHDOpMaIu 1
€€ UCIOJIb30BaHMUS.

3aKJ/a/104H0€e YCTPOICTBO — AIEMEHT CPEJCTBA CheMa MH(OpMaIK, CKPBITHO
BHEJPSIEMBI (3aKIaJbIBA€MbId WM BHOCHMBIA) B MeECTa BO3MOXKHOTO CheMa
uHbopManuu (B TOM YUCJIE B OTPaXKICHHUE, KOHCTPYKIMIO, 000PYIOBaHUE, MTPEAMETHI
UHTEpbEpa, TPAHCIIOPTHBIE CPEJCTBA, & TAKKE B TEXHUYECKHUE CPENICTBA
U CUCTEMBI 00pabOTKH MH(MOPMAIIUN).

3amumaemas uHdopmauusa — wuHPOpMAIUA, SBISIOMAACS MPEIMETOM
COOCTBEHHOCTH M MOAJIEXKAIIAs 3alUTE B COOTBETCTBUM C TPEOOBAHUSMHU MPABOBBIX
JOKYMEHTOB WJIM TPeOOBaHUSIMU, YCTAHABIMBAEMBIMH COOCTBEHHUKOM HH(pOpPMAIUK.

Nnentudukanuss — 1OpUCBOEHUE CyObekTaM U OOBEKTaM JOCTYyIIa
uaeHTuguKaropa u (WiM) cpaBHEHUE NPEABSIBISIEMOro UACHTU(DHUKATOpPA C TIEPEUHEM
IPUCBOCHHBIX UJICHTHU(PUKATOPOB.

NudopmaTuBHbIi CcHrHAJ — DJJEKTPUYECKHE CHUTHANBI, aKyCTHYECKHE,
AIIEKTPOMArHUTHbIE U Jpyrue (QPU3NYECKHe MOJis, MO MapaMeTpaM KOTOPBIX MOXKET
OBITb packpbiTa KoH(pUIEHIUATbHAs WHGopMalus (TEpCOHANbHBIE JaHHBIE),
oOpabateiBaeMasi B ”H(OOPMAIIMOHHON CUCTEME MIEPCOHATBHBIX JJAHHBIX.

NupopmanmonHass  cucreMa  MEPCOHAJIBHBIX  JaHHBIX —  JTO
uH(OPMAIIMOHHAS CUCTEMA, MPEICTABIAIoNas co00i COBOKYITHOCTh MEPCOHATBHBIX
JAHHBIX, COJIepkKaIIUXCsl B 0a3e JaHHBIX, a TakKe MH(OOPMAIMOHHBIX TEXHOJOTUU U
TEXHUYECKUX  CPEICTB, TMO3BOJISIONIMX  OCYIIECTBISATH  00pabOTKy  TaKux
MEPCOHANIBHBIX JJAHHBIX C UCIIOJIb30BAHUEM CPEJICTB aBTOMATU3AINH HIIN
0€3 UCIOJIb30BAHMS TAKUX CPEICTB.

Nudopmanmonnbie TeXHOJOIMH — TPOIECCHl, METOAbI TMOUCKa, cOopa,
XpaHeHusi, 00pabOTKH, MPEIOCTABICHUS, PACIPOCTPAHEHUSI MH(OPMALIMU U CTIOCOOBI
OCYLIECTBIIEHUS TAKUX MPOLIECCOB U METO/IOB.

HUcTounnk yrpo3sl Oe3onmacHocTM wuHpopManmum — CYOBEKT [IOCTYyTIa,
MaTepUaJIbHbIH  O0BEKT WM (PU3NYECKOE SIBJICHUE, SBISIOIIMECS MPUYHMHON
BO3HUKHOBEHUS yTPO3bI 0€30MaCHOCTH WH(OPMAIIHH.

Koutposmpyemasi 30Ha — 3TO MpPOCTPAHCTBO, B KOTOPOM HCKIIOUEHO
HEKOHTPOJIUpYEMOE NMpeObIBaHNE COTPYIHUKOB M MIOCETUTENEH oreparopa
Y TIOCTOPOHHHX TPAHCTIOPTHBIX, TEXHUUYECKUX U UHBIX MaTEPUATBHBIX CPEJICTB.

KonpuaeHuuajbHOCTL NEPCOHAJBHBIX [JAaHHBIX — 00s3areabHOE IS
COOJTIONIEHUST OTIEPaTOPOM MJTM MHBIM MOJTYYUBIIUM JOCTYI K MIEPCOHAILHBIM JTaHHBIM
JUIOM TpeOOBaHME HE JMOIMYyCKaTh MX paclpocTpaHeHust Oe3 cornacus cyObeKTa
NEPCOHANIbHBIX JAHHBIX WM HAJIMYMS MHOTO 3aKOHHOTO OCHOBAHUSI.

Me:xceTeBoi IKpaH — JIOKaJIbHOE (OJHOKOMITOHEHTHOE) WX (PYyHKIIMOHATEHO-
pacrpesielieHHOe TporpaMMHoe (ITporpaMMHO-ANMapaTHOe) CPeaCTBO (KOMILIEKC),



peanusyroiiee KOHTPOJIb 3a WH(OpMarmei, MoCTymarmmen B WHOOPMAIMOHHYIO
CUCTEMY TMEpPCOHANIbHBIX JaHHBIX M (WIM) BBIXOASANIEH U3 WHOOPMAILIMOHHON
CUCTEMBL.

Hapymureab 06e30MacHOCTH NMEPCOHAJNBHBIX JaHHBIX — (U3UYECKOE JIHIIO,
CIy4alHO WM MNPEIHAMEPEHHO COBEPIIAIONIEE JEWCTBUSA, CIEACTBUEM KOTOPBIX
ABIIACTCS. HApylIEHHE OE€30MaCHOCTH NEPCOHAJIBHBIX JAaHHBIX NpPH HX 00padOTKe
TEXHUYECKUMHU CPEJICTBAMHU B HH(POPMAIIMOHHBIX CHCTEMAaX IMEPCOHAIBHBIX JaHHBIX.

HenexknapupoBanHble BO3MOMKHOCTH — (YHKIIMOHAJIbHBIE BO3MOXXHOCTU
CPEIICTB BBIYMCIUTEILHON TEXHUKH, HE OIHCAHHBIE WJIM HE COOTBETCTBYIOLIUE
ONMCAaHHBIM B JOKYMEHTAILIMH, IIPU UCIIOJB30BAHUHN KOTOPBIX BO3MOXKHO HAapyLIEHUE
KOH(QUACHIIMANBHOCTH,  JOCTYMHOCTH  WJIM  LEJOCTHOCTH  oOpabarbiBaeMoi
uH(pOpMaIuu.

HecaHKIMOHMPOBAHHBIN J0CTYNl (HECAHKIIMOHMPOBAHHBbIE IEMCTBHUS) —
gocTyn K UWHGOpPMAUU WM JEHCTBUS ¢ HH(pOpMAIMEH, OCYIIEeCTBIsSEMbIE C
HapyLIEHUEM YCTAaHOBJICHHBIX IpaB W (WJIM) MpaBWJI JOCTyna K MHPOpMaLUU WU
JEUCTBUN C HEW C MPUMEHEHUEM IITATHBIX CPEACTB MHPOPMALIMOHHON CUCTEMBI WU
CPEIICTB, AHAJIOTMYHBIX KM IO CBOMM (PYHKIMOHAJIBHOMY MPEIHA3HAYCHUIO U
TEXHUYECKUM XapaKTEPUCTUKAM.

Hocurear ungopmanuu — Gu3nueckoe JUIO WIA MaTepUaIbHbIN OOBEKT, B
TOM uucie (PU3NYECKOE T0J€, B KOTOPOM MH(POpMAIUs HAXOIUT CBOE OTPaKCHHE B
BHUJIE CHMBOJIOB, OOpa3oB, CHUTHAJOB, TEXHUYECKUX PEIICHHWH U TPOLECCOB,
KOJTMYECTBEHHBIX XapaKTePUCTUK (PU3UUECKUX BEIIUYHUH.

O0paGoTka mepCcOHANBHBIX [JaHHBIX — JeHcTBUS  (Oomepauuu) C
NEPCOHANBHBIMU  JAHHBIMH, BKJIIOYas cOOp, CHUCTEMaTH3allMi0, HaKOILUICHUE,
XpaHeHue, yrouHeHue (0OHOBIIEHUE, U3MEHEHUE), UCITIOIb30BaHNE, PACIPOCTPAHEHNE
(B ToM uucine mepenady), oOe€3IMYMBAHHE, OJOKUPOBAHUE, YHUYTOXKECHUE
NIEPCOHAJIBbHBIX IAHHBIX.

Omneparop — rocy1apCTBEHHBIN OPTraH, MyHULIMIIAIbHBIN OpraH, FOPUANYECKOE
Wi (pu3nyeckoe IMI0, OpPraHu3ylomue W (WIh) OCYIIECTBISIOmUE 00paboTKy
MEPCOHANIBHBIX JAHHBIX, @ TAKXKE OINpPENENSIOIINe eI U CoAepKaHue o0pabdOTKH
MEPCOHAJIBHBIX IaHHBIX.

IlepexBar (uHpoOpManuM) — HEMPABOMEPHOE MOJy4YeHHE HH(OpMAIU ¢
MCIIOJIb30BAHUEM TEXHUYECKOTO CPEACTBA, OCYILIECTBISIIOUIET0 OOHAPYKEHUE, PUEM
1 00paboTKy MH(OPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHble — Jro0as  uWHQOpMauusi, OTHOCAIIascd K
OIPEETICHHOMY WMJIM OIPEAEIsIEMOMY Ha OCHOBAaHUM TakoW MH(popMalnuu GU3NUECKOMY
nuIy (CyOBEKTY MEePCOHANBHBIX JIaHHBIX), B TOM YHCIIE €ro (pamMuiivs, UMs, OT4eCTBO,
Jara 1 MECTO pOXKICHHMSI, aJIpec, CEMEMHOE, COLIMAaTbHOE, UMYILIECTBEHHOE MOJIOKEHHE,
oOpazoBanue, mpodeccus, J0XO b, Ipyras HHPOPMALIS.

IoGouHbIE 3J1eKTPOMATHUTHbIE U3JIy4YeHust U HABOJKH —
AIIEKTPOMArHUTHBIE WU3TYyYEHUS TEXHUYECKUX CPEICTB 0OpabOTKU 3alluiaecMon
uH(pOpMAaLIMK, BOZHUKAIONINE KaK MOOOYHOE SBJIICHUE U BbI3BAHHBIE AIEKTPUUECKUMU
CUTHAJIaMU, JEHUCTBYIOIIMMHU B WX JJIEKTPUYECKUX M MATHUTHBIX IETSIX, & TaKXKe
AIIEKTPOMArHUTHbIE HABOJAKH HTUX CUTHAJOB Ha TOKOMNPOBOASIIUE JIMHUH,
KOHCTPYKIIMHU Y LIETIH MUTAHUS.

[Honb30Bareab HMHPOPMALMOHHOM CHUCTEMbl NEPCOHAJBHBIX [JAHHBIX —
JUIO, YydYacTBywllee B  (QYHKUMOHUPOBAHMM  MH(GOPMALMOHHON  CUCTEMBI
MEPCOHANIBHBIX JIAHHBIX WM UCTOJIb3YIOIIEE PE3YAbTAThI €€ ()YHKITMOHHUPOBAHUS.

IIpaBuaa  pasrpaHuvyeHusi  JOCTyma —  COBOKYIIHOCTb  IPaBUII,



pernamMeHTUPYIOLIUX MpaBa JOCTyNa CyObEKTOB AOCTyIAa K 00bEKTaM JI0CTyMa.

IIporpammHasi  3akJjlalKa — CKpPBITHO BHECEHHBIM B INPOrpaMMHOE
obOecrieyeHue (YHKIUMOHANBHBIM OOBEKT, KOTOPBIA MpPH OINpPENENEHHBIX YCIOBUSIX
cnocoOeH  o0ecrneyuTh HECAHKIIMOHMPOBAHHOE  MPOTPAaMMHOE  BO3ZCHCTBUE.
[IporpamMmHas 3akiiajka MOXKET ObITh peajlu30BaHa B BHJI€ BPEIOHOCHOW IPOrpaMMBbl
WJIM IPOTPaMMHOTO KOJA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YeCKOE) BO3JIeliCTBHE -
HECAaHKIIMOHUPOBAHHOE  BO3JCHCTBUE  HAa  PECYpChl  aBTOMATH3WPOBAHHOU
MH(GOPMALIMOHHONW CHUCTEMBI, OCYIIECTBIIIEMOE C HCIOJIb30BAaHUEM BPEIOHOCHBIX
IPOTrPaMM.

Pecypc uH(popManmoHHON CUCTEMbI — UIMCHOBAHHBIA 3JIEMEHT CUCTEMHOTO,
PUKJIATHOTO W anmnapaTHOTO obecrieueHus (GyHKIMOHUPOBAHUS
MH(GOPMALIMOHHON CUCTEMBI.

CpeacrBa BBIYMCJINTEIBHOW TEXHHMKHM — COBOKYIHOCTh IPOTPAaMMHBIX U
TEXHUYECKHUX JJIEMEHTOB CUCTEM 00pa0OTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH
CaMOCTOATEJIBHO WIH B COCTABE IPYTUX CHCTEM.

Cy0bekT moctynma (Cy0ObeKT) — JMIO WIM MNPOLECC, ACHCTBUA KOTOPOIO
pernamMeHTUPYIOTCA MMPaBUJIaMU Pa3rpaHUuEHUs JOCTYIIA.

TexHuyeckne cpeacTBa HH(POPMANMOHHOH CHCTEMbI MEPCOHAJIBHBIX
JAHHBIX — CPEJCTBA BHIYMCIHUTEILHON TEXHUKHU, MH()OPMAIIMOHHO-BBIYUCIUTEIbHBIE
KOMIUIEKCBl W CETH, CpEACTBA W CHUCTEMbl INepeladyd, MpueMa MU O0O0pabdOTKH
MEPCOHAJIBHBIX JIaHHBIX (CpPEICTBA M CHUCTEMBbl 3BYKO3AIlUCH, 3BYKOYCHUJICHUS,
3BYKOBOCIIPOU3BEACHUS, IEPETOBOPHBIE M TEIEBU3HOHHBIE YCTPOMCTBA, CPEICTBA
U3TOTOBJICHMS, THUPAXUPOBAaHHS JOKYMEHTOB M JIpyTM€ TEXHHUYECKUE CpEICTBa
00paboTKK pedeBoi, rpaduyueckoi, Buaeo- U OyKBEHHO-IM(GPOBOM HHDOpMaIINN),
OpOorpaMMHBIE CpelicTBa (ONEpallMOHHBbIE CUCTEMbI, CHCTEMbI YIpaBlieHUs Oa3zamMu
JAHHBIX U T.I1.), CPENICTBA 3aIIUTHI HHGOPMAIIUH.

TexHHYeCKMH KaHAJ YTeYKHM HMHEPOPMALMH — COBOKYNHOCTb HOCHUTEIS
nnpopmamnmu  (cpenctBa  o0paboOTKU), (U3UUECKOW Cpebl  PacnpOCTPaHECHUS
MH(OPMATUBHOTO CHUTHAJIa W CPEACTB, KOTOPHIMH JOOBIBAE€TCA 3alllMIaeMast
uHpopmarus.

Yrpo3bl 0€301aCHOCTH NEPCOHAJBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUU U
(akTOpOB, CO3MAIOIIMX ONACHOCTh HECAHKUMOHUPOBAHHOTO, B TOM YHUCIHE
CIIy4ailHOro, OCTYIa K NePCOHAJIBHBIM JAHHBIM, PE3YIBTATOM KOTOPOTO MOXET CTATh
VHUYTO)KEHHE, W3MEHEHHE, OJOKMPOBAHHE, KOMMPOBAHUE, PACIPOCTPAHECHUE
NEPCOHAIBHBIX JAHHBIX, & TAK)KE€ MHBIX HECAHKIIMOHUPOBAHHBIX AEHCTBHI TIPU HUX
00paboTKe B MH(POPMAITMOHHOW CHCTEME MTePCOHATBHBIX JTaHHBIX.

YHHUUTOKEHHE NMEePCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3YJIBTaTE€ KOTOPBIX
HEBO3MOXKHO BOCCTAHOBUTh  COJI€pKAHME  TNEPCOHANBHBIX  JAHHBIX B
WH()OPMAITMOHHON CHUCTEME TEpPCOHANBHBIX JaHHBIX WM B PE3YJAbTaTe KOTOPBIX
YHUYTOXKAIOTCS MaTepUaIbHbIe HOCUTEIIN MEPCOHANIbHBIX JaHHBIX.

Yreuka (Bammmaemoi) HHEAOPMANMH 10 TEXHUYECKHM KaHAJIaM —
HEKOHTPOJIIMPYEMOE pacClpoCTpaHeHHe WHGOPMALMM OT HOCUTENS 3allMIlaeMOoin
uHbpopmanu  4yepe3  (U3MYECKYI0  Cpelay JO0  TEXHHYECKOTO  CpEeICTBa,
OCYILIECTBIISIIOIIETO MepexBar nH(popMaIi.

VYa3BUMOCTHL — HEKas cl1adoCTh, KOTOPYID MOXKHO HCIONb30BaTh JJis
HapyUIEHUs] CUCTEMBI WJIM COJIeprKallleiicsi B Hell HH(popMaluu.

HenocTHOoCTH HHOPMAaLMKU — cOCTOSTHUE MH(OPMALIUU, TPU KOTOPOM OTCYTCTBYET



1r000€ ee U3MEHEHHE JTM00 U3MEHEHHUE OCYILECTBISIETCS TOJIBKO MPEIHAMEPEHHO
CyOBEKTaMH, UMEIOIIMMHU Ha HEro mpano.2. Ofuiue moJaoKeHust

Hacrosias «yactHast MoJielib yrpo3 0e30MacHOCTH MEPCOHANBHBIX IAHHBIX MIPU X
00paboTke B WH(OPMAITMOHHBIX CHUCTEMaxX IEPCOHATBHBIX JAHHBIX aIMUHHUCTPAITAH
Huxudoposckoro paitona TamOoBckoil oOmacti» (maee — Mojenb yrpo3) COIEp)KUT
CHCTEMAaTH3UPOBAHHBIN TIEpeueHb yrpo3 0€30MacHOCTH MEePCOHATBHBIX JAaHHBIX TMPH UX
00paboTke B HMH(POPMAIIMOHHBIX CHCTEMax IME€PCOHAIBHBIX JAaHHBIX. OJTH YIPO3bI
0OyCJIOBJICHBI TIPETHAMEPEHHBIME WM HEMPEAHAMEPEHHBIMU JACUCTBUSIMU (DU3HMUECKUX
JWL, JEUCTBUSIMH 3apyOSKHBIX CHELCTY)KO WM oOpraHu3auudid (B TOM 4HCIe
TEPPOPUCTUYECKUX), A TaKXKE KPUMHUHAJIBHBIX TPYHNIUPOBOK, CO3MAIOMIMX YCIOBUS
(penmnoChUIKK) Il HapyIlIeHUs] 0€30MacHOCTH TepCcoHATBHBIX JaHHBIX (I1/IH), koTopoe
BEJIET K yIIEpOy KU3HEHHO BAKHBIX HHTEPECOB JITUHOCTH, OOLIECTBA U TOCYAAPCTRA.

Mognenbs yrpo3 COOEpPKUT €IWHBIE MCXOIHBIE JaHHBIE IO Yrpo3am
0€30MacHOCTH TIEPCOHANBHBIX JIaHHBIX, 00palaThIBAEMBIX B HWH(POPMAITMOHHBIX
cucteMax nepcoHanbHbIX AaHHbIX (MCIIIH), cBSI3aHHBIM:

c nepexBatoM (cbeMoMm) IIJ[H MO TEeXHUMYECKMM KaHajdaM C LEIbl0 HX
KOTIMPOBAHUS UM HEMIPABOMEPHOTO PaCIPOCTPAHEHNUS;

C HECAaHKIIMOHMPOBAHHBIM, B TOM 4HUCJe CinydanHbiM, noctynom B MCIIH ¢
LEJIbI0 MU3MEHEHUs, KOIMPOBAHUs, HEMPAaBOMEPHOro pacnpoctpanenus I[1/IH wmm
NeCTPYKTUBHBIX Bo3nercTBui Ha anemeHnThl MCIIJIH u oOpabateiBaeMbix B HUX [1JIH
C HCHOJB30BAaHUEM MPOTPAMMHBIX U IPOTPAMMHO-ANIMAPATHBIX CPEACTB C LEJBIO
YHUUTOXXEHHS in OstokupoBanus [1/1H.

C npumeHneHrneM Mojenu yrpo3 penaroTcs Claeayomue 3a1aun:

ananu3 3aumnieHHocty UCIIIn ot yrpo3 Oe3onacHoctu [IJlH B xome
OpraHu3allMy U BBITIOJIIHEHUS padoT 1o obecneuenuto 6e3onacHoctu [1/1H;

pazpabotka cucteMbl 3amuThl [IJ[H, oOecneuuBaromeld HEUTpaIU3aLNUIO
IPE/IIoIaraéMbIX Yrpo3 C HCIOJB30BAaHUEM METOIOB M croco0oB 3ammrthl [1/]H,
MPETyCMOTPEHHBIX I cooTBeTCTBYONIEro kinacca UCII/IH;

MPOBEACHUE  MEPOIPUSITHH, HallpaBJICHHBIX ~ HAa  NPEIOTBpaALICHUE
HECaAHKIIMOHUPOBaHHOTO focTtyna K [1J{H u (unu) nepenadyu ux auiiaM, He UMEIOIIUM
IpaBa JI0CTyMa K Takol MHpopMaIuu;

HEJOMyIIeHUE Bo3aercTBUs Ha TexHuueckue cpeacrsa MCII/In, B pe3ynbrare
KOTOPOTO MOKET ObITh HAPYIICHO UX (YHKIIMOHUPOBAHKUE;

KOHTPOJIb 00€CIIEYeHHs] YPOBHS 3alMIIEHHOCTH MEPCOHATBHBIX JaHHBIX.

B Mogaenu yrpo3 nano o6o6mennoe onucanue MCII/IH kak 0ObEKTOB 3allUTHI,

BO3MOYKHBIX MCTOYHUKOB YIPO3bl 0€30MaCHOCTH MepCOHaNbHBIX NaHHbIX (YBIIH),
OoCHOBHBIX KilaccoB ysa3Bumocted MCIIJIH, BO3MOXHBIX BHUIOB JIECTPYKTHUBHBIX
Bo3nericTBui Ha [1/]H, a Take OCHOBHBIX CIIOCOOOB MX peaih3aluu.
VYrposel 6e3zonacHoctu I11H, oOpabGareiBaecmbix B WCIIJIH, coxepkamiuecs B
HacTosimien Mopenu yrpo3, MOTYT YTOUHSITBCA M JIOMOJIHATHCA MO MEPE BBISIBICHUS
HOBBIX MCTOYHHMKOB YI'PO3, Pa3BUTHUs CIOCOO0OB U cpeacTtB peanusauuu YBII/H B
NCTIIn. 3. Knaccudukanus yrpo3 06e30MacHOCTH NMEPCOHAJIBHBIX TaHHBIX

CocraB u conpepxkanne YDBII/[H omnpenensiercss COBOKYITHOCTBIO YCIOBUM W
(akToOpoB, CO3MAIOIIMX ONACHOCTh HECAHKUMOHUPOBAHHOTO, B TOM 4YHUCIHE
ciy4yanHoro, nocryna kK [TJ1H.

COBOKYIIHOCTh TaKuX YCIOBUM U (PakTOpoB (POPMUPYETCS C YYETOM
xapakrepuctuk MCII/IH, cBOMCTB cpenpl (ITyTH) pacpoCTpaHeHUuss HHPOPMATUBHBIX
CUTHAJIOB, COJIEpKAIlUX 3alMIIAEMyI0 WH(OPMAIIUIO, U BOBMOXKHOCTEW HCTOUYHUKOB
YTPO3BL.

K xapakrepuctukam MCIIJIH, oOycrnoBnuBaronuM Bo3HukHOBeHue Y BIIJIH,



MO>KHO OTHECTH Kareropuio u odbeM oOpabatbiBaembix B MCIIJIH mepcoHambHBIX
nauubix, cTpykrypy UCIT/H, Hamuuue nogxmouenuit UCITJIH k ceTsim cBs3u 00111eTO0
MOJIb30BaHUsI W (WIM) CETIM MEXKJIYHapOIHOro HH(POPMAIIMOHHOTO OOMEHa,
XapaKTepUCTUKU mojcuctembl Oe3omacHoctu I[1/[H, oOpabarteiBaembix B MCII/H,
peXKUMBI 00paOOTKH NEPCOHATBHBIX TAHHBIX, PEKUMbI pa3rpaHUYCHUsI TIPaB JOCTYIIA
nosb3oBareneil UCII/IH, MECTOHAXOXKIAEHUE U YCIOBUS PAa3MEUICHUS TEXHUYECKHUX

cpencts UCII/H.
Nudopmanmonnsie cuctembl II/[H mpencraBisitoT coOOM  COBOKYMHOCTH
UHOOPMALIMOHHBIX W IPOrpaMMHO-alapaTHBIX  3JEMEHTOB, a  TakKke

MH(OPMAIIMOHHBIX TEXHOJOTUH, TPUMEHSIEMBIX TIpH 00padoTke T1/1H.

OcnoBubiMU 51eMeHTamMu UCII/IH aBnstoTcs:

NEPCOHANIbHBIE JIaHHBIE, COepKalecs B 0a3ax JIaHHbBIX, KaK COBOKYITHOCTh
uHbopMalMK U ee HocuTenel, ucnonb3dyeMmbix B UCIT/IH;

HH(pOpMAITMOHHBIC TEXHOJOTHUH, TPUMEHsIeMbIe TTpu oOpadoTke I1/1H;

TEXHUYECKHE CPEACTBa, OCylIecTBIstomue o0padoTky I1/IH (cpencTBa BBIYMCIUTENBHOM
TEXHUKHU, THPOPMAIIMOHHO-BBIYUCIUTEILHBIC KOMIUIEKCHl U CETH, CPEACTBAa U CHCTEMBI NEpeaadH,
npuemMa W oOpaborku II[IH, cpeacTtBa M CHUCTEMBl  3BYKO3AallMCH, 3BYKOYCHUJICHHS,
3BYKOBOCIIPOU3BE/ICHHUSI, IIEPETOBOPHBIC M TEJICBU3UOHHBIC YCTPOWMCTBA, CPEICTBA HM3TOTOBICHHS,
TUPAXKUPOBAHUS JIOKYMEHTOB U JIPYTUE TEXHUYCCKUE CPEACTBa 0OpabOTKH pedeBOM, rpaduuecKoi,
BUJI0- U OykBeHHO-1IM(poBOi nHGopMmalun) (1anee — rexuuueckue cpeactsa MCIAn);

MIPOrpaMMHBIE CPECTBA (OTEPAIMOHHBIC CUCTEMBbI, CUCTEMBbI YIIPaBJICHUs Oa3aMH JTaHHBIX U
T.IL.);

CpeJICTBa 3aIUThl HH()OPMAIIHH;

BCIIOMOTaTelibHbIe TexHuueckue cpeactsa u cucremsl (BTCC) — texnuueckue
CpCACTBA U CUCTCMbI, UX KOMMYHHKAIIUHU, HC ITPCIHASHAYCHHBIC IJIA O6pa6OTKI/I HI[H,
HO PasMCHOICHHBLIC B ITOMCIICHMAX (zxanee — CJ'IY)K€6HI>I€ HOMGHIGHI/IH), B KOTOPBIX
pacnionoskenbl MICIT/IH, ux TexHudeckue cpenctna (pa3iuvHoOro pojaa tenedoHHBIE
CpEIICTBA U CHCTEMBbI, CPEIICTBA BBIUYUCIUTEIIBHOW TEXHUKH, CPEICTBA M CHUCTEMBI
nepenadyd JAaHHBIX B CUCTEME PAaJUOCBA3HM, CPEIACTBA W CHUCTEMbl OXPAaHHOW H
MMOKAPHOW CUTHAJIM3ALUM, CPEACTBA M CHUCTEMbI OIOBEIICHUS W CUTHAJIM3AIMH,
KOHTPOJIbHO-U3MEPUTEIIbHA anmnaparypa, CpeacTBa U CUCTEMbl KOHAUIIMOHUPOBAHUA,
CpEIICTBA U CUCTEMBI ITPOBOJHON PAIMOTPAHCIISIIMOHHON CETH M MpUeMa MpOorpamMm
paIMOBEIIAHUSI W TEJICBUJICHUS, CPEICTBA SJCKTPOHHOM OPITEXHUKH, CPEICTBA W
CUCTEMBI JIEKTPOYaCOPHUKAIINN ).

CpoiicTBa cpenpl (MyTH) pacmpocTpaHeHHs: WHGOPMATUBHBIX CHTHAJIOB, COJEPKAIIUX
3alUIIaeMyl0  HHQOPMAIMI0, XapaKTepU3ylOTCs BHAOM (HU3MYEecKol cpenbl, B  KOTOpOH
pacnpoctpasstorcs [1/1H, u onpenenstorcs mpu oLeHKe BO3MOXKHOCTH peanuszaunu Y BIT/IH.

Bosmoxunoctn  ucrounukoB  YBII/IH  oOycnoBieHBI  COBOKYIHOCTBIO  CIIOCOOOB
HECAHKIIMOHUPOBAHHOTO M (WiH) ciiydaitHoro goctyna kK I1/[H, B pe3yaprare KOTOPOrO BO3MOXKHO

HapylmeHue  KOH(QUIACHIMAIbHOCTH  (KONMpPOBAaHUE,  HENPAaBOMEPHOE  paclpoCTpPaHEHUE),
LEJOCTHOCTH (YHHUTOXEHHE, U3MEHEHHUE) U Jo0CTyNnHOCTH (Onokuposanue) [1][H.

VYrpo3a GezonacHoctu I1/[H peanmusyercst B pesysibrare oOpa3oBaHUS KaHalla peaau3aluu
VYBII/IH Mexly HICTOUHUKOM yrpo3bl U HocuTeneM (ucrounukoM) I1JIH, uto co3maer ycnmoBus amus
HapymeHus 6e3onacHocTy [1/]H (HecaHKIIMOHUPOBAHHBIN WM CITyYalHbBIN TOCTYII).

OcHOBHBIMM 3JIeMeHTaMu KaHana peanuzanuu Y BIIJIH (pucyHok 1) sBasitoTCS:
uctoyHuk YBIIJ[H — cyObekt, MarepualbHbIi OOBEKT WM (PU3UYECKOE
siBlieHue, co3naromme Y bII/H;



cpena (mythb) pacnpoctpaHeHus IIJlH wumu  Bo3deHCTBHM, B  KOTOPOU
(¢uznyeckoe moje, CUrHall, JAaHHbIE WM MPOTrPAMMBI MOTYT PACIpPOCTPAHATHCA U
BO3/ICICTBOBaTh Ha 3aIUIIAEMbIE CBOWCTBA (KOH(QUIAEHIMAIBHOCTb, LIEIOCTHOCTD,
noctynHocTs) [1/1H;

Hocutenb [1/IH — pusnyeckoe MO WM MarepuagbHbIl OOBEKT, B TOM YHUCIE
¢uznyeckoe moiue, B koropoMm [I/[H HaxomaTr cBoe OTpakeHHE B BUJEC CHMBOJIOB,
00pa3oB, CHIHaJOB, TEXHUYECKUX pEHIEHUA © TPOLECCOB, KOIMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUIECKUX BEITUUHH.

Cpena pacripocTpaHeHUs
NcTounuk I1/1a 1 Bo3aelcTBHI

yIrpo3 6e301macHOCTH Hocurens 110

e IIpuemMHux
UH(POPMATUBHOTO CUTHANA

TTanamwamrrrrre.

Pucynok 1. O6o011eHHas cxema KaHalla peaju3aluy yrpo3 0e30MacHOCTH
MIEPCOHAIIBHBIX JTAHHBIX

Hocurenu IIJIH MoryT coaepaTb HHPOpPMALMIO, MPEICTABIECHHYIO B
CIENYIOIINX BUAAX:

akyctuueckas (peueBasi) ungopmanus (PU), coneprkaiiasicss HEMOCPEICTBEHHO B
npousHocuMoil peun momnb3oBarens MCII[IH nmpu ocymiecTBieHUH UM (QyHKIHUA
ronocooro BBozma IIJlu B WCII[IH, nubo BocmpousBoauMas aKyCTUYECKUMHU
cpenctBamu UCII/IH (ecnu Takue GyHKIMU NPETyCMOTPEHBI TEXHOJIOTHENH 00paboTKU
[1/I0), a Takxke comep)am@scsi B DIEKTPOMArHUTHBIX IOJIAX U 3JIEKTPUUYECKHUX
CUTHaJIaX, KOTOPbIE BO3ZHUKAIOT 32 CUET MPEoOpa30BaHuil aKycTUYECKOM nH(pOpMaluu;

BunoBas unopmanus (BU), npencrapineHHas B BUJIE TEKCTa U U300paskeHUN
Pa3IMYHBIX YCTPOUCTB OTOOpa)keHus: HMH(OpMalMu CPEACTB BBIYUCIUTEILHON
TEXHUKH, WH(POPMAIIMOHHO-BBIUYMCIUTEIBHBIX KOMIIJIEKCOB, TEXHMYECKHX CPEJIICTB
00paboTKK rpauyeckoil, BU1e0- 1 OyKBEHHO-IIM(PPOBON MH(OPMALIMH, BXOIIIINX B
coctaB UCIIIH;

nHopmanusi, obOpabarbiBaemas (uupkymupytomas) B WCII[IH, B BuUIe
ANEKTPUYECKUX, DIIEKTPOMArHUTHBIX, ONTUYECKUX CUTHAJIOB;

undopmanus, oopadbarsiBaecmas B UCII/{H, nmpencTtaBieHHas B Buae OUT, OaiT,
(baiaoB U IPyruX JOTUYECKUX CTPYKTYD.

B nensax dopmupoBanusi cucremaruzupoBaHHoro mepeuns YBIIJIH mpu ux
obpaborke B MCII[lH u pa3paboTke Ha HUX OCHOBE YaCTHBIX MOJeNeH
npuMEeHUTENbHO K KOoHkpeTHoMy Buay WCII[H yrpo3sl kiaccupuuupyroTcs B
COOTBETCTBHH CO CIEAYIOIMMHU MPU3HAKaMU (PUCYHOK 2):

no BuAy 3amuiiaemoit ot YBII/In nndopmanum, conepxarmeit [1/1H;

110 BUJIaM BO3MOXKHBIX MCTOYHUKOB Y BII/[H;

no tuny UCII/IH, Ha koTOpbie HanpaBieHa peanus3anus Y bIIJ(H;

1o cnocody peanuzanuu YBITH;

M0 BUJIy HapyIIaeMoro cBoWcTBa uHbopMaluu (BUAy HECAaHKIIMOHUPOBAHHBIX
nencTBuil, ocymectrisieMbix ¢ [1J1H);

I10 UCIIOJIb3yEMOH YSI3BUMOCTH;

10 00OBEKTY BO3JEHCTBUSI.

[To BuIaM BO3MOXKHBIX UCTOUHUKOB Y BII/IH BBIIEHAIOTCS CAEAYIOIIHUE KIACCHI



yIpo3:

yIrpo3bl, CBS3aHHbIE C MPEIHAMEPEHHBIMU WM HENpeIHaMEepPEHHbIMU
nercTBUsAMHU Jinll, uMeromux goctyn Kk UCII/IH, Bkirodast mojap30BaTeen
UCIIH, peamusyromux yrpo3bl HemnocpeactBeHHo B HCII[IH  (BHyTpeHHMI
HapYIIUTEIh);

yIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU WU HENPEIHAMEPEHHBIMU
nerucTBuaAMH snl, He umeromux poctyna Kk WCII/H, peanusyromux yrpo3sl u3
BHEIIIHUX CETeH CBsI3W OOIIEro Tojh30BaHUS W (WIM) CETeH MEXIyHApPOIHOTO
nH()OpMAITMOHHOTO 0OMeHa (BHEITHUN HAPYIITUTEIND).

Kpome Toro, yrpo3sl MOTYT BOBHUKATh B PE3Yy/IbTaTe BHEAPEHUS anlapaTHBIX
3aKJIaJIOK U BPEIOHOCHBIX MPOTPAMM.

[Io Tuny WCIIJH, Ha koTopble HampasiieHa peanuszauus YbBII/IH,
BBIJICIISIIOTCS CJIEIYIOIINE KJIACCHI YTPO3:

yrpo3sl  Oe3onacHoctu IIIH, oOpabareiBaembix B WMCII[IH Ha 0a3se
aBTOHOMHOI'O aBTOMAaTU3UPOBAHHOTO pabouero mecta (APM);

yrpo3sl 0e3omacHoctu [1/IH, oO6pabateiBaembix B UCIIJln Ha 6aze APM,
MOJKJIIOYEHHOTO K CeTH OONIero TMoJib30BaHUA (K CETU MEXKIYHapOJHOTO
UH(GOPMAITMOHHOTO OOMEHA);

yrpo3sl 0e3omacHocTu I1/]H, oOpabarsiBaembix B MCIIJIH Ha 6a3e mOKalbHBIX
MH(OPMAIIMOHHBIX CUCTEM 0€3 MOJAKIIOYEHHUS K CETH OOIIEro Mojab30BaHus (K CEeTH
MEXTyHapOJIHOTO HHPOPMAITMOHHOTO OOMEHA);

yrpo3sl 6e3omacHocTu I1/]H, o6pabarsiBaembix B MCIIJIH Ha 6a3e mOKalIbHBIX
MH(POPMAIIMOHHBIX CUCTEM C MOAKJIIOUEHUEM K CETH O0IIEero Mojab30BaHus (K CETH
MEXKTyHAPOIHOTO HHPOPMAITMOHHOTO OOMEHA);

yrpo3sl  Oe3onmacHoctu I[1/n, oOpabGarsiBaecmbix B MCII[IH Ha 06aze
pacrnpesieieHHbIX UHGOPMAIMOHHBIX CHUCTEM 0€3 MOJKIIOUEHUS K CEeTH OOIIEero
M0JIb30BaHus (K CETH MEKAYHAPOIHOTO HH)OPMAIIMOHHOTO OOMEHA);



Kaaccndpukanusa yrpos3 6e30acHOCTH NEPCOHATIBHBIX TaHHBIX

ITo Buay 3amumaemoii or YBIIH nndopmanuu, conepskameii I11n

\ Yrpossl PU | \

Yrpossl BU |

[ Yrpossl unpopmanuu, oopabarsiBacmoit B TCOU |

[ Yrpo3sbl unpopmanuu, obpabarsiBacmoit B AC |

ITo Bu1aM BO3MOIKHBIX HCTOYHUKOB Y BII/In

Co3gaBaeMble HApYLIUTEICM
(dusnueckuM TUIIOM)

CoszntaBaeMble anmapaTHON

3aKJIaKOM ‘ ‘

CoszntaBaeMble BPEJIOHOCHBIMH
NpOorpaMMaMHu

Co3naBaeMble BHYTPEHHUM
HApYLIHUTEIEM

Co3naBaemMble BCTPOCHHOM
3aKJIagKOM

MpOrpaMMHOI  3aKJIaJKoH, mporpaMmoii Tumna“TpostHckuii KOHB”

Co3gaBaeMble BHCITHUM
HapyHIATEIEM

Co3naBaeMble aBTOHOMHOM
3aKJIagKONU

NpPOrpaMMHBIM BUPYCOM

BPEIOHOCHOM MTPOrpamMMOi, pacIipOCTPAHSIOIEHCS IO ceTH (CETEBBIM YEepBEM) ‘

JIPYTHMMH BPEIOHOCHBIMH IIPOrPaMMaMH, MPEIHA3HAYCHHBIMU TSI
ocyutecrienust HCJI (moxbopa maposeid, yaaaeHHOro J0CTyna U ap.)

ITo BuAY HapylIaeMoro cBoiicrea nHpopmauuu (BU1y HECAHKIMOHUPOBAHHBIX JAeHCTBHIA, ocymecTBasaeMbIx ¢ I1/{H)

VYrpo3bl KOHGHUACHINATBEHOCTH (YTEUKH, IIepex

KOIMUPpOBaHWA, XUIIICHU, pasrnamennﬂ) I/IH(i)OpMaHI/IH

BarTa, cCb€Mma,

VYrpossl nenoctHoCTH (YTPAThI, YHHYTOKCHHS,
MoaupuKanun) HHbOpMaIuu

ITo Tuny UCIL/IH, Ha KoTOpbIe HanipaBjeHa peaau3anusa YBIIAn

YTrpo3sl JOCTYHHOCTH
(6moxupoBanus) nHGOpMaLHUK

VYrpo3ssl 6e3onacnoctu [1/1H,
obpabGarsiBaeMbix B UCIT/IH Ha Gaze APM (c
MOAKIIIOYCHHUEM U Ge3 MOAKIIOYCHHUs K
BBIYMCITUTEIILHOM CETH)

VYrpossl 6e3onacnoctu I1/1H, oOpabaTeIBaeMbIX B
HCII/Iu Ha 6a3e JIOKaJlbHOM BBIYHUCIUTEILHON
cern (C NOAKIIFOYCHUEM U 0€3 MOAKIIFOYCHUS K

pacupenerIeHHOW BHIYHCIUTEIBHOM CETH)

Vrpo3ssl 6e3onacnoctu I1/1H, oOpabaTeIBaeMbIX B
VCIIIx Ha 6a3e pacrpeaeeHHbIX
MH(POPMAIMOHHBIX CHCTEM (C MOAKIIOYCHUEM,
6e3 MOAKIIOYCHHUS K CETH OOIIEro MoJb30BaHMs)

ITo cnocob6am peanunsauun YBII/In

VYrpo3sl crenuanbHbiX Bo3aeicTeuil Ha VICITIH

\ \ Yrposst HCJI B UCITIn

4{ MEXaHHUYECKOI0o BO3JAeHCTBUS

4{ XHUMHYCCKOTI'O BO3JACHCTBHA

DIIEKTPUICCKUMU
HMITYyJIbCaMH

VYrpo3sl, peaan3yemble ¢ IPUMEHESHUEM

‘ VYTpo3s! yTeukHn HHGOPMAIUU 110
TEeXHUYECKUM KaHajlaM

10 paJguoKaHally

—{ OHMIOJIOTMYECKOTO BO3ACHCTBH

—{ paananMoOHHOTO0 BO3ACUCTBUS

DJICKTPOMAarHUTHBIMHU
U3ITYyYCHUAMU

‘ IPOrpaMMHBIX CPEJICTB ONEPAIMOHHON CUCTEMBI ‘

VYrpo3sl, peanu3yemMble C IPUMEHEHHEM ‘
crienuanbHO paszpaboranHoro ITO ‘

110 DJICKTPHUICCKOMY KaHally

Yrpossl yreuku PU ‘

II0 OIITHYCECKOMY KaHally

Yrpo3ssl yreuku BU ‘

|
|
—{ aKyCTHYeCKOro BO3ACHCTBUSL |
\
|
|

—{ TEPMUYECKOrO BO3JICHCTBUS

MAar"dMTHBIM I1OJICM

ITo ucnob3yemMoii ysi3BUMOCTH

Yrpo3sl, peanu3yembie ¢ IPUMEHEHHEM
BPEIOHOCHBIX IIPOrpam

‘ TI0 aKyCTHIECKOMY
(BUOpAIMOHHOMY) KaHAIIY

Yrpo3bl yTeuyKu

10 CMEIIaHHBIM
(mapamMeTpHUyYecKHM) KaHajIam

uH(bOpMAIUH [T0 KaHAJIAM
TIISMUH

C ucnionb3oBanreM | | C UCIIONIB30BaHUEM
YSI3BIMOCTH YSI3BUIMOCTH
TICTCMH! TT KT T
cucremsoro 1O npuxagaoro [10 armapa

C uCIoib30BaHUEM
YSI3BUMOCTH, BBI3BaHHON
"Hamuunem B AC

C ucrnosup30BaHUEM
YSI3BUMOCTEH IIPOTOKOJIOB
CETEeBOIr0 B3aMMOJICHCTBHS U

THOM 3aKJIaJIKH KaHaJIOB II€pcaavu JaHHBIX

C ucnonb30BaHUEM
YSI3BUMOCTH, BBI3BAHHOM
HEZOCTATKAMH OPTraHW3aIH
T3 or HC,

C nCcnonb30BaHUEM YSI3BUMOCTEH,
00YCITOBIIMBAOIINX HATHIHE
TEXHUUECKHMX KAaHAIOB yTSUKU
nH(popMaLH

C ucrnons30BaHUEM
yszBumocTeit C3U

ITo 00bexTy BO3eiicTBUS

VBIIH, obpabaTteiBaeMbix HAa APM

VBIT/IH, 06pabaThiBa€MbIX B BbIIEICHHBIX
TEXHUYECKHX CpelcTBax 00paboTku

VYBII/IH, nepenaBaeMbIx
O CETSIM CBSI3U

VYTrpo3sl NPUKIIAIHBIM IIPOrpamMMam,
npeIHa3HauYeHHBIM U151 pa0boThl ¢ [1/1H

YTpo3bl CUCTEMHOMY
T1O, obecnieunBaroiieMy

Ha oruy>k/1aeMbIX HOCHTEISIX HHOOPMALUU

Ha BCTPOCHHBIX HOCHUTEIIAX HJOJIOBPEMEHHOI'O XPaHCHHUA I/IH(I)OpMaLII/II/I

Ha npunTepa, nnorrepax,
TpadOnOCTPOUTENSAX U T.II.

VBIT/In nipu riepeiadye CUTHAIOB
110 JIMHUSIM CBS3U

B cpencrBax o6paboTKM M XpaHEHHs! ONIEPaTUBHON

nHpOpMALMH ‘

Ha BBIHOCHBIX TE€pMHHAJIaX,
MOHHUTOpaxX, BUACOIIPOCKTOpax

VBITIa npu 06paboTKe MakeToB B
KOMMYHHUKAIIMOHHBIX 2JIEMEHTaxX

B cpencrBax (nmoprax) BBoja (BeIBOAA) HH(pOpMALUK ‘

3ByKOBOCHPOU3BEACHUS

B cpencrBax 3ByKOycuJIeHUS,

uH(}OpMaIOHHO-
TEJICKOMMYHHKAIIMOHHBIX CUCTEM

(yHKLIMOHHMpOBaHNE
UCIx




yrpo3bl  Oe3omacHoctu II/[H, oOpaGareiBaembix B MCIIJIH Ha 0aze
pacnpesieIeHHbIX WH()OPMAIIMOHHBIX CHUCTEM C MOAKIIOYEHHEM K CETH OOIIero
M0JIb30BaHUs (K CETH MEXIYHApOTHOTO HH(DOPMAIIMOHHOTO OOMEHA).

[To cmoco6am peanuzaruu YBII/[H BeIACISIIOTCS ClieqyIONIME KIAcChl YIPo3:

yrpo3bl, cBszaHHble ¢ HCJ x IIJIlH (B TOM uwmcine yrpo3bl BHEIPEHUS
BPEJAOHOCHBIX IPOTrpamM);

yrpo3sl yreuku [1J[H mo TexHnuecknuM KaHajiaM yTeUKH HH()OpPMaLIUK;

yrpo3bl cnenuanbHbix Bo3aecteuil Ha MCII/IH.

[Io BuAy HECAaHKUIMOHUPOBAHHBIX JCWUCTBUM, ocymecTBiasieMbix ¢ [IJ[H,
BBIJIEJISIOTCS CIEAYIOIIHNE KIACChl YTPO3:

yrpo3bl, TNPUBOASAIIME K  HapylmieHuro  koHpuaenuuanbHoctu  [1/In
(KONUPOBAHUIO WM HECAHKIIMOHWPOBAHHOMY PACIPOCTPAHEHUIO), MPU pean3aluu
KOTOPBIX HE OCYHIIECTBIISIETCS HEMOCPENCTBEHHOIO BO3ACHCTBHS HA COJIEPIKAHUE
uHpopManuu;

yIpO3bl, NPUBOAALIME K HECAHKLIHMOHUPOBAHHOMY, B TOM 4YHCIIE CIIy4YalHOMY,
BO3/ICCTBUIO Ha COfiepKaHUe UH(POPMALIUHU, B PE3YIbTAaTE KOTOPOTO OCYIECTBISETCS
n3MeHenue [1JlH unm ux yHu4dToxKeHue;

YIPO3bl, NMPUBOASAIIME K HECAHKIHMOHUPOBAHHOMY, B TOM YHCIIE CIIy4YaHHOMY,
BO3JICVCTBUIO HAa IPOTPaMMHBIE WM ITpOrpaMMHoO-annaparasie dneMenTsl UCII/IH, B
pe3ysibTare KOTOPOro ocyiiecTrisieTcs: omokuposanue [1/1H.

1o ncronb3yemMon ysa3BUMOCTH BBIJEISAIOTCS CIEYIOMINE KIACChl YIPO3:

YTPO3BIL, PEATU3YEMBIE C UCIIOIB30BAHUEM YA3BUMOCTH cUCTEMHOTO 110;

yTPO3bI, pEaIM3yeMbI€ C UCIIOJIB30BAHUEM YA3BUMOCTHU ITpukiIaaHoro I10;

YI'PO3bl, BOSHUKAIOIIUE B PE3YJIbTATE UCIIOJIB30BAHUA YA3BUMOCTH, BBI3BAHHOMN
HanuuueM B AC anmapaTHOU 3aKJIaJIKU;

YIPO3bl, peaau3yeMble ¢ UCIOIb30BAHUEM YSI3BUMOCTEN MPOTOKOJIOB CETEBOIO
B3aMMOJICHCTBHS U KAHAJIOB [IEPEIAYM 1aHHBIX;

YIPO3bl, BOSHUKAIOIIUE B PE3YJIbTATE UCIIOJIB30BAHUS YA3BUMOCTH, BBI3BAHHOU
Henoctatkamu opranuzauuu T3U1 ot HC/I;

yIpo3bl, peaan3yeMble C HCIOJIb30BAHUEM YSI3BUMOCTEH, OOYCIOBIMBAOIINX
HaJu4Kle TEXHUYECKUX KaHaJIOB YTeUKU UH(pOpMaIny;

YTPO3blL, PEATIM3YEMBIE C UCIIOIB30BaHUEM ysa3BuMocTen C3U.

[To 0ObEKTY BO3IECHCTBHUSI BBIEISAIOTCS CAEAYIOIINE KIIaCChl YTPo3:

yrpo3bl 6e3onacuoctu [1/]H, oOpabarsiBaeMbix Ha APM;

yrpo3bl  Oe3zonacHoctu IIJ[H, oOpabarbiBaeMbIX B BBIIEJIEHHBIX CpPEICTBAX
00paboTKH (MpUHTEpax, MIOTTEpax, rpadOnoCTPOUTENAX, BBIHECEHHBIX MOHHUTOPAX,
BUJICONPOEKTOPAX, CPEACTBAX 3BYKOBOCIIPOU3BECHUS U T.I1.);

yrpo3bl 6e3omacuoctu [1/]H, mepenaBaeMbIX MO CETSIM CBA3H;

yTpO3bI MPUKJIAJHBIM MPOrpamMMam, C TOMOIIIBIO0 KOTOpbIX oOpabarsiBatorest [1/1H;

yrpo3sl cuctemHomy [10, obGecnieunBaromemy pynkunonuposanue UCIIIH.

Peanuzanusa ognou n3 YBII/IH nepeuncieHHbIX KIaCCOB WM UX COBOKYITHOCTH
MOXKET MPUBECTHU K CIEIYIOIINM THUIIAM MOCIEACTBUI JJIS
cyonekToB I1/]H:

3HAYUTENIbHBIM HETaTUBHBIM MOCHEACTBUAM Uil cyObekToB [1/1H;

HEraTUBHBIM MOCIEACTBUAM AJi cyObekToB 11]1H;

HE3HAYUTEIbHBIM HETAaTUBHBIM MOCIEACTBUSAM U1 cyObekToB [1/]H.

Yrposel yreuku IIJIH 1O TEXHHMYECKHMM KaHajJlaM OIHO3HAYHO OITMCBHIBAXOTCS



XapaKTepUCTUKAMHU HMCTOYHHMKA WHGOpManuu, cpeabl (MyTH) pacnpoCTpaHEHUs U
nprUeMHUKa UH(MOPMATUBHOTO CUTHAJNA, TO €CTh OMPEIEISIOTCS XapaKTEPUCTHUKAMU
TEXHUYECKOIo KaHaja yreuku 11/1H.

VYrpo3bl, cBsizaHHbIE C HecaHKIMOHUpoBaHHbIM noctynoM (HCI) (manee —
yrpo3sl HCJ[ B UCIIJIH), mpeacTaBisioTcs B BHJAE COBOKYITHOCTH OOOOIIEHHBIX
KJIACCOB BO3MOXKHBIX HCTOYHMKOB yrpo3 HCJI, ys3BHUMOCTEl NpOrpaMMHOrO u
anmmaparHoro ob6ecneuennss MCII/{H, cmocoboB peanusanmuu  yrpo3, OOBEKTOB
BO3ACHCTBHs (HOCHTENEH 3ammiiaeMoil WHGOpMAIUU, TUPEKTOPHUEB, KAaTaJoOroB,
¢aitnoB ¢ [11n unu camux I1/IH) 1 BO3MOXKHBIX JECTPYKTUBHBIX AeWcTBUN. Takoe
MPECTaBICHNUE OMMCHIBACTCS CIEAYIOUIEH (OopMaIN30BaHHOM 3aMUChHIO:

yepoza HCJ[: = <ucmounux yeposvl™>, <YA36UMOCHb NPOSPAMMHO20 UNU
annapamno2o  obecneueHus>,  <cnocob  peanuzayuu - yeposvl>,  <00beKm
6030elicmeuss™, <HeCaHKYUOHUPOBAHHbIL OOCIYN™.

4, erosbl YTE€IKHN I/IH(l)OpMaHI/II/I 0 TEXHHYICCKUM KaHa/JlaM

OCHOBHBIMH  DJIEMEHTAMU OMNHUCAHUS Yrpo3 YTEYKM UHOOpPMAIMHU IO
TexunueckuM KaHajmam (TKYU) sBustoTcs: HMCTOYHMK Yrpossl, cpeaa (IyTb)
pacnpocTpaHeHuss MH(DOPMATHUBHOTO CUTHaJa W HOCHUTENb  3alllUIIaeMOM
uH(popmamu.

Uctounmkamu yrpo3 yreuku HHGPOpPMAIIMM TI0 TEXHUYECKUM KaHajaM
ABIAIOTCS  (pusnueckue nauma, He wuMeronme jgoctyna k MCII[H, a Ttakxke
3apyOeKHBIC CIEICTYKObl WM OpraHu3aluu (B TOM YHCJIE KOHKYPUPYIOIIUE WU
TEPPOPUCTUUECKUE), KPUMHHAIBHBIE TPYNIHUPOBKHA, OCYIIECTBIISIIONINE IE€PEXBAT
(cbem) mHGpOPMALMKM C HCIONB30BAHUEM TEXHUYECKHX CPEICTB €€ pPEerucTpaluu,
npuema uin GotorpapupoBaHusl.

Cpena pacmpocTpaneHusi THPOPMAaTUBHOTO CUTHaja — 3To (pu3uyeckas cpena,
M0 KOTOpOW WH(OPMATUBHBIA CHUTHAJ MOXKET PACHPOCTPAHATHCS M MPUHUMATHCS
(peructpupoBathcsi) mpueMHUKOM. Cpema pacnpoCTpaHEHHUS MOXKET ObITh Kak
OJTHOPOJIHOM (HampuMep, TOIbKO BO3AYIIIHON), TaK M HEOJTHOPOJIHOM 3a CUET mepexoa
CUTHAJIa U3 OJTHOM Cpe/bl B IPYTyIO (HApUMeEp, B PE3YAbTaTe aKyCTOAIECKTPUUECKUX
WM BUOPOAKYCTUUECKUX TTpeoOpa3oBaHuil).

Hocurenem II/ln saBnsercs mnonb3oBarens WCIIH, ocymecTBasommi
rosiocoBoit BBo 110 B UCII/IH, akyctudeckas cucrema MCII/IH, BoctipousBoasias
IT1n, a Taxxe Texuudyeckue cpeacta UCIIAn u BTCC, co3paromue ¢uzndeckue
MOJIsI, B KOTOPHIX WH(MOPMAIIHS HAXOAUT CBOE OTPaKEHUE B BUJIE CUMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIICHUN M MPOIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHUK
(bU3HUECKUX BEJIMUKH.

[Tpu o6pabdotke I1J]In B MCIIIH 3a cuer peanu3aliud TEXHUYCCKUX KaHAJIOB
yTEUKU UH(POPMAIIMU BOZMOXKHO BO3HUKHOBEHHE cienyromux Y BI1/H:

yIpO3 YTEUKH aKyCTUUYECKOH (pedeBoii) nHbOpMaInH;

yIpO3 YT€UKU BUAOBOM MHGOPMAIUH;

yIpo3 yTeuykun HHQPOpPMAIMKM TIO0 KaHaJIaM TMOOOYHBIX 3JIEKTPOMArHUTHBIX
u3nydeHui u HaBojok ([I9MUH).

4.1. Yrpo3sl yTe4KHu aKyCTH4eCKOH (pedeBoii) mH(poOpMannu

Bo3HukHOBEHHE yrpo3 YyTEUKH aKyCTHMUeCKoW (pedeBoil) uHQopmaiumy,
colepKallencss HENOCPEACTBEHHO B Mpou3HOCHUMOM peun nosb3oBarenss MCIIH,
ipu oopadotke [1/1n 8 UCII/IH, 0OycioBieHo HanuuueM (PyHKIIHI roJI0COBOTO BBOJA
[ B UCITH unu ¢ynkumii Bocnpoussenenus [1/IH akycTuueckumMu cpeactBaMu



NCIIdn.

[lepexBar akyctuueckoit (peueBoit) nHGOpPMALMK B JTAHHBIX CIy4asx BO3MOXKEH
C UCIOJB30BAaHUEM ammaparypbl, PETUCTPUPYIOIIEH aKycTHYeckue (B BO3IAyxe) U
BUOpoOaKycTUYECKHE (B YIPYTUX Cpeax) BOJIHBI, a TAK)KE AJIEKTPOMArHUTHBIE (B TOM
YHUCJIE ONTUYECKHUE) H3IYYEHHS U DIEKTPUYECKUE CHTHANbl, MOAYJIMPOBAaHHBIE
UH(GOPMATUBHBIM aKYCTUYECKUM CUTHAJIOM, BO3HUKAIOLIUE 33 CYET PeoOpa3oBaHui B
TexHnyecknx cpeacrax oopadorku I1JJn, BTCC u cTpouTenbHBIX KOHCTPYKIHUSIX H
VMHKXEHEPHO-TEXHUUECKUX KOMMYHUKALIMSIX MTOJT BO3EHCTBUEM aKyCTUYECKUX BOJIH.,

Kpome s3Toro, mepexBar akycTHueckoil (peueBoit) MHGOpPMAIMH BO3MOXKEH C
WCIIOJB30BAHUEM  CHELUAJBHBIX  DJIEKTPOHHBIX  YCTPOMCTB CBhEMa  PEUYECBOU
uH(poOpMalMK, BHEAPEHHBIX B TexHuueckue cpeactBa obOpadorku [1/In, BTCC u
ITOMELIEHUS WIIN ITOAKIIOYEHHBIX K KaHaJIaM CBSA3H.

VYrpo3sl Oe3zomacHoctu [IJIH, cCBsi3aHHBIE C TIEPEXBATOM AKYCTUYECKON
uH(GOPMAIIMU C HUCHOJB30BAHHEM CIELIHMAIBHBIX JJIEKTPOHHBIX YCTPOWCTB CheMa
pedeBoid nHMopMaIMK («3aKJIaIOUHBIX YCTPOUCTBY), OMPENEISIOTCS B COOTBETCTBUU
C HOpMaTWMBHBIM JoKyMeHTamu denepanbHOU CayKObl Oe3omacHocTH Poccuiickoi
deneparuy B yCTAHOBIICHHOM €10 TIOPSIZIKE.

[lepexBat akycTHUecKo# (peueBoil) nH(OpMauu MOXKET BECTUCH:

CTallMOHAPHOW ammaparypou, pasmeniaeMod B OJIM3JIEKAIINX CTPOCHUSIX
(31aHUAX) C HEKOHTPOJIUPYEMBIM NPEObIBAHUEM IOCTOPOHHUX JIMLL;

MOPTaTUBHOM BO3MMOW anmaparypou, pa3sMelmaeMod B  TPaHCHOPTHBIX
CpEJIICTBAaX, OCYLIECTBISIOMINX JBUKEHUE BOIM3U CITY>KEOHBIX MMOMENICHUI WU TpH
UX MAPKOBKE PSAIOM C STUMU IIOMELICHUSAMU;

MOPTaTUBHOM HOCUMOW ammaparypod — (U3MYECKMMU JULIAMU TpPH  UX
HEKOHTPOJIMPYEMOM  MpEObIBAaHUM B CIY)KEOHBIX  MOMEIICHHUAX WIH B
HEIMOCPEICTBEHHOW OJIM30CTH OT HUX;

ABTOHOMHOM aBTOMAaTMYECKOM ammnaparypou, CKpBITHO YCTaHaBIMBAEMOU
(U3NYECKUMH JMIIAMH HEMOCPEICTBEHHO B CIYKEOHBIX IIOMEIIECHUSAX WIH B
HETOCPEICTBEHHOM OJIM30CTH OT HUX.

4.2. Yrpo3bl yTeuku Bua0Boi nHpopMmanuu

VYrpo3sl yTeuku BUI0OBOM HH(OPMAIIMK peau3yroTcs 3a cueT npocmotpa [1][H ¢
TIOMOIIIbIO ONITUYECKUX (ONMTHUKOIIEKTPOHHBIX) CPENICTB C IKPAHOB JUCILICEB U APYTUX
CPEICTB OTOOpaXEHHsSI CPEJCTB BBIYUCIUTEIBHOW TEXHUKH, WHOOPMAIMOHHO-
BBIUMCIUTENLHBIX KOMIUIEKCOB, TEXHHUYECKUX CpEACTB 00padoTKH rpadudecKowu,
BUJIE0- U OYKBEHHO-IIM(POBOH MHPpopMmarnu, Bxoasmux B coctaB UCII/IH.

Kpome storo, mpocmotp (peructpanus) [IJIH BO3MOXKEH ¢ MCHOJIb30BaHUEM
CIICUUAIBHBIX AJICKTPOHHBIX YCTPOMCTB ChEMa, BHEAPECHHBIX B CIYKEOHBIX
MOMEIIEHUSX UJIM CKPBITHO MCIOIb3YEMbIX (PU3UYECKUMU JUIAMU MPU MOCEIICHUU
MMM CITYKEOHBIX MOMEIIEHUM.

VYrpo3sl  OezomacHoctu  IIJlH, cBs3aHHBIE C WX [EpPEXBaTOM IMpHU
WCIOJIb30BAHUM  CHEUUANIBHBIX  JJIEKTPOHHBIX  YCTPOWCTB CheMa  BHUJOBOU
uHpopmaru (BUICO3aKIA0K), OMPEACISIOTCS B COOTBETCTBUU C HOPMATHBHBIM
nokymentamu @DenepanbHoil ciykObl Oe3omacHoctu Poccuiickoit deneparu B
YCTaHOBJICHHOM €10 TIOPSIJIKE.

HeobxonumpiM ycrmoBUeM ocCymiecTBIeHUss mpocMmoTpa (peructparuu) [1/1x
SBIIICTCS] HAIMYME TIPSIMON BUAMMOCTH MEX]TY CPEICTBOM HAOIIONCHUS
u Hocutenem I1JIH.

ITepexsar I1/IH MOXeET BECTUCH:



CTAallMOHApHOM amnmaparypo, pasMenaeMoil B ONM3IEeXKAIIUX CTPOCHUSIX
(31aHUSAX) C HEKOHTPOJIUPYEMbIM MTPEOBIBAHUEM 110CTOPOHHUX JIUILL;

IIOPTATUBHOM BO3MMOW  ammaparypo, pa3sMelmaeMod B TPaHCIIOPTHBIX
CpEeIICTBAX, OCYIIECTBISIONIMX JIBH)KEHHUE BOIM3U CITY>KEOHBIX MIOMENICHUHN W
IIPY UX TIAPKOBKE PAJOM C 3TUMH NIOMEIICHUSMY;

MOPTAaTUBHOM HOCHMOM ammaparypoil — (QU3WYECKUMU JHIIAMH TPH  UX
HEKOHTPOJIUPYEMOM MPEOBbIBAHUU B CIIY>KEOHBIX TIOMEIICHUSAX WU
B HEMOCPEICTBEHHOM OJIM30CTU OT HHUX.

ITepexsar (npocmotp) IT/IH MOXKET OCYIIECTBIATHCS MOCTOPOHHUMU JIMIIAMU
MyTeM HX HEMOCPEACTBEHHOTO HAOMIOACHHS B CIYXEOHBIX MOMEHICHHSIX JMOO ¢
paccrosiHua mpsAMod Buaumoctu u3-3a npexaenoB HWCII/IH ¢ wucnonbs3oBaHHEM
ONTHUYECKUX (ONTUKOIIECKTPOHHBIX) CPEICTB.

4.3. Yrpo3sl yreuku HHGOPMALMHU M0 KAHAJIAM MO00YHBIX
IJIeKTPOMATHUTHBIX H3JIy4eHHii 1 HABOJAOK

BosnukHoBenue yrpossl I[IJlH mo kaHamam I[IOMHMH Bo3MOXHO 3a cyeT
nepexBara TEXHUYECKUMHU CpPEACTBAMHM IOOOYHBIX (HE CBSI3aHHBIX C MPSMBIM
(YHKLIMOHATBHBIM 3HAYECHUEM AJIEMEHTOB NCTI/n) UH(pOPMaTUBHBIX
DJNIEKTPOMArHUTHBIX TOJEM M JJIEKTPUYECKUX CHUTHAJIOB, BO3HUKAKOIIUX IIPH
oOpa6ortke I1/] Texunueckumu cpencrsamu UCIT/H.

I'enepaumss unpopmanuu, coaepxameil IIJlH u wupkynupyromeid B
texHuueckux cpenacrsax UCII/IH B BUIE€ 21€KTPUUECKUX MH(DPOPMATUBHBIX CUTHAJIOB,
00paboTKa M mepeadya yKa3aHHbIX CHTHAJIOB B 3JEKTPUUYECKHUX LIETSIX TEXHUYECKHX
cpeactB UCII/In conpoBoxaaeTcss TOOOYHBIMU 3JIEKTPOMArHUTHBIMU U3Ty4CHUSIMH,
KOTOpBIE MOTYT PACIpPOCTPAHATHCA 3a TPEIENbl CIYy)KEOHBIX IIOMEUICHUH B

3aBUCHUMOCTH OT MOILHOCTH n3nydeHuil u pazmepoB UCII/IH.

Peructpamus  IIDMHWH  ocymectBisieTcs ¢ menplo  mepexBara  uHGOpManuw,
HUPKYJIUPYIOIIEH B  TEXHMUECKUX CpeACcTBax, oOpabareBatomux [IJ[H (B cpeacTtBax
BBIUUCIIUTENILHOW TEXHUKH, NHPOPMAIIMOHHO-BBIUUCIUTENBHBIX KOMIUIEKCAX U CETSAX, CPEACTBAX U
cucreMax Tepenadu, npuema M obOpaborkm II/lH, B TOM umcie B CpencTBax M CHCTEMax
3BYKO3alMCH, 3BYKOYCHJICHMsI, 3BYKOBOCIIPOM3BEICHMsS, TIE€PETOBOPHBIX U  TEJIEBU3MOHHBIX
YCTPOWCTBAX, CPEINCTBAX H3TOTOBICHHS, THPAKUPOBAHHS JOKYMEHTOB W JIPYTHX TEXHHYECKHX
cpezncTBax 00pabOTKU pedeBoid, rpaguueckoi, BI1e0- 1 OyKBEHHO-IIU(PPOBON HHPOPMAIIIH).

Hnsa  perucrpanmuun  [IOMHWH wucnons3yercs anmaparypa B COCTaBe
PaAMONPUEMHBIX YCTPOUCTB U OKOHEYHBIX YCTPONUCTB BOCCTAHOBIIEHUS HH(POpPMAIUH.

Kpome storo, nepexsar [I9MIMH BO3MOXEH ¢ MCTIOIB30BAHUEM SJIEKTPOHHBIX
YCTPOWCTB mepexBara HMHGPOPMALMK, MOJKIIOYEHHBIX K KaHajlaM CBS3M WU
TEXHUYECKUM cpenctBaM 00padoTku [1/1H.

Peructpaunss [IOMHWH MoxeT BeCTUCh € HCHOJIb30BAHUEM alMaparypbl
CJIENYIOIIMX BUIOB:

CTAI[MOHAPHOMW ammapaTypoi, pa3MelaeMord B ONM3IEKANUX CTPOCHUSIX
(31aHUAX) C HEKOHTPOJIUPYEMBIM MPEObIBAHNEM TTOCTOPOHHUX JIMII;

MOPTaTUBHOM BO3MMOW  amIaparypbl, pa3MemaeéMoOd B TPAHCHOPTHBIX
CpEICTBaxX, OCYIIECTRISIONINX JIBHUKEHHUE BOIU3U CIIY)KEOHBIX MOMEIIEHUN WM MPU
UX MAPKOBKE PSAIOM C 3TUMU NTOMEUIEHUSAMU;

NOPTaTUBHOM  HOCHMMOW  anmaparypod — (QU3MYECKUMHU JIMIAMH B
HenocpeacTBeHHou onuzoctu ot UCTH;

ABTOHOMHOW AaBTOMAaTHYECKOW ammaparypou, CKPBITHO YCTaHABIMBAECMOU
du3znueckuMu JauIamMu B Henocpenctsennoi omuzoctu ot UCIH.



Kananer yreuku uHpopmaimu, oOyClIOBIEHHBIE HABOJIKAMH, 0Opa3yroTcs 3a
CYeT coeauHUTENbHbIX JHHUKA TexHudeckux cpeacts HCII[In u BTCC wu
MOCTOPOHHUX MTPOBOJHUKOB (B TOM YHUCIIE IIENEH AEKTPONUTAHUS U 3a3EMIICHHS).

HaBonku »3neKTpOMAarHUTHBIX W3IydeHHd TexHuyeckux cpeacts HCIIAH
BO3HMKAIOT TMPU H3IYYEHHH JlIeMeHTaMu TexHudyeckux cpeacrs  HCIIAH
WHOOPMATUBHBIX CHUTHAJIOB TMPH HATUYAM EMKOCTHOM, WHIYKTUBHOM WM
raJlbBAHUYECKOM CBSI3€M COEMUHUTEIbHBIX JUHUM TexHudeckux cpencts MCII/H,
muanii BTCC m mocTOpOoHHHX NPOBOIHUKOB. B pe3ynbrare Ha Ciiy4ailHbIX aHTEHHAX
(uzersix BTCC unu mocTOpOHHUX MPOBOAHUKAX ) HABOAUTCS MH(POPMATHUBHBIN CUTHAIT.

[Ipoxoxnenne nHOOPMATUBHBIX CUTHAJIOB B LIETIH AJIEKTPONUTAHUS BO3ZMOXKHO
OpU HAJIUYUM E€MKOCTHOM, WHAYKTUBHOW WIIM TaJbBAHUYECKOW CBSI3M HCTOYHHUKA
WH(OPMATHUBHBIX CUTHAJIOB B cocTaBe TexHuuyeckux cpeactB WCII[AH u uenei
NUTaHHUS.

[Ipoxoxnenne MHPOPMATUBHBIX CUTHAJIOB B IIEMH 3a3eMJICHHSI OOYCIIOBJICHO
HAJINYUEM EMKOCTHOW, WHAYKTUBHOMW WM TaJIbBAHUYECKOW CBS3M HCTOYHHKA
nH(OPMATUBHBIX CUTHAJIOB B cocTaBe anmnaparypbl TCIIW u nemneii 3a3eMieHusl.

Jlist cbema nH(OpMAIUK C MPOBOJIHBIX JTUHUN MOTYT HCHOJIb30BaThC:

CpelICTBAa Ch€Ma CUTHAJIOB, COAEPKALIMX 3alIUIIAeMy0 HH(OPMALIHIO, C Leneil
texHnueckux cpeacts UCI[n n BTCC, nuHMi CBSI3M W nepeadyd JaHHBIX,
BBIXOJAIMX 32 Mpeesbl CIYKEOHBIX IOMEIIEHUN (IKBUBAJIECHTHI CETH, TOKOBBIE
TpaHc(hOpMaTOpbl, MPOOHUKH);

CpelICcTBa CbhE€Ma HaBEACHHBIX HWH(OPMATUBHBIX CUTHAJIOB C  Ienei
ANEKTPOIUTAHUS;

CpelicTBa CheMa HaBEJCHHBIX MH(OPMATUBHBIX CUTHAJIOB C IIIMH 3a3€MJICHUS;

CpelcTBa ChE€Ma HaBEJECHHBIX HMH(POPMATHUBHBIX CUTHAJIOB C MPOBOMASIIUX
VH)KCHEPHBIX KOMMYHUKAIWAM.

JIns BOJIOKOHHO-ONITUYECKOW CHUCTEMBI II€PENaud JaHHBIX YIPO30U YTECUKH
MH(POPMALIMY SIBIISIETCS] yTEUKa ONTUYECKOTO U3JTyYEHHMsI, COACPIKALIETO 3alUIAeMYyIO
nH(popMaLrio, ¢ 00KOBOM MOBEPXHOCTH ONTUYECKOTO BOJIOKHA.

[TosBneHre HOBBIX KaHAJIOB CBA3M — COTOBOM CBA3U, NEHIKHUHTOBBIX
COOONICHUH, CIyTHUKOBBIX U OECIPOBOJHBIX CETEH Meperadyd JaHHBIX — MPUBEIO K
Pa3BUTHIO CIEHUAIM3UPOBAHHBIX CHUCTEM H CPEICTB KOHTPOJISL M IlepexBara
nH(pOpMaIlK, OPUEHTHUPOBAHHBIX HA HCIMOJL3yeMble B HHX HH(POPMAIIMOHHBIC
TEXHOJIOTHH, B TOM YHCJIE CPEICTB:

nepexBaTa NelKUHTOBBIX COOOIIEHUI U COTOBOM CBSI3U,

nepexBara nH(QOPMaIIMK B KaHAIAX TMepeadu TaHHBIX BEIUMCIUTEIbHBIX CETEH.
5. ¥rpo3bl HECAHKIIMOHMPOBAHHOIO A0CTYNA K HH(pOpMAaLUK
B MH(POPMALIMOHHOH CUCTEME MEePCOHAJIBHBIX JAHHBIX

Yrposet HCJI B UCII[IH ¢ npuMmeHEeHMeM NpOrpaMMHBIX M IPOTrPaMMHO-
anmnapaTHbIX CPEACTB PEAM3YIOTCS MPU OCYIIECTBIEHUH HECAHKIIMOHUPOBAHHOIO, B
TOM 4YHUCJE CIy4ailHOro, [JOCTyla, B PE3yJbTaTe€ KOTOPOro OCYIIECTBISIETCA
HapylleHHe  KOH(PUIASHIUAIBHOCTH  (KOMUPOBaHUE,  HECAHKIIMOHUPOBAHHOE
pacrpoCTpaHEeHHE), MEJIOCTHOCTH (YHHUTOXKEHUE, HW3MEHEHHWE) U JOCTYHHOCTH
(6moxupoBanue) [1/1H, 1 BKITIOYAIOT B Ce0S:

yIpo3bl JOCTyna (MPOHUKHOBEHHUSI) B OTIEPAIIMOHHYIO CPETy KOMITBIOTEpA
C MCIOJIb30BAHUEM IIITaTHOTO MPOTPAMMHOTO obecrieueHus (CpeaCcTB ONepaMOHHON
CUCTEMBI WM MIPUKIIATHBIX TMPOrPaMM OOIIETO MPUMEHEHNS );



YTPO3bI CO3/IaHUS HEMITATHBIX PEKUMOB PaOOTHI IPOTPAMMHBIX (IIPOTPAMMHO-
anmnaparHbiX) CPEACTB 3a CUET MPEJHAMEPEHHBIX M3MEHEHHM CITyKeOHbIX IaHHBIX,
UTHOPUPOBAHMS IPETYCMOTPEHHBIX B IITATHBIX YCIOBUSAX OTPAHUYEHUN HA COCTaB
M XapaKTepUCTUKH oOpabarbiBaeMoil WHGOpPMAIMK, HCKXKCHHS (MOIU(UKAIIN)
CaMMX JJaHHBIX U T.II.;

yrpo3bl BHEAPEHHUS BPEJOHOCHBIX MPOrpaMM (IIpOrpaMMHO-MaTeMaTuyeCcKoro
BO3/ICHCTBUA).

Cocras anemenToB onucanus yrpo3 HC/I k undopmarmu B UCI1/1H npuBeneH Ha
pHUCYHKeE 3.

Kpome 310r0, BO3MOXHBI KOMOMHHUPOBAHHBIE YTPO3bI, MPEIACTABIISIONINE COOO0M
COUETAaHUE YKa3aHHBIX yrpo3. Hampumep, 3a cyeT BHEAPEHUS BPEIOHOCHBIX
nporpaMM MOTYT co3aaBatbesa ycnoBuss jisi HCI B omepanmoHHYH cpeny
KOMIIBIOTEPA, B TOM  4YHuCie TyTeM  (OPMHPOBAHUS  HETPATUIIMOHHBIX
UH(OPMAIIMOHHBIX KaHAJIOB JTOCTYIIA.

VYrpo3sl goctyna (MpOHUKHOBEHMS) B oriepaninoHHyto cpexny UCIIn
C MCIOJIb30BAHUEM IITATHOTO MPOTPAMMHOTO O0ECTICUCHUS Pa3JesIOTCs Ha YIPO3bI
HENOCPEACTBEHHOIO U YAAJIEHHOTO JOCTYIA. YIPO3bl HEMOCPEACTBEHHOIO JOCTYIa
OCYILIECTBISIOTCS C HCIOJIb30BAHUEM IPOTPAMMHBIX W MPOrPaMMHO-AMIMAPATHBIX
CPEICTB BBOJa/BbIBOJIa KOMIIBIOTEPA. YTPO3bI YIAJIGHHOTO TOCTYTa PEaTU3yIOTCs
C MCIIOJIb30BAHUEM IPOTOKOJIOB CETEBOT0 B3aUMOJICUCTBHUS.

Otu  yrpo3el peanusytorca oTHocutenbHo MWCII[lH kak Ha ©Oase
aBTOMAaTU3UPOBAHHOTO PabOYero Mecra, HE BKJIIOYEHHOTO B CETH CBA3U OOILETO
MOJIb30BAHUSI, TAK U MPUMEHUTENBHO KO BceM MCII/IH, nMeronmm noaKIoueHue
K CETSIM CBSI3M OOILETO IMOJIb30BAaHUS U CETSIM MEXKIYHAPOIHOTO MH(DOPMAIITMOHHOTO
oOMeHa.

Onucanue yrpo3 noctyna (IPOHUKHOBEHHWS)) B OINEPAIMOHHYIO Cpely
KOMITbIOTEPA (POPMATBHO MOXKET OBITH MPEACTABICHO CIEIYIONIUM 00pa3oM:

yeposa HCJ[ ¢ UCI[/[[n: = <ucmounux yzposzwvr>, <yazeumocmsv HUCII/[n>,
<cnocob peanuzayuu y2po3vi>, <00vbekm 6030elicmeus (npocpamma, npomoxol,
oamnmble u 0p.)>, <oecmpykmugHoe oeticmaue™.

Yrpo3sl co3aHus HEMTATHRIX PEKUMOB PadOTHI MPOrPAMMHBIX (IPOrpaMMHO-
anmaparHbIX) CPEACTB — ATO yrpo3bl «OTkaza B oOciyxkuBaHum». Kak mpasuio,
JaHHBIE YTPO3bl paccMmarpuBatotcs npuMmenntenbHo K UCIT[IH  ~a3e mokanbHBIX
U pacnpeiesieHHbIX WH()OPMAIMOHHBIX CUCTEM BHE 3aBUCUMC. ... OT MOJKIIOUCHUS
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uHdopmanmonHoro oomena. Mx peanuzanus o0ycioBieHa TeM, YTO IPHU pa3paboTke
CUCTEMHOTO WM MPHUKIAJHOTO MPOrPAMMHOIO OOECIEeYEeHUs HE YUYUTHIBACTCS
BO3MOXHOCTb MPEJHAMEPEHHBIX JICHCTBUI MO LeJIEHANIPABIEHHOMY U3MEHEHUIO !

coJiep>KaHusl CiIy>keOHOM MH(pOpMAaIMKM B TaKeTaX COOOIIECHUM, MepeaaBacMbIX
IO CETH;

yCJIOBHM OOpaOOTKH [aHHBIX (HAIpUMEp, UTHOPUPOBAHHE OrPAHMYEHUN HA
JUTHHY TIaKeTa COOOIICHUS );

dbopMaToB MpEACTaBICHHUS JaHHBIX (C HECOOTBETCTBUEM H3MEHEHHBIX
¢bopMaToB, YCTAaHOBJIEHHBIX JJii OOpaOOTKM MO  TPOTOKOJIAM  CETEBOTO
B3aMMOJICHCTBUSA );

MIPOTPaAaMMHOTO 0OecIedeHHsI 00pabOTKN JaHHBIX.

B pesynprare peanmsanuu yrpo3 «OtTka3za B OOCTY)KWBAaHUW» TPOUCXOIUT
nepenojHeHue OypepoB W OJOKHPOBAHUE MPOIEAYP OOPaOOTKH, «3aIUKIUNBAHHE)
npouenyp oOpabOTKM M «3aBUCAaHUE» KOMIIBIOTEpA, OTOpAChIBAHHE I[AKETOB
coobmienuit u ap. OnucaHue Takux Yrpo3 (GopMajgbHO MOXKET OBITh MPEACTaBICHO
CJIEYIOLIUM 00pa3oM:

yeposa  «Omkaza 6  obOcmyocusanuuy. =  <UCMOYHUK  YepO3bl™>,
<ysazsumocmov UCII/[n>, <cnocob peanuzayuu yepo3vi>, <00beKkm 6030elcmaus
(nocumenv  II/[{n)>, <uenocpeocmeeHmwili  pesyibmam  peanuzayuu  y2po3bl
(nepenonnenue Oyghepa, Onr0KUpOBaHUEe NPOYEOYypbl 00PAOOMKU, «3AYUKTUBAHUE)
obpabomxu u m.n.)>.

VYrpo3sl BHEIPEHUSI BPEIOHOCHBIX MTPOrpaMm (MpOrpaMMHO-MaTeMaTU4eCKOTO
BO3JICHCTBUSA) HEIEIecO00pa3HO OMUCHIBATh C TOM JK€ JCTalIbHOCTHIO, YTO H
BBIIIEYKa3aHHBIE YyTPO3bl. DTO 00YCIOBICHO TEM, YTO,

BO-TICPBBIX, KOJMYECTBO BPEAOHOCHBIX IPOTPAMM CETOMHS YXKE 3HAYUTEIHHO
MPEBBIIIACT CTO THICAY. BO-BTOPBIX, IPH OpraHU3aIiy 3aUThl HH)OpMaIuu

Ha TpPAKTUKE, KaK TMPaBUJIO, JOCTATOYHO JIUIIb 3HATh KJIAcC BPEJOHOCHOM
IPOTPaMMBI, CIIOCOOBI M IMOCICACTBUS OT €€ BHeApeHUs (MHGUUIMpOoBaHus). B cBs3u
C 3TUM Yrpo3bl MporpaMmmMHoO-MaTeMatudeckoro Bozaercteus (IIMB) ¢opmanbao
MOTYT OBITh TIPEACTABICHBI CICTYIONAM 00Pa30M:

yeposza IIMB ¢ UCII/[n: = <knacc 8pedOHOCHOU npocpammvl (C YKA3aHUeM
cpedvl obumanus)>, <UCMOUYHUK Yepo3bl (HOCUmelb 8PeO0OHOCHOU NPOcPaMMbL)™>,
<cnocob uHguyuposarus>, <obvexm 6030euUcmeaus (3a2py304Hblil CEKmop,

Qaiin u m.n.)>, <onucaHue B03MOIICHBIX 0eCmpyKmueHbIX
Oeticmeuii>, <0onoIHuUmenvbHas uHgopmayus oo yepose (pe3audeHmHocmns, cKOpochv
PACnpoCmpanetust, ROIUMOPOUUHOCHb U Op.)>.

Huxe paercs oOmas XapaKTepUCTHKAa HCTOYHHKOB YIpo3 Oe30MacHOCTH
uH(pOopMaIK, YSI3BUMOCTEH, KOTOPbIE MOTYT OBITh HCIIONB30BAaHBI MIPH peaTnu3aluu
yrpo3 HCJ], u xapakTepucTHKa pe3ylbTaTOB HECAHKIMOHHUPOBAHHOTO WJIA
CIIy4aifHOTO JTOCTyTa. XapaKTepUCTHUKA CIOCOO0B peann3aliy yrpo3 JaeTcs
Opy  ONUCAHUM YIPo3 JOCTyna (IMIPOHMKHOBEHHUS) B OMNEPALMOHHYIO Cpeay
KOMITbIOTEPA, YTPO3 0TKa3a B 00cay:kuBaHuu u yrpo3 [IMB.



5.1. Obwan xapakmepucmuka ucmouHUKO8 y2po3 HeCAHKIMOHUPOBAHHOIO
A0CTyNa B MH(OPMAINIMOHHOI cCHCTeMe MEePCOHAIbHBIX JAHHBIX

Ucrounukamu yrpo3z HCI B UCII/IH MOryT OBITH:

HAPYILIUTENb;

HOCUTCIIb Bp@I[OHOCHOﬁ IIpOrpaMMmBbl;

allrraparHasd 3aKjIaaKa.

prOSBI 0€e30MacHOCTH HI[H, CBA3aHHBIC C BHCAPCHHCM  allllapATHBIX
3aKJIaJI0K, OIpcaACiOTCA B COOTBCTCTBMM C HOPMATUBHBIM  TOKYMCHTAMU
®enepanbHOil cimyx0bl 6e30macHocTH Poccuiickoit depepanuil B yCTaHOBIEHHOM
€10 MOPSJIKE.

[To HanMuuIO MpaBa MOCTOSHHOTO WA Pa30BOr0 JOCTYyNa B KOHTPOIUPYEMYIO
3ony (K3) UCIIIx HapymuTenu noapa3aeistoTcs Ha ABa TUIIA:

HapywmnTenu, He umetowme goctyna Kk NCIOH, peanuaylowme yrposbl
M3 BHELWHUX CeTen CBA3NM ob0wero nonb3oBaHMA W (UNK) CceTen
MeXayHapO4HOro MHpopMaLMOHHOIo obMeHa, — BHELLUHME HapyLUUTENU;

HapywwuTtenu, mnmetowmne poctyn Kk WCIIOH, Bkoyas nornb3oBaTenen
NCIMOH, peanuaytowme yrposbl HenocpeactseHHo B VCIOH, — BHyTpeHHME
HapyLUTENMW.

BHeLWwHMM HapywiMTenamm MoryT ObITb:

pasBeablBaTesibHble CnyX6bbl rocyaapcTs;

KPpUMWHarbHbIE CTPYKTYpbI;

KOHKYPEHTbI (KOHKYpUpYIOLLMEe opraHmu3aunm);

HeqobpOCOBECTHbIE NapTHEPSI;

BHELUHWe cybbekThl (prnsmyeckme nuua).

BHelwHnn HapywnTens UMeeT cnepyroLuime BO3MOXHOCTH:

OCYLLECTBMATb HECaHKUMOHMPOBAHHLIN OOCTYN K KaHanam CBS3W,
BbIXOAALWMM 3a npeaernbl CnyXebHbIX NOMeLWeHWI;

OCYLLEeCTBIATb HeCaHKUMOHNPOBaHHbIN AOCTY yepes
aBTOMaTU3MpPOBaHHble paboyne MecTa, MOAKMOYEHHbIE K CEeTSAM CBSA3N
obLiero nonb3oBaHUA U (UNKU) CETAM MeXOyHapoOaHOro WHAOPMaLMOHHOIo
oOMeHa;

OCYLLECTBSATb HECAHKLMOHMPOBAHHbIWM AOCTYMN K MHopMaLmm
C MCNosSib30BaHMEM chneumarnbHbIX NPorpaMMHbIX BO3AENUCTBUN NOCPESCTBOM
NpOrpamMMHbIX BUPYCOB, BPEOOHOCHLIX MporpamMmm, anropuTMUYECKUX Wn
NpOrpamMMHbIX 3aKagok;

OCYLLECTBMIATb  HECAHKUMOHWPOBAHHbLIA  OOCTYN 4epe3 9rieMeHThI
MHgopmaunoHHon nHgpacTpyktypel VCIIOH, KoTOpble B npouecce CBOEro
XW3HEHHOro uUukna (MogepHM3auum, ConpoBOXOEHUS, PEMOHTA, YTUIM3aunn)
OKasblBaKTCA 3a NpeferiaMmm KOHTPONMpyeMoun 30HbI;

OCYLLEeCTBIATb HeCaHKUVWOHNPOBaHHbIN AOCTY yepes
NHOPMALIMOHHbIE CUCTEMbI B3aUMOAEUCTBYIOLWMX BEOOMCTB, OpraHusauum u
yupexgeHun npu nx nogknodeHmn k ACTAH.

B03MOXHOCTH BHYTPEHHETO HAPYIITUTENS CYIIIECTBEHHBIM 00pa30M 3aBUCST
OT JEHCTBYIOIIUX B IPEEIIaX KOHTPOIUPYEMOM 30HBI PEKUMHBIX
1 OPraHru3alilMOHHO-TCXHUYCCKHUX MCP 3allIMThI, B TOM YHUCJIC I10 JOITYCKY (bPISI/I‘IGCKI/IX
mun K [1/TH 1 kKoHTpoOII0 nopsiaKa NpoBeaeHus: padoT.

BHyTpeHHHE TIOTEHLMAJIBHBIE HAPYLIUTENIU IOAPA3ACIAIOTCI Ha BOCEMb



KaTeropuii B 3aBUCUMOCTH OT cioco0a A0CTyna ¥ moJIHOMOouMi 1octyna K [1J]H.

K nepBon kateropum OTHOCATCH nuua, MMeKLLUe CaHKLUMOHUPOBAHHbLIN
poctyn k WCIOH, HO He wumerowme poctyna k [OH. K atomy Tuny
HapyluMTenenm  OTHOCATCA  OOIMKHOCTHble  nuua,  obecne4vmBarolme
HopManbHoe pyHKuMoHnposaHne VCIOH.

JIuno »TOM KaTeropuu, MOXKET:

UMETh JOCTyn K ¢parmeHTam wuHQOpMmanmu, coaepxkamei I[IJJn u
pacrpocTpaHsoneics no BHyTpeHHUM kananiam cBsizu UCIIH;

pacnonaratb ~ ¢parmeHTamu  wHpopManmu o  Tomojoruu  UCII/H
(KOMMYHUKAIIUOHHOW YacTU TOJCETH) U 00 HCIONb3YEMBbIX KOMMYHHUKAIIMOHHBIX
POTOKOJIAX U UX CEPBUCAX;

pacronaratb UMEHAaMHA W BECTH BBISIBICHUE NApOJIEd 3aperuCTPUPOBAHHBIX
MI0JIb30BATENEH;

U3MEHATh KoH(purypauuto texuuueckux cpenacts WCIIH, BHOcUTh B Hee
IpOrpaMMHO-aIllaparHble 3aKIaJKd U 00eCreunuBaTh CbeM UH(POPMaIIUU, UCTIOIb3Ys
HENOCPEICTBEHHOE MOJKIII0UEHUE K TexHudecKkuM cpencrsam MCII/IH.

Ko BTOpONl Kareropum OTHOCATCA 3apErHCTPUPOBAHHBIE  I1OJIB30BATENH
NCII/H, ocymecTBisronme orpaHndeHHbIi noctyn kK pecypcam UCII/Ix
¢ paboyero MecTa.

JIuno »ToM Kareropuu:

o0nazsaeT BCeMH BO3MOYKHOCTSIMU JIUI] IEPBOM KaTErOpHH;

3HAET, 110 MEHBLIEH MEpE, OJTHO JIETAJTbHOE UM I0CTYIA;

oOnamaer BceMU HEOOXOOUMBIMU aTpuOyTamMu (HampuMmep, MaposieMm),
o0ecnevrBaroIMMU TOCTYIT K HEKOTOpoMy ogMHoxkecTBY [1J1H;

pacnosiaraeT KoH(UICHIIMAIbHBIMU JAaHHBIMU, K KOTOPBIM UMEET AOCTYII.

Ero poctyn, ayreHTHduKanmuss © MmpaBa MO JOCTYIy K HEKOTOPOMY
noaMHOecTBY II/[H TOJKHBI perTaMEHTUPOBATHCS COOTBETCTBYIOIIMMHU ITPABHIIAMU
pasrpaHU4eHHs 10CTyTA.

K TpeThelt kareropun OTHOCSITCS 3aperucTpupoBanHbie noib3oBarenu UCII/IH,
OCYIIECTBISOMME yhaajdeHHbld goctyn K IIJlH 1o JjokanbHbIM ©  (WIJIM)
pacnpeieIeHHbIM HHPOPMALIMOHHBIM CUCTEMAM.

JIuno »ToM Kareropuu:

oOnaziaeT BCeMH BO3MOXKHOCTSIMU JIMI] IEPBOM U BTOPOM KaTeropuii;

pacnonaraet uapopmarueit o Tonosorun MCIIJIH Ha 6a3e gokaabHOM U (UIK)
pacnpeneneHHo MH(GOPMALIMOHHON CHUCTEMBI, 4Yepe3 KOTOPYI0 OCYLIECTBISETCS
IOCTYII, U 0 cocTaBe TexHnueckux cpeacts MCII/H;

UMEET BO3MOXKHOCTh MpsIMOro ((u3MYEeCKOro) JAocTyna K (QparMeHTam
texHuyeckux cpeacts MCII/IH.

K deTBepTOil Kareropru OTHOCATCS 3aperucTprupoBanHble noyb3osarenu MCIIIx
C MOJTHOMOYHSIMH aIMHUHHCTpaTopa 6e3omnacHoctu cermenTa (pparmenta) UCTI/IH.

JInio 3Tou KaTeropuu:

o0J1ajaeT BCeMH BO3MOKHOCTSIMH JIUI] IPEABIAYIINX KaTEeTOpUi;

oOnaznaer nmojaHOW MHGOPMALME O CUCTEMHOM U MPUKIATHOM MPOTrPaMMHOM
oOecrnieueHuu, ucnoibzyemoM B cermente (¢pparmente) UCIIH;

oOnaznaer MoiaHOW MHPOpMaALMENd O TEXHUYECKUX CPElICTBaX W KOH(UTrypauuu
cermenTa (pparmenta) UCIT/IH;

UMEET JOCTYN K CpEeAcTBaM 3allUThl MH(MOPMALMU U MPOTOKOIUPOBAHHUA, a
TaK)Ke K OT/IeJIbHBIM 3JIEMEHTaM, UCIIONb3yeMbIM B cermenTe (pparmente) UCTI/IH;



UMeeT JOCTYIl KO BCEM TEXHUYECKHM CpEeACTBaM cerMeHra ((dparmeHTa)
NCIIH;

oOnamaeT mnpaBaMd KOHPUTYpUPOBAHUA U AJIMUHUCTPATUBHOW HACTPOUKH
HEKOTOPOTO MOJMHOXECTBA TEXHUUECKHUX cpeacTB cermenTa (pparmenta) UCII/IH.

K nsToil Kareropuu OTHOCSTCS 3aperduCTPUPOBAHHBIC TOJIB30BATEIN C
MOJIHOMOYMSAMU cucTeMHOro aamuHuctparopa MCII/IH.

JIuno »ToM Kareropuu:

o0J1ajaeT BCeMH BO3MOXKHOCTSIMH JIUI] TPEABIAYIINX KaTETOPUH;

oOnanaer mojaHOM MHGOPMALME O CUCTEMHOM U MPUKIIATHOM IMPOrpaMMHOM
ob6ecneuenuu UCIIH;

oOnagaeT MOMHON MH(pOpPMAIEll 0 TEXHUUECKUX CPEACTBAX M KOH(UTYpaIuu
NCITH;

UMeEeT JOCTYIl KO BCEM TEXHMUYECKUM CpelCTBaM O00pabOTKH MHOOpMAIMU U
nanabiM UCIT/IH;

oOnamaeT mnpaBaMd KOHPUTYpUPOBAHUA U AJIMUHUCTPATUBHOW HACTPOUKH
Texauyeckux cpencrts UCIIH.

CucteMHBId aJMUHHCTPATOP BBINOJIHSAET KOH(UIYPUPOBAaHHE U YIPABICHHUE
nporpammubiM obecrieuenueM (I10) u oGopynoBanuem, BkiIOUas 00OpyIOBaHUE,
OTBEYaloIlEee 3a 0e30MacHOCTh 3aIMIIAEMOTO oOBeKTa: cpelcTBa
Kpunrorpaguyeckoil  3aliMThl  MH(POpPMAlMM, MOHUTOPWUHIA,  PErHCTPALMH,
apxuBanuy, 3amutel or HCZ.

K 1mectoii Kareropum OTHOCSITCS 3apErMCTPUPOBAHHBIE IIOJIB30BAaTENIH C
MOJIHOMOYUSIMU agMuHucTparopa 0ezonacnoctu UCIT/IH.

JIuno »ToOM Kareropuu:

o0J1ajaeT BCEMH BO3MOKHOCTSIMH JIUL] IPEABLAYIINX KaTEerOpui;

oOnanaet oo nHpopmanueit 06 MCII/H;

UMeEEeT JOCTYI K CPEICTBaM 3alllUThl MH(MOpPMAIMU U MPOTOKOJIUPOBAHUS U K
yacTu KatoueBbix aneMenToB UCII/IH;

HE MMEET MpaB JOCTyNa K KOH(OUTYPUPOBAHUIO TEXHUUECKUX CPENICTB CETH 3a
UCKJIFOUEHHEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX ).

AnMuHucTpatop  0€30MacHOCTH  OTBeYaeT 3a  COOJIONEHHE — MPaBHI
pasrpaHUYeHHs] JOCTYIa, 3a TEHEpalUI0 KIIOYEBBIX 3JIEMEHTOB, CMEHY MapoJiei.
AnMuHHCTpaTOp OE€30MacHOCTH OCYIIECTBISIET aylIuT TeX K€ CPEICTB 3allUThl
00BEKTa, YTO U CUCTEMHBIN aJMUHUCTPATOP.

K cempMoil  kareropum  OTHOCATCS  MPOTPAMMHUCTHI-pa3pabOTUUKU
(mocTaBUIMKK) MPUKIIATHOTO MPOrPaMMHOIO 00€CIIEUeHHs U JIHIa, 00eCIIeYNBAIOIINE
€ro COIPOBOXKICHHE Ha 3alUIIaeMOM OOBEKTE.

JInuo 3Tou Kareropuu:

oOnamaer wuHpopManued 00 ajropuT™Max MW OporpaMmax  o0padOTKU
unpopmarmu Ha UCIdH;

oOnagaeT  BO3MOXHOCTSMU  BHECEHHMS  OIIMOOK,  HEIEKJIapUpPOBAHHBIX
BO3MOXKHOCTEW, MPOrpPaMMHBIX 3aKJIaJ0K, BPEJOHOCHBIX MPOrpamMM B IPOTPAMMHOE
obecnieuenue MCIIJIH Ha cTaguu ee pa3pabOTKH, BHEAPEHUS U CONIPOBOXKICHNUS,

MOXET pacmojararte JObiMH (parMeHTamMu HHGOPMAIMA O TOMOJOTHUHU
NCIIH n TexHuyeckux cpeactBax oOpadorku u 3ammthl [1/1H, oOpabarbiBaeMbIxX
B UCII/H.

K BOCbMOW  KaTeropum OTHOCATCA  pas3paboTtuvku u  nuua,



O6eCI'Ie‘—IVIBa}OLLI,V|e NOCTaBKy, conpoBsoxgeHne wnu pPemMOHT TEXHUYECKUNX
cpencts Ha NCTOH.

JInmo 3ToM KaTreropuu:

oOnaziaeT BO3MOXHOCTSIMM BHECEHHUS 3aKJaJOK B TEXHUYECKHE CpPelICTBa
NCII/IH Ha craguu ux pa3pabOTKH, BHEAPEHUS U CONIPOBOXKICHHUS;

MOXKET pacmojarate JIObMH (parmMeHTaMu WHGOPMAIMK O TOIOJIOTHH
NCTI/Ix u Texanueckux cpeactBax o0padotku u 3amutsl nHdopmaiuu B UCIIH.

VYKazaHHBIC KaTETOPUM HAPYIIUTENEH JOKHBI YYUTBIBATHCS TIPU OIEHKE
BO3MOXXHOCTEM peanusauun Y bII/IH.

Hocurenem BpemoHOCHON MporpaMMbl MOXKET OBITH ammapaTHBId AIEMEHT
KOMITbIOTEpA WJIM TPOTpaMMHBIN KOHTeHHep. Ecnum BpemoHocHas mporpamma He
aCCOIMUPYETCs ¢ KaKON-IM0O0 MPUKIAAHOW MPOrpaMMOid, TO B KaYECTBE €€ HOCUTEIS
paccMaTpHUBAIOTCS:

OTUYKJIaeMbIi HOCUTEJIb, TO €CTh AUCKeTa, onTuueckuii auck (CD-R,

CD-RW), dbmami-nmamsaTe, oT4yKaaeMbIii BUHUECTED | T.11.;

BCTPOEHHBIE HOCUTENU UH(MOPMAILINK (BUHUECTEPHI, MUKPOCXEMBI OIEPaTUBHOM
naMsTH, MPOIECCOP, MUKPOCXEMbl CHCTEMHOM IUIaThl, MUKPOCXEMbI YCTPOMCTB,
BCTpaMBaeMbIX B CHCTEMHBIH OJIOK, — BHJI€0QJanTepa, CETEBON IIIAaThl, 3BYKOBOU
JIaThl, MOJIEMa, YCTPOMCTB BBO/IA/BBIBOIa MATHUTHBIX JKECTKUX
Y ONITHYECKUX JUCKOB, OJIOKA TUTAHUS U T.I., MUKPOCXEMBI IIPSMOTO JIOCTYyTIa
K ITaMSTH, IIIWH TIepeIavyn TaHHbBIX, TOPTOB BBO/IA/BHIBOIA);

MHUKPOCXEMBI BHEIIHMX YCTPOWCTB (MOHHTOpa, KJIaBUATyphl, WPHUHTEPA,
MojieMa, CKaHepa U T.IL.).

Ecnu BpenoHocHas mporpamMma acCOIMUPYETCS C KaKoW-TMOO0 MpUKIaIHON
nporpaMmoi, ¢ ¢aigamMu, UMEIOUMMHU OINPECICHHbIC PACIIUPEHUS WM WHbIE
aTpulyThI, C COOOIIEHUSIMHU, TIEPEIABAEMBIMU 10 CETH, TO €€ HOCUTEIISIMU SIBJISIFOTCS:

MaKeThI MepeIaBaeMbIX 110 KOMITBIOTEPHON CETU COOOIICHHIA;

daiinbl (TekCTOBBIC, TpaduUecKue, UCTIONHAEMbIE U T.11.).

5.2. O0mas xapakTepucTHKA YA3BUMOCTeil HH(POPMAIITHOHHOM CUCTEMbI
NMEePCOHAIBbHBIX TaHHBIX

Va3BUMOCTh  MH(POPMAIIMOHHOW  CHUCTEMBl  NEPCOHANBHBIX  JAaHHBIX  —
HEJOCTAaTOK WM claboe MECTO B CHUCTEMHOM WM MPHUKIATHOM TMPOTPaMMHOM
(mporpaMMHO-annaparHoM) OOECIEYEeHUH aBTOMAaTU3MPOBAHHOW HH(DOpPMAIMOHHON
CHUCTEMBI, KOTOpbIE MOTYT OBITh HWCHONB30BaHBl JJIs pealu3allid  YIPO3bI
0€301acHOCTH MEePCOHATIBHBIX TAHHBIM.

[TprunHaMu BO3HUKHOBEHUS YSI3BUMOCTEN SIBIISIFOTCSI:

OIMUOKKA TIPU MPOEKTUPOBAHUHU U pa3pabOTKe MPOrpamMMHOro (MporpaMMHO-
anmaparHoro) o0ecreyeHus;

npeIHaMEepeHHBbIE  JCHCTBUS 1O  BHECEHUIO  yA3BUMOCTEH B  XOie
NPOEKTUPOBaHUS H  Pa3pabOTKHM  MPOrpaMMHOTO  (IIPOrpaMMHO-AMIapaTHOTO)
o0cCIIeUCHHS;

HENpPaBWIbHbIE HACTPOMKH MPOrpaMMHOrO oOecreueHusl, HempaBOMEpPHOE
M3MEHEHHUE PEXUMOB pabOThl yCTPOMCTB U MPOTPaMM;

HECaHKIIMOHUPOBAHHOE BHEPEHUE U UCTOIb30BAHUE HEYUYTECHHBIX MPOTPaMM C
MOCIIEAYIONUM He0OOCHOBAHHBIM PAacXOJ0BaHUEM PECYPCOB (3arpyska IMpolieccopa,
3axBaT ONEPATUBHON MaMATH U MaMSITH HA BHEITHUX HOCUTEIISX);

BHEJPEHUE  BPENOHOCHBIX  MPOTpamMM,  CO3JAIONIMX  YSI3BUMOCTH B



MPOrpaMMHOM U IPOrPaMMHO-AIMAPATHOM 00€CTIEUeHNH;

HECAHKI[MOHUPOBAHHBIE HEYMBIIIJICHHBIE NEUCTBUS IIOJIB30BAaTENEH,
IPUBOJSLINE K BOSHUKHOBEHUIO YSI3BUMOCTEW;

coon B pabore amnmapaTHOro W MPOrpaMMHOTO oOecreueHusi (BbI3BaHHBIE
cOOsIMU B 3JIEKTPONUTAHUH, BBIXOIOM U3 CTPOS AIIIApPATHBIX IEMEHTOB B PE3YNbTATE
CTapEHUsI U CHUKECHHUS HAJIC)KHOCTHU, BHEIITHUMHU BO3JCUCTBUSAMMU JJIEKTPOMArHUTHBIX
MOJIEN TEXHUYECKUX YCTPOUCTB U Jp.).

Knaccuduxanus ocHoBHbIX ysi3BuMmocTerd MCII/{n npuBenena Ha pucynke 4.

Knaccugukamus ys3Bumocreit
POTrPaMMHOTO 00ECIICUCHHUS

ITo tumy I10 Ilo 3Tamy *)U3HEHHOIO Ilo npuuune Ilo xapakrepy
LIMKJIA IPOIPAMMHOIO BO3HHUKHOBEHUS MOCJIEAICTBUI OT
obecriedeHus1, Ha KOTOPOM YA3BUMOCTH peanu3anuu ataxk
BO3HHKAET YsI3BUMOCTD
Cucremnoe I10
Vs3BuMoCTH, Henocrarku —p{ Vsia3zBumocTH,
P BosHMKaiOImME HA P MexaHH3MOB HCTIONb3yeMbIe JUIS
Hpuxmanuoe Jrane ayTeHTH(rKanuu NIEPETIOIHEHHS
HPOrpaMMHOC MTPOEKTHPOBAHHS Oydepa
obecrieueHne IPOrPaMMHOTO Henocrarki
obecrederus 3aIUAThI YYETHBIX Ys3BuMocTH,
poanai P sanuceii —| UCMONb3yeMBble ISt
TIPOrPAMMHOTO noabopa mapoist Win
»| obecmeuenus Hanuuue nICHTHHKATOPA
dyHKIHIHA,
UHCTAIULIINH U P no3BonsAIOmKMX
.| Hactpoiiku BBITOIHATD Va3BUMOCTH,
| nporpammHOro JeCTPYKTHBHBIE L, HCTIONb3yeMbIe IS
obecrieueHust nefcTBUS HU3MCEHEHU NIpaB
J0CTyra
OrcyrcTBUE
MPOBEPKU
> KOPPEKTHOCTH Ya3BumocTy,
BXOTHBIX JAHHBIX L, UCIIOJIb3yeMBble IS
peas3aluy aTaku
«Otka3 B
00CITy)KHBaHUN»

Pucynok 4. Knaccudukaius ysi3BUMOCTEN NporpaMMHOTO 00ecriedeHus

Hwxe npencraBieHa oOmasi XapakTepUCTHKA OCHOBHBIX TPYII YSI3BUMOCTEH
NCIIIH, BKITIOYAIOIINX:

YA3BUMOCTH CHCTEMHOIO MpPOTpaMMHOro obecredeHuss (B TOM UHCIE
MIPOTOKOJIOB CETEBOIO B3aUMOICUCTBHS);

yA3BUMOCTH MPUKJIAJHOTO MPOrpPaMMHOIO o0ecriedeH s (B TOM YHCIie CPEICTB
3aIUThl HTHPOPMALIUK).

5.2.1. O0mas XxapakTepUCTHKA YI3BUMOCTEH CHCTEMHOI0 MPOrpaMMHOI0
o0ecnieyeHust

VS3BUMOCTH ~ CHUCTEMHOTO  MPOrPaMMHOIO  OOecIiedeHUuss  HEeoO0XOIUMO
paccMaTpuBaTh C MPUBSI3KOW K apXUTEKTYpPE MOCTPOCHHS BEIYUCIUTENBHBIX CUCTEM.

ITpu 3TOM BO3MOXKHBI YSI3BUMOCTH:

B MUKponporpammax, B npomuskax 13V, ITII3Y;



B CpPEICTBax OIEPALMOHHONW CHUCTEMBI, NPEIHA3HAYEHHBIX Ui YIpPaBICHUS
nokanpHeIME  pecypcamu  HCIIJIH (oOecmieunBarOmuX BBIMIOJHEHUE (DYHKIIHIA
yHOpaBlI€HUs TpollecCaMu, MaMsIThIO, YCTPONCTBAMU BBOJA/BhIBOAA, MHTEpGhENHCOM ¢
MOJIb30BAaTEJIEM U T.11.), ApaliBepax, yTUIUTAaX;

B CpEACTBaxX OINEPAIMOHHOW CHCTEMbI, MPEIHA3HAUYCHHBIX JJIsi BBINOJIHECHHUS
BCIIOMOTaTENbHBIX (PYHKIUH, — yTUINTAX (apXUBHPOBaHUs, AedparMeHTAIH U JIp.),
CUCTEMHBIX 00paldarpIBalOIIMX Mporpammax (KOMIMJISATOPax, KOMIIOHOBIIMKAX,
OTJIaJYMKAX U T.II.), MPOrpaMMax MPEAOCTABICHUS MOJb30BATEII0 JTONOJIHUTEIbHBIX
yciyr (cnenuaibHbIX BapuaHTax uHTepdeinca, KaabKyIsiTopax, Wrpax M T.IL),
OMOMMOTEKaX TMPOIEAYP pPa3IWYHOTO HazHaueHWs (OUOIMOTEeKax MaTeMaTHYeCKHX
byHKUMA, QYHKIIUNA BBO/Ia/BBIBO/IA U T.1I.);

B CpEACTBaX KOMMYHHMKAallMOHHOIO B3aWMOJAEUCTBUS (CETEBBIX CPEACTBAX)
ONEPAlMOHHOMN CUCTEMBI.

VSA3BUMOCTH B MHUKPONPOTpaMMax M B CPEACTBaX OMNEPAIMOHHOW CUCTEMBI,
npeHa3HAYEHHBIX JIJISl YIPaBJICHUs JOKAIbHBIMU pPEeCypcaMu U BCIOMOTaTelbHBIMU
(YHKUMSIMH, MOTYT MPEACTABIATh COOOM:

(yHKIMH, TpOLEaypbl, U3MEHEHHE MapaMeTPOB KOTOPBIX OIpPEAEICHHBIM
o0pa3oM MO3BOJSET HCHOJIB30BaTh MX JJIs HECAHKIIMOHMPOBAHHOTO JOCTyma O€3
oOHapy)KeHUs1 TAKUX U3MEHEHUI ONEpPallMOHHON CUCTEMOI;

(parMeHThl KoJla NporpaMm («IbIPb», «JTFOKW»), BBEACHHBIE Pa3pabOTUHKOM,
MO3BOJISIIOLIME OOXOAUTH MPOLEAYpbl UACHTU(PUKAUNU, AyTEHTH(PUKALNUN, TPOBEPKU
LEJOCTHOCTH H JIp.;

OTCYTCTBHUE HEOOXOAMMBIX CpPEJICTB 3allMThl (ayTeHTU(UKALMH, HPOBEPKU
LIEJIOCTHOCTH, MIPOBEPKU dbopmaros COOOILICHHH, OJIOKMPOBAHUS
HECAHKIMOHUPOBAHHO MOJIM(DPUIIMPOBAHHBIX (PYHKLIMIA U T.I1.);

OLIMOKYU B porpamMMmax (B 0ObsIBICHUU MEPEMEHHBIX, (DYHKIUI U Mpoueayp, B
KoJaxX MporpamMMm), KOTOpble NIPU ONpEAENEHHBIX YCIOBUAX (Hampumep, IpH
BBIMOJIHEHUN JIOTMYECKHUX TMEpPEeX0J0B) MPUBOAAT K COOSM, B TOM 4YHCIE K COOsM
(YHKLIMOHUPOBAHUS CPEACTB U CUCTEM 3alUThI HH(POPMALIUK.

VS3BUMOCTH MTPOTOKOJIOB CETEBOTO B3aMMOJICHCTBUS CBSI3aHbI C OCOOCHHOCTSIMU
UX TMPOrpaMMHONM peanu3allMd U OOYyCJIOBJIEHBbl OTPAHMYEHUS MU Ha pa3Mephl
npuMeHsiemoro Oydepa, HemocTaTkaMu MPOIEAyphl ayTeHTU(UKAIIUU, OTCYTCTBUEM
MIPOBEPOK NMPABUIIBLHOCTH CTykeOHOM nHpopManuu 1 p. Kparkas XxapakrepucTuka 3Tux
YSI3BUMOCTEN MPUMEHHUTENBHO K IMPOTOKOJIaM MpHUBEeHa B Tabiuiie 2.

Ta6nuua 2

VSI3BUMOCTH OT/ACIBHBIX IPOTOKOJIOB cTeka poTokosioB TCP/IP,
Ha 0a3e KOTOporo (pyHKIIMOHUPYIOT II00AIbHBIE CETH OOIIETO MOJIb30BAHHUS

HanmeHoBanue YpoBenn HanmeHoBanme Conep:xanue HapyIeHHUst
NMPOTOKOJIA cTeKa (XapaKTepHCTHKA) yI3BUMOCTH 0e3omacHOCTH MH(pOPMALIUA
NPOTOKOJIOB
FTP (File Transfer |IIpuknagnoi, | 1. AyrenTnduxanus Ha 6asze Bo3moxxHOCT HIepexBara 1aHHbBIX
Protocol) — NpPE/ICTaBU- | OTKPBITOTO TEKCTA (Tapoiu y4EeTHOH 3amucH (MMeH
HPOTOKOJ TIePe/iadH | TeIbHBIH, MEePEChUIAOTCS B 3aperuCTPUPOBAHHBIX
(aiiinoB mo cetn CCaHCOBBIH | He3alIM(ppPOBAHHOM BHJIC) MOJIb30BaTeNeH, maposei).
2. JlocTyn o yMOJTYaHHIO [Momyuyenune ynaneHHOTO 10CTyNa
3. Hannume nByX OTKPBITHIX K XOCTam
MOPTOB




telnet — mporokon | IlpukiagHoi, | AyrenTrdukaius Ha 6ase Bo3MoXHOCTB TiepexBaTa JaHHBIX

yIpaBICHUS MPEJICTaBU- | OTKPBITOTO TEKCTa (TIapoiH YUETHOM 3alKCH MOJIb30BATENS.

YAQJICHHBIM TEJIHHBIH, MEPEChUIAIOTCS B [ony4eHue yaaneHHOTO AOCTYyMa

TepMHUHAJIOM CEaHCOBHII He3amuppPOBaHHOM BHJIC) K XOCTaMm

UDP — mpoToxoun Tpancmopt- | OTCyTCTBHE MEXaHU3Ma B03MOXHOCTE peanu3amnum

nepesayy JaHHBIX | HBIN MIPeIOTBPAIICHHUS TIEPETPY30K UDP-mropma.

0e3 yCTaHOBJICHHS Oydepa B pesynbrare oOMeHa makeramu

COeTMHEHMS IIPOMCXOINT CYIIECTBEHHOE

CHIDKEHHUE MPOU3BOAUTEIHLHOCTH
cepsepa

ARP — miporoxon CereBoid Ayrtentuduxanys Ha Oaze Bo3moxHOCTE IepexBara Tpaduka

mpeoOpazoBaHus OTKPBITOTO TeKCTa (MHGOPMAIIKS | TOJIB30BATENS 370YMBIIUIEHHIKOM

IP-anpeca B MepechlIacTCs B

¢dusnueckuii agpec He3amn(poBaHHOM BHUJIE)

RIP — npoTtokon Tpancmopt- | OTCyTCTBUE ayTeHTU(UKAIMN Bo3mMokHOCTH TIepeHarpaBieHus

MapIIpyTHON 1313178 YIPaBISIONINX COOOIIeH i 00 Tpaduka gepe3 XoCT

nHpOpMAaIH W3MEHEHUH MapIpyTa 3IIOYMBITITIEHHUKA

TCP — npoToko Tpancnopt- | OTcyTcTBHE MEXaHU3Ma CymecTBeHHOE CHIKEHUE

yIpaBICHUS HBI MIPOBEPKHU KOPPEKTHOCTH CKOPOCTH 00OMEHA U JjayKe MOIHBIH

nepenaueit 3aMOJHEHUS CITYKEOHBIX Pa3pbIB MTPOU3BOJIEHBIX
3aroJIOBKOB IaKeTa coeMHeHu no npotokoiry TCP

DNS — nporokon | [Ipuxmagao#t, | OTcyTcTBre cpeacTs mpoBepku | Damscudukais oTBeTa

YCTaHOBJICHUSA MpeAcTaBu- | ayTeHTH(PHUKALUK TOTYYeHHBIX DNS-ceprepa

COOTBETCTBUA TCHBHLIﬁ, JaHHbIX OT HICTOYHHKA

MHEMOHUYECKUX CEaHCOBBIHT

UMEH U CETEBBIX

aipecoB

IGMP — mpotokon | CeTeBoii OtcyTcTBUE ayTCHTU(PHUKAINT 3aBHUCaHNE CUCTEM

nepeaavyn co00IIeHU#T 00 H3MEHEHUI Win 9x/NT/200

CO00IIeHM 0 MapaMeTpoB MapIIpyTa

MAapLIPYTU3ALUU

SMTP — npotokon | [Ipuknaguoii, | OTCyTCTBHE NOAEPIKKH Bo3MOKHOCTBE IO IEIBIBAHUS

obecrieueHust MpeAcTaBu- | ayTeHTH(HUKALNH 3ar0JIOBKOB COOOIICHUH ANEKTPOHHON TOUTHI,

CepBHCca JOCTaBKH | TEIHHBIH, COOOIIEHMIA a TaroKe aJipeca OTIPaBUTEIS

CO00IIIeHuit o CEaHCOBBIHT COOOIIeHUS

3JIEKTPOHHOM MouTe

SNMP — niporokon | [Ipuknanuoit, | OTCyTCTBHE MOIICPKKH Bo03MOXHOCTB NEepEenoTHEHUS

yIpaBiIeHUS MPEJICTaBU- | ayTEHTU(UKAIIUH 3ar0JIOBKOB MIPOITYCKHON CIIOCOOHOCTH CEeTH

MapIIpyTH3aTOPaMU | TETHHBIH, COOOIIEHMIA

B CETAX CEaHCOBBII

JIist  cuctemaru3anuu  OMMCAHWS MHOMKECTBAa YSI3BUMOCTEH HMCIHOIB3YeTCS
enuHas 0a3a nansbix ysa3sumocted CVE (Common Vulnerabilities and Exposures),
B pa3pabOTKe KOTOPOW MPUHUMATU Yy4YacTHE CIENUATUCThI MHOTHX W3BECTHBIX
KoMITaHu# u opranu3anuid, Takux kak MITRE, ISS, Cisco, BindView, Axent, NFR, L-
3, CyberSafe, CERT, Carnegie Mellon University, uactutyr SANS u T.1. Ota 6asa
JAHHBIX TTOCTOSHHO TOMOJIHSICTCS M UCIIONB3yeTCs Mpu (OPMHUPOBAHUHU 0a3 JaHHBIX
MHOTOYHMCJICHHBIX TTPOTPaMMHBIX CPEJICTB aHAJIM3a 3alUIIEHHOCTH 1, MPEXK]IE BCETO,
CETEeBBIX CKAaHEPOB.

5.2.2. O01mas XxapaKkTepUCTHKA YA3BUMOCTEN NMPUKJIATHOTO NPOrPaAMMHOI0
odecnmeyeHus

K mnpukimagHoMy mnporpaMMHOMY OOECIEUYEHHIO OTHOCSTCA TPHUKIAIHBIC
MPOTpamMMBbl OOIIETO MOJIH30BAHUS U CHEIUATIbHBIC MPUKIIATHBIC IIPOTPAMMBI.

[Tpuknagabie MpOrpaMMBbl OOIIIETO MOJIb30BAaHUS — TEKCTOBBIC U IpadUUICCKHe
PEMaKTOPBI, MEIua-TporpamMMbl (ayIHO- W BHICONPOUTPHIBATEIIH, IMPOTPAMMHBIC
Cpe/CTBa MpuUeMa TEJIEBU3UOHHBIX MPOTPaMM U T.I1.), CUCTEMbI yNpaBieHus: 6azaMu
JAHHBIX, TpPOrpaMMHbIC IUIAT(GOPMBI OOIIETr0 TOJb30BaHUA JJis1 pa3pabOTKu
nporpaMMHubIXx mpoaykToB (tmma Delphi, Visual Basic), cpeacrtBa 3amuThl



MH(pOpMAIK OOILEro MOIb30BAHUA U T.I1.

CrnennanbHble NPUKIAAHBIE IPOrPAMMBI  — 3TO IPOrpamMMbl, KOTOPBIE
pa3palaThIBalOTCA B MHTEPECAX PELIEHUs] KOHKPETHBIX MPHUKIAIHBIX 3a7a4 B JAaHHOU
UCIIJlH (B TOoM wuyucie nOporpaMMHBIE CpeICTBAa 3allMThl  HMH(OpPMALUH,
pazpaborannblie 11 kKoHKpeTHor UCII/In).

VYS3BUMOCTH MPHUKJIAHOTO MPOTPAMMHOTO OOECTIeYeHHUs] MOTYT MPEJCTaBIAThH
COOO:

(GYHKIMU U TIPOLEYPHI, OTHOCSIIUECS K Pa3HBIM MPUKJIAJAHBIM IpOrpaMMamM
¥ HECOBMECTHUMbIE MeXAy co0oi (He (QYyHKIIMOHHPYIOIIUE B OIHOM OMEpallMOHHON
cpene) ru3-3a KOH(IMKTOB, CBI3aHHBIX C PaCIpPEACICHUEM PECYPCOB CUCTEMBI;

(yHKIMH, TPOLENypbl, M3MEHEHHUE OIPEIEICHHBIM 00pa3oM IapaMeTPOB
KOTOPBIX MO3BOJIAET UCIOIB30BaTh UX I IPOHUKHOBEHHUS B ONEPALMOHHYIO CpERy
UCII[JH w BbI30Ba IITaTHBIX (YHKIUHA ONEPAIIMOHHOM CHCTEMBbI, BBIMOJHEHUS
HECAaHKIIMOHUPOBAHHOIO  JocTyna 0e3  OOHapyKeHUs  Takux  H3MEHEHH
OIIEPAaLlMOHHOM CUCTEMOW;

(parMeHThl KoJa MPOrpaMM («IbIPbI», <«JIIOKH»), BBEJICHHBIE Pa3pabOTUUKOM,
HO3BOJISIONINE O0XOIUTh MPOLEAYPHl UIEHTU(PUKALUMY, ayTeHTUPUKALIMH, TPOBEPKH
LEJOCTHOCTH H JIp., IPEAYCMOTPEHHBIE B ONIEPALIMOHHON CUCTEME;

OTCYTCTBHUE HEOOXOAMMBIX CpPEICTB 3allUThl (ayTEHTU(PUKALHUH, MPOBEPKU
LIEJIOCTHOCTH, MIPOBEPKU dbopmaros COOOILICHH, OJIOKMPOBAHUS
HECAHKIMOHUPOBAHHO MOJIU(DHUIIMPOBAHHBIX (PYHKLIMN U T.I1.);

OIIMOKH B MporpaMmax (B 0OBSBICHUU MEPEMEHHBIX, (DYHKUIUNA U MPOLEyp, B
KOJIlaX MpOrpaMM), KOTOpbIE MpPHU ONPEIEICHHBIX YCIOBUAX (HAmpuUMmep, Mpu
BBIMIOJIHEHUN JIOTUYECKHUX IMEPEXOJ0B) NPUBOAAT K COOSAM, B TOM 4YHCIE K COOsIM
(YHKIIMOHUPOBAHUS CPEICTB M CHCTEM 3allUThl MHGOPMAIMH, K BO3MOKHOCTH
HECAaHKIIMOHUPOBAHHOIO JI0CTyIa K HH(OpMaluu.

JanHble 00 yA3BUMOCTSX pa3pabdaTbIBa€MOrO0 U PaclpOCTPaHSEMOIo Ha
KOMMEpUYECKOW OCHOBE MPHUKJIAJHOTO MPOTrPAMMHOI0 oOOecrnedeHus coOuparoTcs,
0000maroTcs U aHaIu3upyroTces B 6ase mannbix CVEL

5.3. O0masi XapakTepucTHKA yIPo3 HEMOCPEICTBEHHOTO JA0CTyNA
B OINlEPAIMOHHYIO Cpeay UH(POPMAIMOHHON CUCTEMbI MEPCOHAIbHBIX JaAHHBIX

VYrpo3sl noctyna (IPOHUKHOBEHHS) B OMNEPALMOHHYIO CPENy KOMIbIOTEpa U
HECAHKIMOHUPOBaHHOTO Aoctyna K [1/[H cBs3anbl ¢ focTynom:

K MH(GOpPMALMM M KOMaHJaM, XpaHsAUMMcsl B 0a30BOil cucTteMe BBOJA/BBIBO/IA
(BIOS) UCII/IH, ¢ BO3MOXKHOCTBIO TIepexBaTa YIpaBJIeHUs 3arpy3Koi oreparmoHHOM
CUCTEMBI U MOJTYYEHUEM IIPAB JOBEPEHHOTO MOJIb30BATENS;

B ONEPALMOHHYIO Cpely, TO €CThb B Cpely (PYHKIHOHUPOBAHUS JIOKaJbHOM
ONEpPallMOHHON  CUCTEeMBbI  OTAENbHOrO TexHuueckoro cpencrea MCIIn ¢
BO3MO)XHOCTBIO BBIIIOJIHEHUSI HECAHKIIMOHWPOBAHHOIO JOCTyIla IIyTEM BBI30Ba
IITaTHBIX ~[POrpaMM  OINEPAUMOHHOW CHUCTEMBI WM 3allyCKa CHELUAIbHO
pa3paboTaHHBIX IPOrPAMM, PEATU3YIOIINX TaKUE IEUCTBUS;

B cpeny (PyHKIIMOHUPOBAHUS MPUKIIAIHBIX MPOTpamMM (HarpuUMep, K JOKaJIbHOM
CHUCTEMeE YIIpaBJIeHUs 0a3aMu TaHHBIX );

HEMOCPEJICTBEHHO K MH(OpMaIu nojb30BaTens (K gaitiam, TEKCTOBOM, aynro-
U rpaduyeckoil nHoOpMaIK, MOJIAM U 3alUCAM B 3JEKTPOHHBIX 0a3ax NaHHbBIX) U
00yCIIOBJIEHBI BO3MOKHOCTBIO HAPYIIEHUS €€ KOH(UIEHINATbHOCTH, LIETOCTHOCTH U

1 Benercs 3apybexnoit pupmoit CERT Ha koMmMepueckoii ocHOBe



JOCTYITHOCTH.

OTU yrpo3bl MOTYT OBITh PEAM30BaHbI B CIy4yae MOJYyYEeHHs] (PU3MUECKOTrO
noctyna Kk UCII/Ixn unu, mo kpaiiHel Mepe, K cpeicTBaM BBojia HH(popMaluu
B UCII/JH. Ux MOXXHO OOBEIMHUTH IO YCIOBUSIM Peau3alii Ha TPU TPYIIIIHL.

[lepBast rpymnma BKIO4aeT B ce0s yrpo3bl, pealn3yeMble B XOAE 3arpy3Ku
OTIEPAIIMOHHON CHUCTEMBI. DTH YIpo3bl 0€30MacHOCTH WH(OPMALMK HAIpaBIICHBI Ha
nepexBar mapojieil WiIM  UASHTH(PHUKATOPOB, MOAU(PUKALUIO MPOTPaAaMMHOIO
oOecrieueHusi 6a3oBoi cuctembl BBoAa/BeiBoga (BIOS), mepexsar ympaBieHus
3arpy3koil ¢ HM3MEHEHHEM HEOOXOJUMOW TEXHOJNOTHYECKOW HHpOpMAUU s
nonyuenust HCJI B omnepammonnyto cpexy MCII/In. Yamie Bcero Takue yrposbl
pEeaTU3yIOTCs C UCIOJIb30BAHUEM OTUYXAAeMbIX HOCUTENEH HHpOpMaIUn.

Btopas rpynna — yrpo3sl, peajin3yeMble MOCIIE 3arpy3KU ONEPAlMOHHON CPEbI
HE3aBUCHUMO OT TOro, Kakas MpUKJIaAHas Mporpamma 3alyCKaeTcsl MOJIb30BATEIIEM.
OTH yrpo3bl, Kak IMpPaBWIO, HAIPaBICHbl Ha BBHIIOJHEHUE HEMOCPEICTBEHHO
HECAHKIIMOHUPOBAHHOTO JocTyna K wuHpopmanuu. [Ipu mnomydeHuu [IOCTyna B
ONEPAIMOHHYIO CPEAy HapyUIMTENb MOXET BOCIIOJIb30BATHCS KAaK CTaHAAPTHBIMH
(GYHKIIUSIMUA ONIEPAIIMOHHONW CHUCTEMBbl WJIM KaKOW-TMOO TPHUKIATHON MpOrpaMMbl
oOlLIero moJjib30BaHMs (HAIPUMEpP, CUCTEMBbl YIpaBleHHs Oa3aMu JaHHBIX), TaK U
CHEUHUAJbHO CO3JaHHBIMU JUISl BBINOJHEHUS HECAHKIMOHUPOBAHHOIO JOCTyIa
IporpaMmmaMu, HalpuMep:

porpaMmmMaMu IpocMoTpa U MOAU(PUKALIUK PEECTPa;

porpaMMaMi MOMCKa TEKCTOB B TEKCTOBBIX (paillax Mo KJIIOYEBBIM CIIOBAM U
KOITUPOBAHUS,

CHeUaIbHBIMU MIPOrpaMMaMu MPOCMOTPAa U KOMMPOBAHUS 3amucedl B Oazax
JAHHBIX;

nporpaMmamMu  ObICTporo  mpocmoTrpa  rpaduyeckux  (aityioB,  HX
PEOAKTUPOBAHUS WM KOTIMPOBAHMUS;

porpaMmMamMi TOAJIEPKKH BO3MOXKHOCTEH PEKOH(PUTYpAIlUU MPOTPaMMHOMN
cpensl (Hactpoiiku UCII/IH B nHTEepecax HapyIIUTENs) U Jp.

HakoHnen, TpeThsi rpymma BKIOYAeT B ce0sl yrpo3bl, peann3anusi KOTOPBIX
ONPENENACTCS TEM, KaKas M3 NPHUKIAIHBIX MPOrpaMM 3alyCKaeTcsl MOJIb30BaTENIEM,
1 (aKToOM 3amycka JIF000i U3 MPUKIAJIHbIX MporpaMM. bosbIias 4acTh TaKuX yrpo3
— 3TO YrpoO3bl BHEIPEHUSI BPEIOHOCHBIX ITPOTpamM.

5.4. O0masi XapaKkTepuCTUKA YIPo3 0€30MACHOCTH NMEPCOHAJIBHBIX TAHHBIX,
peaiu3yeMbIX ¢ HCI0JIH30BAHUEM MPOTOKOJIOB MEKCETEBOI0 B3aUMO/IeiiCTBHSA

Ecmu UCII[IH peanu3zoBana Ha 0a3e JIOKaJbHOM WM pacnpeneseHHON
WH(OPMAIIMOHHON CHUCTEMBI, TO B HEW MOTYT OBITh PEAIM30BAHBI YIPO3bI
0e3omacHOCTH HMH(POpPMAIMKM TIYTEM HCIOIb30BAaHUS IPOTOKOJIOB MEKCETEBOTO
B3auMoneiicteus. Ilpm stom mMoxker obecneunmBarbess HCJ k[l wm
peaTn30BbIBaTHCS yTpo3a OTKaza B o0cyxuBanus. OCOOEHHO OMACHBI YIPO3bl, KOTIa
NUCTIln mnpexncraBmsieTr co0oil  pacmpeneieHHyr0 HHGOPMAIMOHHYIO CHCTEMY,
MOJIKJIFOUYEHHYIO K CeTSIM OOIIEero MOJb30BaHUS M (WJIM) CETAM MEXTyHAPOIHOTO
uHpopmanronHoro oomeHa. KnaccudukannonHas cxema yrpos3, peaau3yeMbIX IO
ceTu, TMpHUBEIeHa Ha puUCYHKE S. B ee OCHOBY MOJOXKEHO CEeMb CIEAYIOIINX
MEPBUYHBIX IPU3HAKOB KJacCU(PUKAIIUH.

1. Xapaktep yrpossl. [lo aToMy mpu3HaKy yrpo3bl MOTYT ObITh MACCUBHBIE U
akTuBHBIE. [laccuBHas yrpo3a — 3T0 yrpo3a, Ipu peaanu3aiui KOTOpo He



OKa3bIBaCTCs HEMOCpeNCTBeHHOE BiusiHue Ha padoty MCII/IH, HO MOTYT OBITh HapyIIeHBl YCTAHOBJICHHBIE TIpaBUiia pasrpanndeHus goctymna k [1/{a umu cereBsiM pecypcam. [Ipumepom
TaKHX yTpo3 ABIAETCS yrpo3a «AHAJIHN3 CETEBOTO TpaduKay, HalpaBICHHAs Ha IPOCITYIINBAHNE KAHAJIOB CBSI3M U MepeXBaT liepeaaBaeMoi HH(popMarmm.

AKTHBHAs yrpo3a — 3TO yrpo3a, CBA3aHHas ¢ Bo3aelicTBreM Ha pecypcebl MCITJIH, pu peaym3anun KOTOPOH OKa3bIBACTCs HETOCPEICTBEHHOE BIUSHUE
Ha paboTy cucTeMsl (I3MEHEHNE KOH(UTYpaIlni, HapyIIeHHe paboTOCIIOCOOHOCTH
U T.J.), ¥ C HapyIICHHEeM YCTaHOBJICHHBIX IPABIII pasrpaHudeHns poctyna kK [1JIH mwim ceteBbM pecypcam. [IpumepoM Takux yrpo3s siBisercs yrposza «OTka3 B 0OCIyKHBaHHUWY, peannzyeMast
Kak «mrtopMm T CP-3ampocosy.

2. Lenp peanusanuu yrpo3sl. [1o 3ToMy MpHU3HAKY YIpo3bl MOTYT OBITh HAMIPABJICHBI HA HAPYIICHHE KOH(QHUICHINAIEHOCTH, IIEIOCTHOCTH U JOCTYITHOCTH HH(pOpMaImu (B TOM YUCIIC Ha
HapyueHue paborocnocoonoctu MCII/IH ninm ee sneMeHTOB).

3. YcnoBre Havana OCyIECTBICHHS POLiEcca Peatn3auu yrpo3sl. [1o aTomv mnurmary MOKeT pealM30BbIBAaThCS yIrpo3a:

O 3alpocy OT 00bEKTa, OTHOCUTEIBHO KOTOPOTO peanu3yercs yrposa. B 1€ HapyIIUTEIb OXKHJAeT Nepeqadd 3ampoca ONpPEIeIeHHOIOo THIA, KOTOPBIH M OyAeT yCIOBHEM
HayaJla OCyLIeCTBICHUS HECAaHKIIMOHUPOBAHHOTO JIOCTYTA;

KJ'IaCCI/I(l)I/IKaI_II/IH yrpos 0e3omacHOCTH PIH(bOpMaHI/II/I, PE€ATU3YyEMBIX C UCIIOJB30BAHHUEM IIPOTOKOJIOB MEKCETECBOI'O
B3aHUMOJCHCTBUSA B ABTOMATU3HUPOBAHHBIX CUCTEMAX

Ilo nanuuuro obpammoni Io pacnonoocenuio cybvekma
Ilo xapaxmepy Ilo yenu 6o30eticmeust 1o ycnosuio nauana npoyecca cessu ¢ UCIn amaru omnocumensio UCIIn
6030eticmeus peanuzayuu y2po3ul
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Pucynok 5. Knaccudukannonnasi cxeMa yrpo3 ¢ UCHOJIb30BaHUEM MPOTOKOJIOB
MEXKCETEBOT0 B3aMOJICUCTBUS

0 HACTYIUICHUIO 0XKHUJIAEMOT0 COOBITHSI HA OOBEKTE, OTHOCUTEIbHO KOTOPOTO
peanusyercss yrposza. B 3ToM cilyyae HapylIMTENb OCYIIECTBISET MHOCTOSHHOE
HaOmoneHue 3a coctosHueM onepaunoHHoil cucrembl WMCIIJlH u  npm
BO3HMKHOBEHUU  ONPENEIEHHOr0  COOBITUS B 3TOM  CUCTEME  Ha4YMHAET
HECAHKI[MOHUPOBAHHBIN TOCTYIL;

Oe3ycrmoBHOE BO3cicTBHE. B 3TOM ciiydae Hayajgo OCYIICCTBICHHS
HECAHKIMOHUPOBAHHOI'O J0CTyNa O€3yCIOBHO MO OTHOLIEHUIO K LIEIU JAOCTYIA, TO
€CTh yIrpo3a peann3yercs HEMEIJIEHHO U O€30THOCUTEIBHO K COCTOSIHUIO CUCTEMBI.

4. Hanuuue oOparnoit cBs3u ¢ MCII[Ju. Ilo stomy mnpu3Haky mpolecc
peanu3aluu yrpo3bl MOXKET ObITh C 00paTHO CBA3BIO U 0e3 00paTHOM CBsI3U. YTpo3a,
ocyuiecTBisieMas npu Haiauuuu oopatHoil cBsizu ¢ UCII/IH, xapakTepusyercs Tem,
YTO Ha HEKoTopble 3ampochl, nepeaaHHsie Ha WCIIJIH, HapymmuTento Tpelyercs
noiyuuTh OTBeT. CnenoBarenbHo, Mexay Hapymurenem u MCIIIH cymecTtByer
oOpaTHasi CBfA3b, KOTOpAasi TO3BOJIIET HApPYIIUTENIO aJIeKBaTHO pearupoBaTh Ha BCE
u3MeHenus1, npoucxomamue B MCII/IH. B ommume or yrpos, peajmsyeMbIX Npu
Hanmuuuu oOpatHoit cBs3u ¢ MUCII/IH, npu peanuzauuu yrpo3 6€3 oOpaTHOM CBSI3U HE
TpeOyeTcs pearupoBaTh Ha Kakue-1u00 u3MeHenus, npoucxoasimue B UCIIH.

5. Pacnionoxenue wHapymurtens otHocutenbHo HCIIIH. B coorBercTBUU €
ATUM NPU3HAKOM yIp03a PEAIU3yeTCs] KAK BHYTPUCETMEHTHO, TaK U MEXKCETMEHTHO.
CermeHT cetu — usnueckoe o0beauHeHne X0cToB (TexHudeckux cpeacts MCIIIx
WIM KOMMYHHUKAIIMOHHBIX JJIEMEHTOB, HMEIOIIMX CETeBOW anpec). Hampuwmep,
cerMeHT MCII[IH oOpa3yeT COBOKYHMHOCTb XOCTOB, MOAKIIOYEHHBIX K CEPBEPY IO
cxeMe «obmas muHa». B cimyuae, korma MMeeT MECTO BHYTPHUCETMEHTHAsl yrposa,
HapyUIUTENIb UMeeT Pu3nueckuil JocTyn K anmapatHbiM deMentam WCII[In. Ecnu
UMEET MECTO MEKCEIMEHTHAas yrpo3a, To Hapymurens pacnosaraercs BHe MCII/IH,
peanusysl yrpo3y u3 Ipyroi cetu uiu u3 apyroro cermenra MCIT/H.

6. YpOBEHb OTAalOHHOM MOIENM B3aMMOIEHCTBUS  OTKPHITBIX — CHUCTEM?
(ISO/OSI), Ha kotopoM peanuszyercs yrposza. Ilo 3ToMy Npu3HaKy yrpo3a MOMKET
peann30BbIBaThCS Ha (PU3UUYECKOM, KaHAIBHOM, CETEBOM, TPAHCIIOPTHOM, CEAHCOBOM,
MPEACTaBUTEIIFHOM U TIPUKJIaHOM ypoBHEe Mozaenu 1SO/OSI.

7. CooTHOlIEHME KonmumyecTBa Hapymutened u  snementoB  MCII/H,
OTHOCHUTENBHO KOTOPBIX peanu3yercss yrposa. [Io 3ToMy mpusHaky yrposa MOMKET
OBITh OTHECEHA K KJIACCY yIpO3, PEaIU3yeMbIX OJHUM HAPYIIUTEIEM OTHOCUTEIBHO
onHoro TtexHuyeckoro cpeacrBa MCII[In (yrpo3a «ommH K OZHOMY»), cpasy
OTHOCUTENTFHO HECKOIbKUX TexHudeckux cpenacts MCIIJn (yrpo3a «omuH KO
MHOTUM») WUJIM HECKOJIBKUMH HAPYIIUTEISMU C PA3HBIX KOMIIBIOTEPOB OTHOCHTEIBHO
OJTHOTO WJIM HECKOJNbKUX TexHuueckux cpencts MCII[AH (pacnpeneiieHHble WIH
KOMOMHHUPOBAHHBIE YTPO3bI).

C yyeToM MNpoBeNEeHHOW KiacCH(pHUKAIMK MOXXKHO BBLACTUTH CeMb Haubosee
4aCTO pEAIM3yEeMbIX B HACTOSILEE BPEMS YTPO3.

1. Ananu3 cereBoro Tpadguka (puCyHoK 6).

2 Mexnynaponnas Opraamsanus 1o Craspaprusauuu  (ISO) npumsna cramgapr I1SO 7498, omnmceiBarommuii

B3anMoJieiicTBHE OTKPHBITHIX cucteM (OSI).
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Pucynok 6. CxeMa peanuszaiuu yrpo3bl « AHaJIU3 CETEBOrO Tpahukar

OTa yrpo3a peaqu3yeTcs ¢ MOMOIIbI0 CIENUAIbHON NPOrpaMMbl-aHaIN3aTopa
nakeToB (Sniffer), mepexBarbiBaroleii Bce MakeThl, TIEpeiaBacMbIe 10 CETMEHTY CETH,
U BBIICISIIONICH CPeIM HUX TE, B KOTOPBIX MEPEAAOTCs UACHTU(PUKATOP MOJIH30BATENs
U €ro napoib. B xozne peanuzanuu yrpo3bl HapyUIUTENb U3y4aeT JOTUKY pabOoThl CETH
— TO €CThb CTPEMHUTCS TOJYYUTh OJHO3HAYHOE COOTBETCTBUE COOBITHH,
IPOUCXOMSIINUX B CUCTEME, U KOMaH/I, MePEChUIAeMbIX MPU ITOM XOCTaMHU, B MOMEHT
MOSIBJICHUS JAHHBIX COOBITUN. B nmanmpHelIeM 3TO MO3BOJSET 3JIOYMBINIJICHHUKY Ha
OCHOBE 3a/1aHus COOTBETCTBYIOIIUX KOMaH]I MTOJTY4HTh, Hampumep,
MPUBWICTUPOBAHHBIC TIpaBa Ha JCHCTBUS B CHUCTEME WM PACHIMPUTH CBOU
MOJITHOMOYMS B HEW, TNEPEeXBaTUTh IOTOK I[E€PEAaBaCMbIX JIaHHBIX, KOTOPBHIMU
0OMEHMBAIOTCSI KOMIIOHEHTBI CETEBOM OIEpallMOHHOM CHUCTEMbI, JJIS W3BJICUEHUS
KOHOUICHIIMATLHON WM  UACHTU(PUKAIMOHHOW  HUHpoOpMalnMu  (Hampumep,
CTaTUYECKUX TapoJied TMOJb30BaTelie Jis JOCTyNa K YAaJe€HHBIM XOCTaM MO
npotokonam FTP u TELNET, ne npenycmarpuBaromumm mmdpoBaHue), €€ MOJIMEHBI,
Moau(pHUKAIIUU U T.I1.

2. CkaHUpOBaHUE CETH.

CylHOCTh mpouecca peanu3ali Yrpo3bl 3aKI04aeTcsl B Mepeaaye 3anpocoB
cereBbIM ciaykO6aM xoctoB MCIIJIH um aHanmm3e oTBeTOB OT HUX. Llenb — BEHIsSBICHHE
UCIIOJIb3YEMBIX MPOTOKOJIOB, JOCTYIHBIX TIOPTOB CETEBBIX CIIYkO, 3aKOHOB
dbopMupoBaHusi UICHTU(PUKATOPOB COCAUHEHUM, OINpeeieHUE aKTUBHBIX CETEBBIX
CEPBUCOB, MOA00P UAESHTU(PUKATOPOB U MapojIeH MoIb30BaTeICH.

3. Yrpo3a BBISIBICHUS TAPOIISL.

Henp peanmuzauuu yrpo3bl coctouT B noidydeHun HCJl myrtem mpeomoneHus
MapoJIbHOW 3alUThl. 3JIOYMBIIIJIEHHUK MOXET PEeajM30BBIBaTh YIPo3y C MOMOIIbIO
LEJIOT0 psiia METOAOB, TAKUX Kak MPOCTOMl mepedop, mepedop ¢ HCIOIb30BaHUEM
CHeIMaJbHBIX CJIOBaped, YCTAaHOBKA BPEIOHOCHOW MpOTpaMMbl Jis TiepexBaTa
napoiisi, mojMeHa aoBepeHHoro oownekta certu (IP-spoofing) um mepexBar makeToB
(sniffing). B ocHOBHOM s peanu3aldu yrpo3bl HCIOJB3YHOTCS CICIHATbHBIC
IPOrPaMMbI,  KOTOPBIC  TBITAIOTCSA  IMONYYUTh  JOCTYII K  XOCTy  IyTeM
MOCJIeI0OBaTEIHbHOTO To100pa maposiei. B ciayuyae ycmexa, 370yMBIIIIICHHUK MOYXKET
co3marh sl ce0si «mpoxo/y sl OymyIero J0CTyma, KOTOPhId OyaeT JeiCcTBOBATSH,
JlaKe €ClIM Ha XOCT€ UBMEHUTD MapoJib JOCTYIIA.

4. TlomMeHa NOBEpEHHOTO OOBEKTa CETH W Tepedada I0 KaHajlaM CBS3HU
COOOIIEHHI OT €r0 UMEHH C MPUCBOCHUEM €TO0 TpaB J0CTyMa (PUCYHOK 7).
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Pucynok 7. Cxema peanusaiuu yrpo3sl «[lonMena moBepeHHOTO 00BEKTa CeTH»

ldKkax Yylpusa OIOYPYPCKIMBHU pPCAJIN3yCliid B CUCICMAX, 1/C llpl/lMCl‘l)ltUlUﬂ
HECTOMKHE aTOPUTMBI UJICHTU(DHUKAIIMY U ayTeHTU(UKAIIMN XOCTOB, MOJIh30BaTENICH
u t.a. llog noBepeHHBIM OOBEKTOM TMOHUMAETCS OOBEKT CEeTH (KOMITHIOTED,
MEKCETEBOM KpaH, MApUIPYTU3aTOP U T.I1.), JIETaIbHO MOJKIIOUEHHBIN K CEPBEPY.

MoryT ObITH BBIJICTICHBI JIB€ Pa3HOBUIHOCTH MIpOIlecca peamn3aluu yKa3aHHOU



yIPO3bl: C YCTAHOBIIEHHWEM U 0€3 YCTAaHOBJICHHS BUPTYATbHOTO COCTUHECHHSI.

[Iporecc peanm3anyu ¢ yCTaHOBIECHHEM BHPTYaJLHOTO COSTUHEHHS COCTOUT B
NPUCBOCHUM TpaB JOBEPEHHOTO CyObEKTa B3aMMOJCHCTBHS, YTO TIO3BOJISAET
HApYIIUTEII0 BECTH CeaHC paboThl C OOBEKTOM CETH OT UMEHH JIOBEPEHHOTO CYOhEKTa.
Peanm3arust yrpo3sl JaHHOTO TUTIA TPEOYET MPEOIOJICHUS CHCTEMbI HICHTU(DUKAITAN
U ayTeHTH(PHUKAIMK cO0OIeHni (Harpumep, araka rsh-cimyx6s1 UNIX-xocTa).

[Ipouecc peanusanuu yrpo3sl 6€3 YCTAHOBICHUS BUPTYaJIbHOTO COCIUHEHHS
MOXKET UMETh MECTO B CETAX, OCYIICCTBISIIONIUX HIACHTHU(MHUKAIMIO MEepeaaBacMbIX
COOOIIIEHUI TONBKO MO CETeBOMY aapecy ormpaBuTens. CylHOCTh 3aKIII0YaeTcs B
nepegade CiayXeOHBIX COOOIICHWH OT MMEHHM CETEBBIX YMIPABISIOUINX YCTPOWCTB
(HarmpuMmep, OT MMEHHM MapUIpyTH3aTOpPOB) 00 HM3MEHEHHWU MapIIpyTHO-aJAPECHBIX
naHebIX. Ilpm  3TOM HeoOXomgMMO WMETh B  BHAY, 4YTO CIWHCTBECHHBIMHU
uaeHTuruKaropaMd aOOHEHTOB M coenuHeHus (1mo mportokony TCP) sBistroTcst aBa
32-outHeix mapamerpa Initial Sequence Number — ISS (Homep mocienoBaTeILHOCTH)
u Acknowledgment Number — ACK (aomep noareepskacHus). CienoBaTenbHO, s
dbopmupoBanusi noxknoro ICP-nmakera HapymwuTtento HEOOXOAMMO 3HATh TEKYIIUE
uAeHTU(UKATOPHI 17151 JaHHOTO coeauHenus — 1SSa u ISSb, re:

ISSa — HekoTOpoe dHCIEHHOE 3HAYEHHE, XaPaKTEPU3YIOIIEEe MOPSIKOBBIN
Homep otmpaBmsiemoro  [CP-makera, ycranaBmuBaemoro | CP-coenmHeHwMS,
WHUIIUAPOBAHHOTO XOCTOM A

ISSb — HekoTOpOE YHCIIeHHOE 3HAaYEeHHUE, XapaKTEePU3YIOIIee MOPSIIKOBBI HOMED
ornpasisiemoro T CP-makera, ycranapnuBaemoro TCP-coennHeHys, HHUITUMPOBAHHOTO
xocTtoM B.

3nauenue ACK (momepa moarBepkieHus yctaHosiieHus [CP-coeqnHeHus)
ompeseNsieTcsl Kak 3HaueHHe HOMepa, MOJIYyYeHHOTo oT pecrnonaeHta |SS (Homep
nocienoBaTenbHOCTH) toc eauaunia ACKb = ISSa+1.

B pesynprare peanuzainuu yrpo3bl HapylIUTENb MOJy4aeT IpaBa JOCTYIIA,
YCTAaHOBJICHHBIC €TO TOJIh30BaTEIEM IS JIOBEPEHHOTO abOHEHTAa, K TEXHUYECKOMY
cpeactry UCIIJIH — nemnu yrpos.

5. HaBsizpiBaHUE JI0’)KHOTO MapIIpyTa CETH.

JlanHast yrpo3a peajm3yeTcs OJHMM M3 JIByX CIHOCOOOB: MyTeM
BHYTPUCETMEHTHOTO  WJIM  MEXCEIMEHTHOTO  HaBs3bIBaHMS.  B0O3MOXHOCTH
HaBS3BIBAHUS JIOKHOTO MapiipyTa oOOYCJIOBIIGHa HEIOCTaTKaMH, MPUCYIIIUMH
aIropuTMaM MapIIpyTHU3aluu (B YaCTHOCTHU, H3-3a MPOOJIEMBI HACHTUPUKAIUN
CETEBBIX YIPABISIIONINX YCTPOWUCTB), B PE3yIbTaTe YeT0 MOXKHO IMOTACTh, HAIpUMeED,
Ha XOCT WJIM B CETh 3JIOYMBIIUICHHUKA, IJI€ MOXKHO BOWTH B OIEPAI[MOHHYIO CpPEdy
TexHuyeckoro cpeacta B coctaBe MCII/IH. Peanu3anust yrpo3sl OCHOBBIBAETCS
Ha HECAaHKUMOHUPOBAHHOM MCIOJb30BaHUU MpOTOKOJI0B MapupyTtuzamuu (RIP,
OSPF, LSP) u ynpasnenus cetbio (ICMP, SNMP) st BHeceHust n13MEHEHuUM
B MapIIpyTHO-aApecHbIC TaOMuIIbl. [Ipy 3TOM HapymIHTE0 HEOOXOAMMO TOCIATh OT
MMEHU CETEBOTO YIPABJISIONIETO yCTPOWCTBAa (Hampumep, MapIiIpyTHU3aTopa)
yhopagistoiiee coodmieHue (pucynku 8 u 9).



1

Iepenaya Hapyummurenem Ha xoct 1 noxxHoro coobuienus o nporoxony ICMP Redirect ot
HMMEHHU MapipyTu3aropa 1 06 n3MeHeH!N TabInIIbI

%) _%— NurepHer

Mapuipytuzarop 1 MapupyTusarop 2 I

JloxHoe coobeHne Cepsep

ICMP Redirect top.secret.com

Xocr 1 Xocr 2 XocT HapymuTens
2. TlakeTs! Ha top.Secret.Com HampaBJIAIOTCS Ha HECYIIECTBYIOLINI MapIIpyTH3aTop (XocT 2), a
cllef0BaTeNbHO, CBA3b ¢ tOp.Secret.com Hapymaercst
Tabmima > %— —%7 Hurepuer
MapIIpyTH3ALUH

top.secret.com:

gateway=xoct 2 @3

Mapupyrusarop 1 MapupyTusarop 2 |

Cepsep
top.secret.com

Pucynok 8. Cxema peanuzanuu ataku «HaBsi3pIBaHHE JI0)KHOTO MapIIPyTa
(BHYTpUCETMEHTHOE) C UCTIONb30BaHuEeM poTokona ICMP ¢ nenbto HapymieHus

CBA3HU

1. ®a3a nepenauu jgoxuoro coobuiennst ICMP Redirect or umenu mapuipyTusatopa Ha xoct 1

Jloxnoe coobmenne ICMP Redirect  Mapupytusarop
B HaWJTydIIIeM MapIIpyTe K XOCTY
top.secret.com
HNuTepuer

XocT HapymIuTens

2. ®a3a mpuemMa, aHalin3a, BO3ACHCTBHUS U NIepelau IepexBauyeHHON HH(pOpMaIIUK Ha JIO)KHOM

cepBepe
%_ WnTtepuer
Mapmpytusatop 1 Mapuipyrusarop 2
Xoct 1 nepenaer
MaKETHI, .
-« Arakyomunii OT UMEHH!
Mpe/iHa3HauYeHHbIE
Q xocTa 1 repenaeT naKkeThl
- top.secret.com, Ha
S Ha top.secret.com
XOCT aTaKyIOLIeTro
XocT HapymIuTens
Xoct 1

Cepsgep top.secret.com

Pucynok 9. Cxema peanuzaiuu yrpo3sl «HaBs3piBaHUE JIOXKHOTO MapIIPyTay»
(MEeXCEeTMEHTHOE) C IeJIbI0 epexBaTa Tpaduka

6. BHeapeHue J1I0)KHOT0 0OBbEKTa CETH.

Jta yrposa
yAQJIEHHOTO MOUCKA
uHboOpMaLK  IPYT
MouCKa (Hampumep,
CTEKOM IPOTOKOJIOB

OCHOBaHa Ha WCIOJb30BAaHUM HEJOCTAaTKOB aJTOPUTMOB
. B cyuae, ecnii 0OBEKTHI CETH W3HAYAIBHO HE UMEIOT aJIpECHOMN
0 JIpyre, WCIOJB3YIOTCS Pa3IMYHBIC IMPOTOKOJBI YIaJIEHHOTO
SAP B cerax Novell NetWare; ARP, DNS, WINS B cetsax co
TCP/IP), 3akmouaromyecs B mepeaade 1Mo CETH CIEeNUaaIbHBIX



3aIpOCOB W TOJIyYeHHUH HA HUX OTBETOB C HCKoMoi uH(opmarmei. Ilpu stom
CYIIECTBYET BO3MOXKHOCTb I€peXBaTa HApyIIMTEIEM MOMCKOBOIO 3arpoca U BbIIAYH
Ha HEro JIOKHOTO OTBETa, MCIOJIb30BaHHE KOTOPOTO MpPUBEAET K TpedyemMomy
M3MEHEHUI0 MapIIPyTHO-3JIpECHBIX JaHHBIX. B janbHeiimeM Bech IMOTOK
uH(GOpPMAIIUHU, ACCOIMUPOBAHHBIA C OOBEKTOM-KEPTBOU, OyAEeT MPOXOIUTH 4Yepes
JIOXKHBIN 00BeKT ceTH (pucyHnku 10 - 13).

1. ®a3a oxxunanus ARP-3ampoca
&>
|

ATakyomuil IpoCIyIBaeT Mapupytusarop
KaHaJ, 0KuIas Iepeiady

ARP-3ampoca

A HHuTepuer
Xoct N

XocT HapymuTes

2. ®aza peanuzayy yrpossl

XocT nepenaer
ARP-3ampoc

3. ®a3a npuema, aHau3a, BO3ISHCTBHU U Iiepejadn MepexBadeHHON HHPOpMAIMU Ha
noxxaoM ARP-cepsepe

%Mapmpymsamp
Cas3b xocta lc | ‘
MapIIpyTH3aTOPOM MPOUCKOTUT |
uepe3 noxHbil ARP-cepBep |
M Q % ' UHT
| . . S | epHeT
' |
l .
| |
| |

JIoXKXHBII
ARP-cepsep

[epexsatuB ARP-3ampoc, Mapupytuzarop

aTaKyIOUIU IepeaeT JOKHBIN

ARP-otBeT :
@ Hurtepuer
Xocr N

XocT HapymuTens

Pucynok 10. Cxema peanuzaiuu yrpossl «Baenpenue noxanoro ARP-cepsepay»



1. ®a3a oxunanus atakyonmM DNS-3ampoca ot xocta 1 (arakyromuii HaXOJUTCS TUO0 HA XOCTE
Hapymmtens 1, 1u6o Ha X0CTe HApyIIUTEIs 2)

Cepsep /\
% top.secret.com [Xs
Mapuipytusarop §/
MapiupyTtuzarop MapmpyTtuzaTop °§/
% DNS-cepsep
Xocr 1 Xoer 2
Xoct HapymmTens 1 XocT HapymHTes 2

2. ®aza nepegaun atakyoomum oxuHoro DNS-oTBera (atakyromuit HaXomuTest TUO0 Ha XOCTe
HapywuTens 1, 1100 Ha XOCTe HapyIuTens 2)

‘ 5
& S
MapmpyTtuzaTop Cepsep top.secret.com
T T % HOX?HHP'I \o\\
DNS-3anpoc Toxuesi  Mapmpyrusarop Mapupyrusarop DNS-o1BeT §/
% DNS-otBeT DNS-cepaep
Xocr 1 Xocr 2
Xoct HapymmTens 1 Xoct HapymmTes 2

3. ®a3a mpuemMa, aHaIHM3a, BO3ACHCTBUS U NTEpeau IepexBaueHHON MH()OPMAINK Ha JIOKHOM CEpBeEpe

Mapupyrusarop Cepgep top.secret.com

r § ____________

L Xoct 1 Xocrt 2

Y/

XocT HapymmTens 2

Pucynok 11. Cxema peanuzanuu yrpo3ssl «Baeapenune noxuaoro DNS-cepsepa»
nyteM nepexsara DNS-3amnpoca



1. Hapymmtens nepenaet HanpasieHHbIH mropMm DNS-otBeToB Ha X0CT 1

MapupyTuszarop

Cepsep
top.secret.com
[ITopm NOKHBIX

. AWS-OTBGTOB oT
nmern DNS-

MapupyTusatop  eppepa na xocr 1

JloxHsblil cepep
(xocT HapymMTeNST)

MapmpymaTop

DNS-cepBep

2. Xocrt 1 nocermaer DNS-3anpoc u HemennenHno nosrydaeT noxHbii DNS-otBeT

W
R
L

MapupyTusarop

Mapuipytusarop

ITopM J10KHBIX

% ven > S-0TBETOB OT
T O’,%’{ L y % nMenn DNS-
22, St apIIpyTH3aTOP
DNS-3aHpoc/;;¢'» Mapupyrusarop cepaepa DNS-cepaep

Xoct 1 JloxxHBIN cepBep
Xoer2 (xocT HapymuTens)

3. ®a3a npuemMa, aHaK3a, BO3ACHCTBH U TIepeaayn MepexBaueHHON HHPOPMAIIMU Ha JIOXKHOM CepBepe

Mapmpytuszatop

Cepaep
op.secret.com

W -1

MapuipyTuzarop

Mapupyrtuzarop Mapupytusatop DNS-cepBep

L

JloxHblit cepBep
(xocT HapyIIUTENST)

Pucynok 12. Cxema peanuzaiuu yrpo3sl «BHeApeHue JoxxHoro DNS-cepsepay nytem
mropma DNS-oTBeTOB Ha KOMIIBIOTED CETH



1. Hapymmrenp co3/1aeT HAPABICHHBII IITOPM JIOKHBIX DNS-0TBETOB OT HMEHH OTHOTO U3 KOPHEBBIX
DNS-cepBepoB u mpu 3TOM IIPOBOLKPYET STOT CEPBEP HA OTBET, Mmockuas Ha Hero DNS-3ampoc

‘ I/IHTepHeT 4
MapupyTusarop

Cepse
XOCT 1 p P
A
Mapuipyruzarop MapmpyTH3aT0p MapmpyTI/I:;aTop
L DNS-3ampoc Ha ouck Kopnesoi
DNS-cepaep top.secret.com DNS-cepsep

XOCT HapyIIUTeNs

2. DNS-cepsep nepenaer DNS-3anpoc Ha kopueBoit DNS-cepep u HemeneHHO nonydaeT jJoxHbii DNS-oTBeT ot
aTaKyoIIero

‘ % ; WNHTepHeT ‘
MapupyTuzarop
XOCT 1 % % s
M il

apliipyTu3aTrop Mapupyusarop Mapurpyruzarop
DNS-3ampoc

HampasiieHHBI IITOPM
noxHbeIXx DNS-oTBeTOB

OT UMCHH KOPHEBOI'O

Kopuesoit
DNS-cepep DNS-cepsepa DNS-cepsep
XOCT HapyLUIHUTEISI

3. Xocr Hapymmrens u3MeHsiet kair-radbnuiny DNS-cepBepa u obecrieunBaer npoxoxaeHue Tpaduka uepes
noxHbIi Cepep top.secret.com

(a/a
(a4

epBep ‘ *

oxxHbIl CepBep
top.secret.com

" top.secret.com
HTEPHET DNS-3amnpoc Ha nmouck
Ko Tabmuma DNS- p —<— p

TOP.SECRET.COM
cepBepa

top.secret.com:; DNS-ot1BeT ¢ J10HBIMU
IP anpec arakyromiero CBEICHUSIMH O XOCTE
TOP.SECRET.COM

DNS-cepsep

Xocr 1

Pucynok 13. Cxema peanuzaiuu yrpossl «Braenpenue noxknoro DNS-cepsepay
nytem mropmMa DNS-otBeToB Ha DNS-cepsep
7. OTKa3 B 00CITy>KMBaHUH.
DT yrpo3bl OCHOBaHBI Ha HEIOCTATKaX CETEBOTO MPOrPaMMHOTO 00ECTICUCHHSI,

€ro  yA3BUMOCTAX, IIO3BOMAIOINWX HAPYIIUMTCIO CO34aBaTb  YCIOBUA, KOIraa



ONepalMoOHHasl CHUCTEMa OKa3bIBAETCS HE B COCTOSHUM 00palaThiBaTh MOCTYMHAIOUIUE
MaKEeThI.

MoryT OBbITh BbII€NIEHBI HECKOJIBKO PA3HOBUIHOCTEN TaKUX yTPO3:

a) CKpBITBIII OTKa3 B OOCHY>KMBAaHWH, BBI3BAHHBIM MPHUBICYEHUEM YACTH
pecypcoB UCIIJI[H Ha 00pabOTKy MakeTOB, MEPEAABACMBIX 3J0YMBIITUICHHUKOM CO
CHMUKEHHEM IPOIYCKHOW CIOCOOHOCTH KaHAJIOB CBSI3U, MPOU3BOAUTEIBHOCTU
CETEeBBIX YCTPOICTB, HapylleHHeM TpeOOBaHUN KO BpeMeHH OOpabOTKH 3ampocoB.
[Ipumepamu peanu3ani yrpo3 MOJ0OHOTO pofa MOTYT CIYKWTh: HallpaBICHHBIN
mropM 3xo-3anpocoB no mporokory ICMP (Ping flooding), mropm 3ampocoB Ha
yctanoBienne TCP-coenunenuii (SYN-flooding), mrropm 3anpocoB k FTP-cepsepy;

0) ABHBI OTKa3 B OOCITY>KMBAHHH, BBI3BAHHBIM HCUYEPIIAHHEM PECYPCOB
NCIIIH npu oOpaboTke MakeToB, MepeaaBacMbIX 3JI0YMBIIUICHHUKOM (3aHATHE BCEl
MOJIOCHI TMPOIMYCKAHUS KAHAJIOB CBSI3U, MEPENOJIHEHHE Ouepeeil 3ampocoB Ha
o0CIy’>KMBaHKE), TIPU KOTOPOM JIETAJIbHBIE 3aIIPOChl HE MOTYT OBITh MepeaHbl yepes
CEeTh M3-3a HEOCTYIMHOCTH CPENbl Mepeaadu Ju00 MoMydaloT 0TKa3 B 00CITy>KMBaHUU
BBHJly IIEPEIIOJIHEHHS OYEpENEH 3alpoCOB, TUCKOBOIO IIPOCTPAHCTBA NaMATH U T.[I.
[Ipumepamu yrpo3 JaHHOTO THIIA MOTYT CIY>KMTh IITOPM IIMPOKOBEIIATEIBHBIX
ICMP-3x0-3anipocoB  (Smurf), wampasnennsiii mrTopMm (SYN-flooding), mTopm
COOOIICHNH TIOYTOBOMY cepBepy (Spam);

B) IBHBII OTKa3 B OOCIY)XMBAaHHM, BBI3BAHHBIM HAPYIICHUEM JIOTHYECKOU
CBA3HOCTH MEk)Iy TexHnueckumu cpencrsamu MCII/IH npu nepegade Hapymurenem
YIOPABJIAIONIMX COOOLIEHNI OT UMEHH CETEBBIX YCTPOMCTB, MPUBOIALINX
K U3MEHEHHIO MapIIpyTHO-aIpeCHbIX JaHHbIX (Hanmpumep, ICMP Redirect Host,
DNS-flooding) niu naeHTHGUKAIIMOHHON ¥ ayTeHTH()UKAITMOHHOW UH(POPMAITUH;

T') SBHBIM OTKa3 B OOCTYKMBAaHWUM, BHI3BAHHBIN Mepeaayeii 3710yMbIIIIICHHUKOM
MaKeTOB C HECTaHIapTHbIMH arpuOyTamu (yrpo3bl tuma «Land», «TearDrop»,
«Bonk», «Nuke», «UDP-bomb») wmm wuMmeronmx JidHY, HPEBBIMIAOIIYIO
MaKCHMaJbHO JOMYCTHUMBIH pa3smep (yrposa Tuma «Ping Deathy), uto moxer
PUBECTU K COOI0 CETEBBIX YCTPOMCTB, YYaCTBYIOIIMX B 00pabOTKE 3ampocoB, MpHU
YCIOBHM HaJIW4Yus OMMOOK B MporpamMmax, peaju3yrolnX IMPOTOKOJbI CETEBOrO
oOMeHa.

PesynbratoM peanuzanuyd JaHHOM yrpo3bl MOXET CTarb HapylIeHHUe
paboTOCIOCOOHOCTH  COOTBETCTBYIOIIEH CIIYKObl MPEIOCTABICHUS  YIAJICHHOTO
nocrtyna k 111n B UCII/IH, nepenada ¢ oqHOTO aapeca Takoro KOJIMYECTBA 3alpPOCOB
Ha MOJAKJIIOYEHUE K TeXHUYeCKoMYy cpeacTBy B coctaBe MCII/IH, kakoe MakCUMalbHO
MOXKET «BMECTUTH» TpauK (HalpaBICHHBIA «IITOPM 3alPOCOB»), YTO BJIEYET 3a
co0Oi MepernosHeHne Oovepenr 3ampocoB U OTKa3 OJHOM W3 CETEBBIX CIYKO WM
NIOJIHYK0 OCTAaHOBKY KOMITBIOTEpPA M3-32 HEBO3MOKHOCTH CHUCTEMBI 3aHUMAThCSI HUYEM
JIPYyTUM, KpoMe 00pabOTKH 3aITPOCOB.

8. YnaneHHblIi 3ayCK MPUIIOKEHUH.

VYrpo3a 3akitouaercsi B cTpemieHud 3anyctuth Ha xocte UCIIH pa3nuunbie
[IPEIBAPUTEILHO BHEIPEHHBIE BPEJOHOCHBIE IPOrPAMMBIL: MPOTrPAMMBbI-3aKIIAIKH,
BUPYCHI, «CETEBbl€ IIMHOHBD», OCHOBHAas IeJib KOTOPbIX — HAapyIIECHUE
KOH(PUACHIIMAIBHOCTH, LIEJIOCTHOCTH, JOCTYIHOCTH HWH(OpMAIMU W  TOJHBIN
KOHTPOJIb 32 paboToi xocTta. Kpome TOro, BO3MOKE€H HECAaHKIIMOHUPOBAHHBIN 3aITyCK
OPUKJIAJAHBIX TPOrpaMM TIOJb30BaTeNe i HECAaHKIMOHHWPOBAHHOTO MONTYYEHUS
HEOOXO/IMMBIX HApYIIUTEN0 JaHHbIX, JIS 3allyCKa YIPaBIsE€MbIX MPUKIATHON
IIPOrpaMMOU MPOLIECCOB U AP.



BoiaensitoT Tpu nojakiiacca JaHHbIX yIpo3:

1) pacipocTpaHeHue  QailyioB,  CoAepKANMX  HECAHKI[MOHUPOBAHHBIM
UCTIOJTHAEMbIN KOJI;

2) yolaJieHHBIA  3allyCK  NPWIOKEHHUs IMyTeM mepenoiHeHus  Oydepa
IIPUII0KEHUN-CEPBEPOB;

3) ymaneHHBIA 3amyCcK TPHIOKCHHS IyTeM HCIOIb30BAHUS BO3MOXXHOCTEH
YVIAJICHHOTO YIIPABICHUS CUCTEMOM, MPEAOCTABISIEMBIX CKPBITBIMH TPOTPAMMHBIMU U
anmapaTHBIMU 3aKJIaIKaMH JTUOO HCIIOJIb3yeMBIMHU IIITATHBIMU CPEICTBAMH.

TumoBble yrpo3pl MEPBOTO W3 YKA3aHHBIX ITOJKJIIACCOB OCHOBBIBAIOTCS Ha
AaKTUBH3AIlMM PACTIPOCTPaAHSIEMbIX (AWIOB MPU CIyIalHOM OOpaIIeHHH K HUM.
[Ipumepamu Takux QailioB MOTYT CIIY>KUTh: (hailJibl, CoAepKalIUe UCTIOIHIEMBbINA KOJT
B BuJe MakpokoManz (mokymentsl Microsoft Word, Excel u T.mm.); html-gokymeHTHI,
cojliep)Kallie MCIOJHAECMBbIA KOox B BHIe 3nmeMeHToB ActiveX, Java-ammieros,
HHTEPIPETUPYEMBIX CKPUIITOB (HampuUMep, TeKCThl Ha JavaScript); daiisl,
CoJIepIKalllie UCTIONHSIeMbIe KO/bl Mporpamm. i pacrnpocTpaHeHus: (HaiioB MOTYT
UCIIOJIb30BaThCA CIY>KOBI 2JIEKTPOHHOM TMOYTHI, nepeaaydu ¢haisios, ceTeBoi QaitioBoi
CUCTEMBI.

[Ipu yrpo3ax BTOpPOro IMOAKIACCAa HCIOJIB3YIOTCS HEIOCTATKH TPOTPAMM,
peaTu3yIoNMX CETeBbIC CEPBHUCHI (B YAaCTHOCTH, OTCYTCTBHE  KOHTPOJIS
nepenonHeHus Oydepa). HacTpoilkoli CHCTEMHBIX PErHMCTPOB HMHOIIA YAAeTcs
MIEPEKITIOYHNTH MPOIECCOP TMOCTE MPEePhIBAaHMUS, BEI3BAHHOTO TepenoHeHneM Oydepa,
Ha HMCIIOJIHEHUE KOJa, colleprkalerocs 3a rpanuieit Oydepa. [Ipumepom peanuzanuu
TaKOH YIpO3bl MOXKET CITYKUTh BHEAPECHHUE MITUPOKO U3BECTHOTO «BUpyca Moppucay.

[Ipu yrposzax TpeThero Mojakjacca HapyIIMTENb HCIOIb3YyeT BO3MOXHOCTH
yIQJIEHHOTO YMPAaBICHUS CHUCTEMOM, MPEIOCTABISIEMbIE CKPBITHIMU KOMIIOHEHTaMU
(HanpuMep, «TposHCKUMH» mporpammamu Tuma Back Orifice, Net Bus) mm6o
IITATHBIMU CPEJICTBAMU YIPABICHUS U aJMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH
(Landesk Management Suite, Managewise, Back Orifice u T. m.). B pesynbrare nx
UCIIOJIb30BaHMS YIa€TCs TOOUTHCS YIaIEHHOTO KOHTPOJISl HAJl CTAHITUEH B CETH.

CxemMaTHYHO OCHOBHBIE ATaIbl PAOOTHI ATHX MPOTPAMM BBITJISIST CICTYIONTAM
o0pazoM:

WHCTAJUTSIUS B TTAMSATH;

OXXHUJIaHHUE 3alpoca C YHaJeHHOTO XOCTa, Ha KOTOPOM 3alylleHa KIUEHT-
mporpamMma, ¥ 0OMEH ¢ Heil COOOIIEHNUSIMHA O TOTOBHOCTH;

nepenavya mnepexBaueHHONW WHGOPMAIMKM KIMCHTY WIH TMPEAOCTABICHHE €My
KOHTPOJISI HAJT aTAaKyeMbIM KOMITBIOTEPOM.

Bo3moxHBIE TIOCHENCTBHUS OT peaju3ali  yrpo3 Pa3IMYHbIX KIJIACCOB
pUBEICHBI B Tabnuiie 3.

Tab6nuia 3
Bo3MmoxHBIEC TOCTEACTBUS peasU3aIliu YTPO3 Pa3IMYHBIX KJIACCOB

Tun ataku Bo3moxkHbIe moc1eacTBHs

1  |Amnamm3 ceteBoro Tpauka HccnenoBanne  XapakTepUCTHK — CeTeBOTO  Tpaduka,
nepexBaT MEpelaBacMbIX JAHHbIX, B TOM 4YHCIE
UACHTH(UKATOPOB U MaposIel MOJIb30BaTeIeH




2 CkaHHpOBaHUE CETH

OnpeneneHre MPOTOKOJIOB, JTOCTYIHBIX TOPTOB CETEBBIX
CIy0, 3aKOHOB (OPMHPOBaHUS  HIACHTHU(PHUKATOPOB
COC/IMHEHHH, AKTHUBHBIX CeTEeBbIX CEpBHCOB,
UACHTH()UKATOPOB U MapoJell MOIb30BaTEICH

3 «ITaponbHas aTaka BremonHeHne = 000TO  IECTPYKTHBHOTO  JCHCTBUS,
CBSI3aHHOTO C  TIONYyYEHHEM HECAHKIMOHHPOBAHHOTO
JIOCTyIa

4 HOHMeHa JIOBEPEHHOIO 06BCKTa CeTH 3menenue TpacChbl MMPOXOKACHUA COO6HI€HI/II\/'I,

HECAaHKLMOHUPOBAaHHOE U3MEHEHNE MapIIPyTHO-aAPECHBIX
JaHHBIX. HecaHKIMOHMPOBAaHHBIA JOCTYIl K CETEBBIM
pecypcam, HaBsI3bIBaHUE JIOKHON MH(DOpMaITUH

5  |HaBs3bIBaHUE JIOXXHOTO MapuipyTa

HecankunoHupoBaHHOE M3MEHEHHE MapIIpyTHO-
aIPECHBIX JAHHBIX, aHaIun3 u MoaupUKaIHs
nepeaBaeMbIX JIaHHBIX, HaBsI3bIBAHUE JIO’KHBIX
COOOIIECHUI

6 BHeapenue 10)kHOTO 00BEKTa CETH

[MepexBar u npocmotp Tpaduka. HecaHKIIMOHHPOBAHHBIN
JOCTYII K CETEBBIM pecypcaM, HaBA3bIBAHUC JIOXKHOM
nH(pOpMaIH

HOCTEH YIAJIEHHOIO YIPaBICHUS
CHCTEMOH, MPEOCTABIAEMbIX
CKPBITBIMU ~ IIPOTPAMMHBIMUA U
anmapaTHBIMU 3aKJIaJIKaMu MO0
HCTIONb3yeMbIMU IITaTHBIMA
CpencTBaMu

7 YactuuHoe ncdyeprnanue pecypcos | CHIKCHHE  TIPOIYCKHON CIIOCOOHOCTH KaHAIIOB  CBSI3H,
Orkas MPOU3BOJIUTENILHOCTH CETEBbIX YCTpOWCTB. CHIKEHHE
B IIPOU3BOIUTENBHOCTH CEPBEPHBIX NPUIIOKEHHH
;i?;;z{ TTomuoe HcYepIIaHuE PECYPCOB HeB0o3MOXXHOCTE nepeaain COO6HICHI/II>’I n3-3a OTCYTCTBHUA
. JIOCTyla K Cpele TMepenayd, OTKa3 B YCTaHOBJICHUH
coequHeHna. OTka3 B MPEAOCTaBIEHUH  CepBHCA
(3NEKTPOHHOM MOUTHI, (haiJIOBOTO H T.1I.)
Hapyenne normueckoii| HEBO3MOXKHOCTS mepenadu, cOOOMEHN n3-3a OTCYTCTBUS
CBSI3HOCTH MEXAY anI/I6yTaMI/I, KOPPEKTHBIX MapaIpyTHO-aApECHBIX JAaHHBIX.
JIAaHHBLIMH, 00BbEKTaMU HeBo3MOXXHOCTE TIOJIYYCHUA yciayr BBUY
HECaHKIIMOHUPOBAHHON MOJU(HUKAIIMY UICHTU(DUKATOPOB,
napoJied 1 T.II.
Hcnonb3oBaHne omnboK  B|HapymeHne paboTOCIIOCOGHOCTH CETEBBIX YCTPOHCTB
Iporpammax
8 [Tyrem PpacChlIKA (daiinos, Hapymienne KOH(DHICHIIHATILHOCTH, LIEIOCTHOCTH,
Vﬂaﬂf colepIKaIInX JIECTPYKTUBHBIH | nocTynHOCTH HHpOpPMALMH
HHBIM |ycrionHsAEMBIA  KOH, BHPYCHOE
3ayC  3apakeHHe
K Ilyrem mnepenonnenuss Oydepa
Tprito CEPBEPHOI0 NPUIIOKEHUS
JKeHU
i IIyremM HCHIONB30BaHMs BO3MOXK-| CKpHITOE yIpaBleHHE CHCTEMOM

[Ipomecc peanuzaruu yrpo3sl B 00IIEM ClTydae COCTOUT U3 YETHIPEX ITAIOB:

coopa uHpopmaluy;

BTOpKCHUS (IIPOHUKHOBEHHSI B OTIEPAITMOHHYIO CPEIY);

OCYIIECTBIICHUS HECAaHKIIMOHUPOBAHHOTO JOCTYIIA;

JUKBUIAINH CIIEJOB HECAHKIIHOHUPOBAHHOTO JTOCTYTIA.

Ha stane c6opa nadopmanuu HapymuTeass MOTYT HHTEPECOBaTh Pa3TMIHbIC
ceenenus 00 UCII/IxH, B Tom ynciie:

a) O TOIOJIOTHM CETHU, B KOTOPO (YHKIIMOHHPYET cucrtema. [Ipu 3ToM Moxer
MCCIIEIOBAThCSL OOJIaCTh BOKPYT CETH (HANpUMep, HApYIIUTENsE MOTYT WHTEPECOBATh
ajzipeca JOBEPEHHBIX, HO MEHEE 3allUIIEHHBIX XOCTOB). [ onpeeneHus J0CTYITHOCTH




XOCTa MOTYT HCIOJIb30BATHCS MPOCTEHIIME KOMaH/Abl (Hampumep, KOMaHaa ping JUis
noceuiku [CMP-3anpocoB ECHO REQUEST c¢ oxunanuem Ha Hux [ICMP-orBeToB
ECHO REPLY). CymecTtByioT  YTWIMTBI, OCYIICCTBISIIOIIME  TapajijieIbHOE
onpesesieHue JIOCTYITHOCTH XOCTOB (Takue Kak fping), KOTOpbIe CIHOCOOHBI
MPOCKAaHUPOBaTh  OOMNBIIYI0 O00NacTh AAPECHOr0 MPOCTPAaHCTBA HA  MPEIMET
JOCTYITHOCTH XOCTOB 3a KOPOTKHI HPOMEXKYTOK BpEMEHHU. TOMONOIvs CETH 4YacTo
OIpENIENAETCS Ha OCHOBAaHMM «CYETYMKA Y3JIOB» (IMCTAaHIMHU MEXAy Xxoctamu). llpu
9TOM MOTYT IIPUMEHSTHCS TAKME METO/BI, Kak «moxyysinnn TTLy» u 3anmncn mapuipyra.

Meton «monymsauuu TTLy peanuzoBan mporpammoi traceroute (st
Windows NT — tracert.exe) u 3axmouaercss B Moayssiuu 1ot TTL IP-makeroB. Jlist
3amnKcy MapIIpyTa MoryT ucnonb3oBarsesi [CMP-nakeTsl, co3aaBaemMblie KOMaHIOM ping.

COop uH@popMauu MOKET ObITH TAK)KE€ OCHOBAH Ha 3arpocax:

k DNS-cepBepy 0 cCIHCKE 3aperucTpUpOBaHHBIX (M, BEPOSTHO, AKTUBHBIX)
XOCTOB;

K MaplIpyTu3aropy Ha ocHoBe mporokona RIP 00 wu3BecTHhIX MapuipyTax
(nHbOpMAILIHSI O TOTIOJIOTHH CETH);

K HEKOPPEKTHO CKOH()UIypHPOBAaHHBIM YCTPOMICTBaM, MOAAEPKUBAIOIIUM
npotokoia SNMP (uH(popManus o TOMOIOTHH CETH).

Ecou UCII[H HaxomuTcsi 3a MEXKCETEBBIM 3KpaHoM (MD), Bo3MOxkeH cOOp
uHpopmaiu o koHpurypauuu MO u o tononorun UCIIIH 32 M3, B TOM umcie
MyTEeM TMOCHUIKH MMAKETOB HA BCE MOPTHI BCEX MPEAIOJIAraéMbIX XOCTOB BHYTpPEHHEH
(3aiuinaeMoit) cetu;

0) o tune omnepanuonHoi cucteMbl (OC) B MCII[H. CaMblii U3BECTHBIN
cnioco0 ompenenenus tTuna OC xocTa OCHOBaH Ha TOM, 4TO paznuuHbie Tunbl OC mno-
pasHomy peanusyioT TpedoBanus cranaaproB RFC k creky TCP/IP. Dto mo3Bossier
HapyIIUTEN0 yrajaeHHo uaeHTuduuuponate THH OC, YCTaHOBIEHHOM Ha XOCTe
NCII/IH nmyTeM NOCBUIKM CIieHUaIbHBIM 00pa3oM C(OPMHUPOBAHHBIX 3alpOCOB U
aHaJIM3a MOJyYeHHBIX OTBETOB.

CyiecTByIOT clienuaibHble CPEICTBA, PEANTM3YIOLIUE JaHHbIE METOIbl, B
gactHocTH, Nmap u QueSO. MoXHO OTMETHTH TaKXKe TaKOH METOHA OMpeaeICHHUs
tuna OC, Kak MPOCTEHMIIMK 3alpOC Ha YCTAHOBJIECHHUE COCAMHEHHS MO MPOTOKOIY
ynaneHHoro gocrymna telnet (telnet-coenmuenusi), B pe3ynabrate KOTOPOTO IO
«BHEIIHEMY BHAY» OTBeTa MOXHO onpenenuts Ttun OC xocra. Hamnuwme
OTIpE/ICTICHHBIX CEPBHUCOB TAK)KE MOXKET CIY)KHTh JOMOJHUTEIHHBIM MPU3HAKOM IS
onpenenenus tuna OC xocra;

B) 0 (DYHKUMOHMPYIOIIMX Ha XocTax cepBucax. OnpeneneHue CEpBHCOB,
UCTIOJHIEMBIX Ha XOCTE, OCHOBAHO HAa METOJE BBISBICHHUS «OTKPBITHIX IMOPTOBY,
HalnpaBlIeHHOM Ha cOop uHpoOpMaIMK O JAOCTYNHOCTH Xocta. Hampumep, s
onpenenenust noctynHoctu UDP-mmopra HEOOXOAMMO TMOIYYUTHh OTKIUK B OTBET Ha
nocbuiky UDP-nakera cCOOTBETCTBYIOIIEMY MOPTY:

ecmu B orBer mnpunuio coodmenue ICMP PORT UNREACHEBLE, Tto
COOTBETCTBYIOLIUI CEPBUC HEAOCTYIIEH;

€CJIM IAHHOE€ COOOIIEHUE HE TIOCTYIUIIO, TO MIOPT «OTKPBITY.

Bo3moxHBI BecbMa pa3HOOOpa3Hbie BapHallii UCIIONb30BAaHUS 3TOIO METO/A B
3aBHCHMOCTH OT MCIIOJIb3yeMOTO0 MPOTOKOJIA B CTeKe mpoTokosioB TCP/IP.

Jlist aBroMmatuzanuu coopa undopmanuu 06 UCITJIH pazpaboTraHO MHOKECTBO
IPOrpaMMHBIX CPEACTB. B kauecTBe mpruMepa MOKHO OTMETHTH CIEIYIOIINE U3 HUX:

1) Strobe, Portscanner — ONTUMH3UPOBAHHBIC CPEICTBA  OIMPEIACIICHUS



JOCTYITHBIX CepBUCOB Ha ocHOBE onpoca TCP-noptos;

2) Nmap — cpeacTBo CKaHUpPOBAHMS JOCTYIHBIX CEPBUCOB, MPEIHA3HAYCHHOEC
st OC Linux, FreeBSD, Open BSD, Solaris, Windows NT. SBnsiercs cambiM
MOMYJISIPHBIM B HACTOSAILIEE BPEMSI CPEICTBOM CKAHUPOBAHUS CETEBBIX CEPBHCOB;

3) Queso — BeICOKOTOYHOE cpencTBO ompeaeneHuss OC xocTa ceTd Ha OCHOBE
MMOCBUIKM TIEMH KOPPEKTHBIX M HEKOppekTHhIX TCP-makeToB, aHanmw3a OTKIWKA U
CpPaBHEHHUS €r0 C MHOXXECTBOM H3BECTHBIX OTKIMKOB paznuuHbix OC. JlanHOE
CPEICTBO TaKKe SBISCTCSA TMOMYAIPHBIM Ha CETOAHSIIHWN JCHb CPEICTBOM
CKaHUPOBAHUS;

4) Cheops — ckaHep TOITOJIOTHMH CETH ITO3BOJISICT MOJYYUTHh TOIOJOTHIO CETH,
BKJIIOUasi KapTuHy JoMeHa, obnactu [P-aapecoB u t.a. Ilpu atom ompenensiercs OC
XOCTa, a TAK’KE BO3MOYKHBIE CETEBbIE YCTPOMCTBA (ITPUHTEPHI, MAPLIPYTU3ATOPHI U T.11.);

5) Firewalk — ckaHep, HCHOIB3YIOIIMI METOABI IIPOrpaMMbI traceroute B
UHTEpecax aHalu3a OTKIMKa Ha [P-maketsl ansg omnpeneneHus KoHOUTypanuu
MEXKCETEBOT0 dKPaHA U MOCTPOCHUS TOMIOJIOTHH CETH.

Ha sTane BTOp)kKeHUS HCCIENyeTCs] HAIMYUE TUTIOBBIX YA3BUMOCTEH
B CHUCTEMHBIX CEpBHCAaX WIH OIMHUOOK B aJMUHUCTPUPOBAHUM CUCTEMBI. YCHEIIHBIM
PE3YABTATOM HCIIONB30BAHUS YI3BUMOCTEH OOBIYHO SIBISICTCS MOTYYCHHUE MPOIIECCOM
HapyIIuTeNsl  NPHUBWICTHPOBAHHOTO  pEeXMMa  BBIMOJHEHUS  (AocTyma K
MIPUBUJICTHPOBAHHOMY PEXUMY BBITIOJHEHUS KOMaHIHOTO MPOIECCOpa), BHECEHUE B
CHUCTEMYy YYETHOM 3allMCH HE3aKOHHOTO ITOJh30BaTels, MonydeHue (aiina maposei
WJIM HapylIeHHe paboToCOCOOHOCTH aTaKyeMOro X0CTa.

DTOT 3Tam pa3BUTHUSA YyTPO3bl, KaK MPaBWiIO, sBiseTcs MHOro(da3HeiM. K dazam
npoliecca peau3aiy yrpo3bl MOTYT OTHOCUTBLCS, HAIIPUMED:

YCTaHOBJICHHUE CBSI3U C XOCTOM, OTHOCUTEILHO KOTOPOTO pealiu3yeTcs yrposa;

BBISIBJICHUE YS3BUMOCTH;

BHEJIPEHUE BPEOHOCHON MPOTrpaMMbI B MHTEpECaX PACHIMPEHUS MpaB U Jp.

VYrpo3sl, peanusyemble Ha dTane BTOPKEHHS, MOAPA3NEISIOTCS MO YPOBHAM
creka npotokosioB TCP/IP, mockonbky ¢GOpMHUPYIOTCS Ha CETEBOM, TPAHCTIOPTHOM
WJIU TIPUKJIATHOM YPOBHE B 3aBUCUMOCTH OT UCITOJIb3YEMOTO MEXaHU3Ma BTOPIKCHHUS.

K TtumoBeIM yrposam, peamuzyeMblM Ha CETEBOM M TPAHCIIOPTHOM YPOBHSIX,
OTHOCSATCSI TAKHE KaK:

a) yrpo3a, HalrpaBJIcHHAs Ha IMOJIMEHY JIOBEPEHHOTO 00BEKTA;

0) yrpo3a, HanpaBJ€HHAas HAa CO3/IaHUE B CETU JIOXKHOTO MapIIPYTa;

B) YIpo3bl, HAMPABJICHHBIC HA CO3JaHUE JIOKHOTO OOBEKTA C MCIIOIh30BAHUEM
HEJI0CTATKOB aJITOPUTMOB YIAJICHHOTO ITOUCKA;

T') YTPO3bI THIMA «OTKa3 B 00CITY>KMBAaHUW», OCHOBAHHBIE HA
IP-nedparmentanuu, Ha popmupoBaHun HekoppekTHbIX ICMP-3anpocoB (Hampumep,
araka «Ping of Death» u «Smurfy»), Ha popmMupoBaHrr HEKOPPEKTHBIX
TCP-3anpocoB (ataka «Land»), Ha co3MaHnM «IIITOPMay MAKETOB C 3alIPOCaMu
Ha coenuHenne (araku «SYN Flood») u ap.

K TunoBeiM yrpo3am, peanuzyeMbiM Ha MPHUKIATHOM YypPOBHE, OTHOCSTCS
yrpo3bl, HalpaBJICHHBIC Ha HECAHKIIMOHWPOBAHHBIA 3aITyCK TPHIIOKCHUU, YTPO3bI,
peanu3anus KOTOPBIX CBsi3aHA C BHEIPECHUEM IPOTPAMMHBIX 3aKjIaJ0K (THIIA
(TPOSTHCKHI KOHBY), C BBISBIICHHEM ITapoJIeH JOCTyIa B CETh WM K ONPEICICHHOMY
XOCTY | T.[I.

Ecnm peanmuzammst yrpo3sl He TPHHECHIA HAPYIIUTEI HAWBBICIIMX IpaB
JOCTyIla B CUCTEME, BOBMOXKHBI ITOMBITKA PACIIUPEHHS dTUX MPaB J0 MaKCUMAaJIbHO



BO3MOXXHOTO YpOBHs. [l 3TOr0 MOTYT MCHOJNB30BATHCSA YSI3BUMOCTU HE TOJIBKO
CETEBBIX CEPBHUCOB, HO M YSI3BUMOCTHM CHCTEMHOIO IPOTPAMMHOIO OO€CHEeYEHMUsI
xoctoB UCIInH.

Ha »ranme peanuzanuy HECAaHKIMOHUPOBAHHOIO JOCTYNA OCYIIECTBISAETCS
COOCTBEHHO JOCTIKEHHE LIETH peaTn3alliil yIpO3bl:

HAapyLICHHUE KOH(UICHIINATbHOCTH (xomupoBaHuUe, HENPaBOMEPHOE
pacnpocTpaHeHue);

HapyllIEeHUE [IEJIOCTHOCTU (YHUUYTOXKEHNE, U3MEHEHHE);

HapyIlIeHue JOCTYyMHOCTH (OJIOKUpPOBAHHUE).

Ha »ToMm ke 3Tame, mocie yka3aHHBIX JACHCTBHM, KaKk MPaBHIIO, (POPMHUPYETCS
TaK Ha3bIBa€MbIl «UEpHBIH BXOA» B BHUAE OJHOTO W3 CEPBUCOB (JIEMOHOB),
OOCITY)KMBAIOIIMX HEKOTOPHII MOPT U BBINOJHAIOIIMX KOMaH/Ibl HAPYIIUTEIS.
«YepHblii BXOA» OCTABISETCSA B CUCTEME B HHTEpecax 00eCIeyeHus:

BO3MO)XHOCTH MOJXYYUTh JOCTYI K XOCTY, AaXK€ €CIIM aAMUHUCTPATOP YCTPAHUT
UCIOJIb30BAHHYIO U1 YCIEIIHON peann3aiy yrpo3bl ysI3BUMOCTH;

BO3MOXXHOCTH MOJYYUTh AOCTYII K XOCTY KaK MOXHO 00JI€€ CKpPBITHO;

BO3BMO)XHOCTH TMOJYYUTh JOCTYN K XOCTy OBICTpO (HE MOBTOPSS 3aHOBO
IIPOLIECC PEATU3ALIAN YTPO3bI).

«YepHbI BXOO» TO3BOJSET HApPYIIUTENIO BHEAPUTh B CETh WIM HA
ONPEIENECHHBI XOCT BPEIOHOCHYIO IPOTpaMMy, HallpUMEp, «aHAJIM3aToOp Mapoiei»
(password sniffer) — mporpammy, BBIIEISIONIYIO MTOJIE30BATEIBCKHE HICHTU(DUKATOPEI
U TMMapoiu M3 ceTeBoro Tpaduka mpu paboTe MPOTOKOJIOB BhicOKoro ypomHs (ftp,
telnet, rlogin u t.1.). OObekTaMK BHEOPEHHSI BPEAOHOCHBIX IPOTPAaMM MOTYT OBITH
OporpaMMbl  ayTeHTU(DUKALMU U HWACHTU(UKALKWK, CETEBbIE CEPBUCHI, SAPO
ONEepalMOHHON cuCcTeMBI, (haiyioBasi cuctema, OMOIMOTEKH U T.1.

Hakonen, Ha 3Tane JUKBUAALMH CJIEI0B PEAIM3alUU YIPO3bl OCYIECTBISAETCS
NONBITKA YHUYTOXKEHUS CIEI0B JeHUCTBHM Hapymurensd. I[lpuy »ToM ypanstorcs
COOTBETCTBYIOLIME 3allMCH M3 BCEX BO3MOXKHBIX XYpPHAJOB ayauTa, B TOM YMCIIE
3anucu o ¢akre cOopa nHGopmanuu.

5.5. O01mast xapakTepuCcTHUKA YIPO3 NPOrPaAaMMHO-MATEMATHYECKUX BO3/1eCTBHIA

[IporpamMHO-MaTeMaTuYeCcKOe BO3JCHCTBHE — ATO BO3ICUCTBHE C MOMOIIBIO
BPEIOHOCHBIX TIporpamm. [IporpaMMoii ¢ MOTEHIIMAIBLHO OMACHBIMH TOCIEACTBUSIMU
WIK  BpPEJOHOCHOW TPOrpaMMOM  Ha3bIBAIOT HEKOTOPYH)  CaMOCTOSTEIbHYIO
nporpaMmy (HabOp MHCTPYKIMI), KOTOpas CIOCOOHA BBHIMOIHATH JIO00E HEMyCcTOe
MOJIMHOKECTBO CIEAYIOMUX (QYHKITUH:

CKpBIBaTh MPU3HAKU CBOETO MPHUCYTCTBUSI B MPOTPAMMHOMN Cpe/ie KOMIBIOTEPa;

00JaaTh CIOCOOHOCTHIO K CaMOIyOJUPOBAHUIO, ACCOIMMPOBAHUIO CEOS C
IPYTUMHU TIporpaMMaMu M (WJIM) TIEPEHOCY CBOMX (PparMEHTOB B HMHBIE 0O0IacTU
OIIEPaTUBHOM WJIM BHEUIHEW MaMSITH;

paspymiath (MCKaxaTh MPOU3BOIBLHBIM 00pa30M) KO/ MPOTPAMM B OTNIEPATHBHOM
MaMsTH;

BBITIOJTHATD 0e3 UHUITAAPOBAHUS co CTOPOHBI MOJIb30BATEIS
(monB30BaTENbCKOM ~ MPOTPAaMMBI B IITAaTHOM  PEXKUME €€  BBITIOJHCHUS)
JECTPYKTUBHBIC (PYHKIINH (KOMTUPOBAHNUE, YHUUTOXKEHUE, OJIOKUPOBAHUE H T.II.);

COXpaHiATh (hparMeHThl MHPOPMAIIUU W3 OMEPATUBHON MaMATH B HEKOTOPHIX
007acTsIX BHEIIHEH MaMATH MPSMOTO JOCTyTa (JTOKAThHBIX I YIAJCHHBIX);

HCKaXaTh TMPOU3BOJIBHBIM 00pa3oM, ONOKHpoBaTh u (WJIM) TIOAMEHSTH
BBIBOJIMMBIN BO BHEIIHIOK MMaMsITh WM B KaHald CBA3M MacCHB HH(pOpMAIIUH,



oOpa3oBaBIIMiics B pe3ylbTaTe paldoThl MNPUKIAAHBIX MPOrpaMM, WIU Yy¥Ke
HaxXOASIIMECS BO BHEIIHEH MAMSITH MAaCCUBBI TAHHBIX.

BpenoHnocHble mporpaMMbl MOTYT OBbITH BHECEHBI (BHEIPEHBI) Kak MPeTHAMEPEHHO,
TaK ¥ CIy4ailHO B porpaMMHoe obecrieuenue, ucnonsdyemoe B MCII/IH, B mponecce ero
pa3pabOTKH, COMPOBOXKICHHUS, MOTU(PHUKALIMU U HacTpoiiku. Kpome 31oro, BpenoHOCHbIE
OporpaMMbl MOTYT OBbITh BHECEHBI B mporecce skciutyatanuu WCIIH ¢ BHemmHux
HOcuTeNe MHPOpMAIMK WK TTOCPEJICTBOM CETEBOTO B3aMMOJICHCTBUS KaK B pe3yJbTare
HC/, tak u cinyqaitHo nons3oBarensimu UCIT/IH.

CoBpeMeHHBIE BpPEIOHOCHBIE NPOrpaMMbl OCHOBAHBI HA HCIOJIb30BAaHUU
YA3BUMOCTEH pa3IMuyHOTO PojAa MPOrpaMMHOTO oOecredeHus (CUCTEMHOTo, OOIIero,
NPUKJIAJHOTO) M Pa3HOOOpPA3HBIX CETEBBIX TEXHOJOTUM, 00Jaat0T MIUPOKUM
CHEKTPOM  JIECTPYKTUBHBIX  BO3MOXXHOCTEM  (OT  HECAHKUIMOHUPOBAHHOIO
uccienoBanus napametpoB WCII[IH 0e3 BMemarenbcTBa B (PYHKIIMOHUPOBAHUE
NCIIn, no yauuroxenus [1/In u nporpammuoro odecnedenus: UCII/In) u moryt
JNEUCTBOBaTH BO BCEX BHJAX NPOrpaMMHOro oOecrieyeHusi (CUCTEMHOTO,
NPUKJIAJHOIO, B ApaiiBepax anmnaparHoro 00eCreYeHus U T.11.).

Hamuune B WCII[IH BpeIOHOCHBIX TPOrpaMM MOXKET CIIOCOOCTBOBATh
BO3HUKHOBEHUIO CKPBITHIX, B TOM UKCJI€ HETPAIUIIMOHHBIX KaHAJIOB IOCTYyNa
K UH(OpMAIK, MO3BOJSIOMIUX BCKPBIBATh, OOXOAUTH WM OJIOKUPOBATH 3aAIIUTHHIC
MEXaHU3MBI, IIPEAYCMOTPEHHBIE B CUCTEME, B TOM YHUCJIE IAPOJIBbHYIO
U KpUNTOTpapUUECKYIO 3allUTYy.

OCHOBHBIMH BUJAMHU BPEIOHOCHBIX IIPOTrPaMM SIBIISIFOTCS

MIPOTPaMMHBIE 3aKJIA/IKU;

KJIACCUYECKHUE NMPOTrPaMMHBIE (KOMITbIOTEPHBIE) BUPYCHI;

BPEIOHOCHBIE MPOTPaMMBbl, PaCIpOCTPAHSIOLINECS MO CETH (CETEBbIE YEPBH);

JpyTUE BPEIOHOCHBIE ITPOrpaMMBl, peHa3HadeHHbIe 111 ocymecTtienus HC/.

K mnporpaMMHBIM 3akjiajlkaM OTHOCSITCS TPOTpaMMbl, (parMeHThl KOJa,
UHCTPYKIUH, (opMUpYIOLINE HEIEKIAPUPOBAHHBIE BO3MOKHOCTH IPOTPAMMHOIO
oOecrnieueHusi. BpenoHOCHbIE MpOrpaMMbl MOTYT MEpPEXOJUTh W3 OIHOTO BHUJA B
IpYroi, Hampumep, MpOorpaMMHasl 3aKjagka MOXKET CreHEpUpPOBaTh MPOTrPaMMHbINA
BHUPYC, KOTOPHI, B CBOIO OYE€pellb, MOIMAB B YCIOBHUS CETH, MOXKET C(POPMHUPOBATH
CETEBOI0 YEpBS WIHM JPYTryl0 BPENOHOCHYIO NIPOTrpaMMy, NPENHA3HAYEHHYIO IS
ocymectienuss HC/I.

Knaccudukanuss mporpaMMHBIX BUPYCOB M CETEBBIX YEpBEH MpEICTaBlI€HA Ha
pucynke 14. KpaTtkas xapakTeprCTHKa OCHOBHBIX BPEJOHOCHBIX TPOTPAMM CBOJIHTCS K
CIEAYIOIIEMY. 3arpy304HbIE€ BUPYCHI 3alMCBIBAIOT CeOs MO0 B 3arpy30UHBI CEKTOP
nucka (boot-cektop), MO0 B CEKTOP, COMEPIKAINl CUCTEMHBIN 3arpy34iK BHHUECTEpA
(Master Boot Record), nubo MeHSIOT yka3aTelb Ha akTHUBHBIN boot-cextop. OHH
BHEJIPSIOTCSI B NaMATh KOMITBIOTEpa MpH 3arpy3ke ¢ uHpuuupoBaHHoro aucka. [lpu
J9TOM CHUCTEMHBIM 3arpy34MK CYMTBIBAET COLEPKUMOE IIEPBOIO CEKTOpa AUCKA, C
KOTOPOTO MPOW3BOJUTCS 3arpy3ka, MOMENIAeT CYMTAHHYIO MHPOPMAILMIO B MaMATh U
nepenaeT Ha Hee (T.e. Ha BUPYC) ynpasieHue. [locie 3Toro HaYMHAKOT BBINOIHATHCA
MHCTPYKIIMU BUPYCA, KOTOPBIM, KaK MPaBUIIO, YMEHbIIAET 00beM CBOOOIHON MaMsTH,
KOMUPYEeT B OCBOOOAMBIIEECS MECTO CBOM KOJ UM CUMTHIBAET C JIUCKA CBOE
NPOAOJKEHUE (€CIM OHO €CTh), NEPEXBAThIBAET HEOOXOIMMBbIE BEKTOpa MpPEpPhIBAHUN
(o6brarO — INT 13H), cunThIBaeT B MaMsATh OPUTHHAIBHBINA bOOt-CEKTOp U MepeaacT Ha
HETO YIIPaBJICHUE.

B nanpHeliiem 3arpy30uHbli BUPYC BeAeT ceOs Tak ke, Kak (alIoBBIM:
NepexBaThIBACT 0OPAIEHUs ONEPALMOHHON CUCTEMbI K AUCKAM U UHPUIUPYET UX, B



3aBUCUMOCTH OT HEKOTOPBIX YCJIOBUM COBEpINAET JECTPYKTUBHBIE JI€HCTBUS,
BBI3BIBACT 3BYKOBBIE 3P EKThI MU BUACOIPDEKTHI.

OCHOBHBIMM ~ JICCTPYKTUBHBIMHU  JIEUCTBUSIMH,  BBIMOJHSEMBIMU  ATHUMHU
BUPYCAMH, SBIISIOTCS:

YHUYTOXXCHHE HH(POPMAITUU B CEKTOpaX JUCKET U BUHYECTEPA,;

WCKITIOYCHHE BO3MOXKHOCTH 3arpy3KH OIEPAIMOHHON CUCTEMBI (KOMIIBIOTED
«3aBHUCACT»);

HCKaXCHHE KOJIa 3arpy3urKa;

(dopmaTupoBaHUe AUCKET WU JIOTUYECKUX TMCKOB BUHUECTEPA;

3akpeiTHe gocTyna k COM- u LPT-moprawm;

3aMeHa CUMBOJIOB IIPH MeYaTH TEKCTOB;

MOJICPTUBAHMS DKPaHa;

U3MEHEHHME METKH JIUCKA WIIA JTUCKETHI;

CO3/1aHHE MCEBI0COONHBIX KIIACTEPOB;

CO3/IaHNE 3BYKOBBIX M(MJIM) BU3yaIbHBIX 3P eKTOB (Hampumep, rajicHue
OyKB Ha 9KpaHe);

nopya (aityioB JaHHBIX;

nepe3arpyska KOMIbIOTepa;

BBIBOJ] HA PKPaH Pa3HOOOPa3HBIX COOOIICHUI;

OTKJIFOUEHUE NTepUPEPUITHBIX YCTPOICTB (Hampumep, KJIaBuaTyphl);

M3MEHEHHUE MAIMTPBI IKPaHa;

3aIoJIHEHUE PKpaHa TOCTOPOHHUMH CUMBOJIAMH WJTH U300paKEHUSIMU;



[o cpene oOuTanms

ITo 3apaxaeMbIM
OTIepalIOHHBIM
cUCTEMaM

ITo ocoOeHHOCTSAM aNrOpuUTMa
paboTHI
U B 3aBUCHMOCTH OT
CJIOHOCTH KOJa
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——  dannbl ogHoON
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®darinosbI BUpYC,
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CeTeBoli BUpYcC,
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——  davinbl ogHON
onepauoHHoO
cuUCTEeMBI

CeTeBoli BUpYC,
3apaxatroLui
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onepaumoHHbIX
cuctemax
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— aKTMBHBbIN boot-
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[Opyrve ceTeBble
cepBuChbl

%

AKTVUBUpYOLLMECS NPY 3arpy3ke
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CUCTEMbI
BesBpegHble
HepesauaeHTHble
ManonacHble
Pe3npeHTHble

—{ Ddannbl-ABONHUKM (KOMNAHBOHbI) ‘

OnacHble

4{

CeTeBble YepBUu ‘

OuyeHb onacHble

%

TTonmumopdubIe ‘

—{ TTonynonumopdHbie ‘

Bupycsl, HMeroLINe HEKOTOPBIi HAGop pacN(POBIINKOB ¢
TOCTOSIHHBIM KOJIOM; TIPH 3apaKEHUH BHIOMPAIOT OJIMH U3 HUX

ITonmumopdHbIe ¢ HENOCTOSIHHOMN

OCHOBHOH 4aCThIO

2

Pacuudposimk BUpyca COAEPKUT OJIHY HITH HECKOIBKO
TIOCTOSIHHBIX I/lHC'l'pyKLlMFI, OCHOBHas1 )K€ €ro 4acThb HEMOCTOsIHHA

—{ Coneprkamue myctsie nacrpykuun (Hanpumep NOP, CLI, STI) ‘

PacinpoBIIKK COAEPKUT HEHCIIONb3yEMbIC MHCTPYKLIHH - ‘
"mycop"”

L C mOCTOSIHHBIM AJITOPUTMOM

pacugpoBku

B pacumpoBiIike HCIIONB3YIOTCS B3aHMO3aMeHseMbIe
HMHCTPYKIMH M M3MEHEHHE MOPSAKA CIIEI0BAHHS
(nepemelnBaHKie) HHCTPYKIHIT. AJIFOPUTM paciuu(ppoBKH PH
3TOM HE H3MEHSETCS

4{ Anroput™ pacmu(poBKH HEOCTOSIHEH

Hcronb3yioTest BCE EPEUHCIICHHBIC BBIIIE MPUCMBI, aTTOPHTM
paci(poBKH HETOCTOSHEH, BO3MOMKHO OBTOPHOE MH(ppOBanHHe
KOJIa BUPYCa U IaXKe YaCTUYHOE IIH(POBAHHUE CAMOIO KOJIA
pacindpoBIIUKa

MyTupyouue BUpyChl

HI3MEHEHHIO TIOUICKUT OCHOBHOM KO/l BUPYCA - OH JICJIHTCS Ha
GIIOKH, KOTOPBIE NPH 3apaKEHHH NIEPECTABIIAIOTCS B
HPOM3BOJILHOM TIOpsijike. Bupyc npu aToMm ocraercs
paborocrnoco6HbIM. [To106HEIE BUPYCBI MOTYT OBITH

He3amnppOBaHHbI

HTML-BupycCbl

Java-Bupychbl

IRC-4yepBu

Ilo criocoOy
MMPOHUKHOBEHHUS B
cucremy

PacnpocTtpaHsembie

4yepes oTvyXaaemble
HocuTenu

Yepes avckeTbl
Yepes komnakT-
ANCKN

Yepes apyrve
CbeMHble HocUTenu

PacnpocTtpaHsiemble no
cetu

ISS-yepsu

E-Mail-uepsu
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Pucynok 14. Knaccudukaius nporpaMMHBIX BUPYCOB U CETEBBIX YepBei
MOTaIllIEHNE PKPaHa U MIEPEBOJ] B PEKUM 0>KHJIaHUS BBOJA C KJIABUATYPBHI;
HI(PpPOBaHUE CEKTOPOB BUHYECTEPA;

BBIOOPOYHOE YHUUYTOKEHHE CUMBOJIOB, BEIBOJUMBIX Ha SKpaH Mpu Habope
C KJIaBHATYPBHl;

yMEHbIIIEHHE 00beMa OnepaTuBHOM MaMsITH;

BBI30B MI€YATH CONEPKUMOTO 3KpaHa;

OJIOKMpPOBAHME 3aITMCH HA JINCK;

yHUuTOXeHHe Tabnuubl paszdouenust (Disk Partition Table), mocnme »sToro
KOMITBIOTEP MOKHO 3arpy3UTh TOJIBKO C (pIoMmu-Aauncka;

ONIOKMpOBaHUE 3aITyCKa UCTIONHSAEMbIX (ailios;

OJIOKMpOBAaHME JIOCTYyMa K BUHYECTEPY.

BoNbIIMHCTBO 3arpy304HbBIX BUPYCOB MEpe3anuchiBaoT ceOst Ha QIonmu-IucKy.

@aiiioBbIe BUPYCHI MPH CBOEM Pa3MHOXKEHWU TEM WM HHBIM CIIOCOOOM
HCIIONB3YIOT (PaiiyIOBYIO0 CUCTEMY KaKOM-THOO omneparroHHo cuctemsl. [1o crocoly
3apakeHus  (ailioB  BUpPYCHI  JCNSTCS Ha  3aMmeliaronme  («overwritingy),
napasuTudeckue («parasitic»), KOMIaHbOH-BUPYCHI («companiony), «link»-Bupycsl,
BUPYCBI-UEPBU M BUPYCHI, 3apakaromue oObekTHbie Moxyinu (OBJ), 6ubnmnorexu
xoMruisiTopoB (LIB) 1 icxoHbIe TEKCTHI MPOrPaMM.

Meron 3apaxkeHus «overwriting» sBISIETCS HauOoJiee MPOCTBHIM: BHUPYC
3aMMChIBA€T CBOM KO BMECTO KoJIa 3apaxkaemMoro (paiyla, yHUYTOXKas €ro
cogepxkumoe. EctecTBeHHO, 4Tro mnpu 3TOM (ailn mepecrtaer paboTarb M HE
BOCCTaHaBJIMBaeTCsA. Takue BUPYChl OYEHb OBICTPO OOHAPYXKHUBAOT ce0s, TaK Kak
OIepaloHHasl CUCTEMA U MPUIIOKEHUSI TOBOJIBHO OBICTPO NEPECTAIOT paboTaTh.

K mapasutudeckuMm OTHOCSTCS Bce (aillioBble BUPYCHI, KOTOpbIE TpHU
pacupoOCTpaHEHUH CBOMX KOMUN 00s3aTeIbHO HW3MEHSIOT coaepxkumoe  (haisios,
ocTaBisisl camu (hailsibl IPU 3TOM MOJHOCTBIO MJIM YaCTUYHO pPabOTOCIIOCOOHBIMHU.
OCHOBHBIMH TUIIAMHU TaKUX BUPYCOB SABIISAIOTCS BUPYCHI, 3aMCHIBAIOIIMECS B HAYAJIO,
cepequHy WM KoHel  (ainoB. OTaenpHO  clenyeT OTMETUTh  JOBOJIBHO
HE3HAUUTENIbHYIO TPYIITY Mapa3uTUYECKUX BUPYCOB, HE UMEIOIIUX «TOYKH BXOAA»
(EPO-Bupycel — Entry Point Obscuring viruses). K HUM OTHOCSATCS BHUPYCHI, HE
3aMMCHIBAIOIINE KOMaHy Tiepeaaur ynpasieHus B 3aroioBok COM-daiinos (JMP) u
HE HM3MEHSIOLME aJpec TOYKu cTtapra B 3aronoBke EXE-gaiinos. Takue Bupychl
3aMMChIBAIOT KOMAH/y Mepexo/a Ha CBOM KOl B Kakoe-1M00 MECTO B cepenuHy (paitna
U TIOJy4aroT YIpaBJIEHWE HE HEMOCPEACTBEHHO IPHU 3allyCKe 3apakeHHOTo (Qaiina, a
IPY BBI30BE NPOLEAYPHI, COAEPKAIIEH KOJ IMEepeaayu yIpaBJICHHs Ha TEJIO BUpYCA.
[Ipuyem BBITIOIHATHCS ATa MPOIIEypa MOXKET KpailHE peJKo (HarpuMep, IPHU BBIBOJIE
coo01IeHUsT 0 Kako-mubo crnenuduueckoi omumoOke). B pesynprare BUpyC MOMXKET
JOJITHE TONbl «CHaThy» BHYTpU (aiiiga M MPOSIBUTH ce0s TOJNBKO MPU HEKOTOPBIX
OTPaHUYECHHBIX YCIOBUSX.

K kareropum «koMmaHbOH» OTHOCATCSI BUPYChI, HE U3MEHSIOLIUE 3apakacMbie
daitnpl. AITOpUTM pabOTHI 3TUX BUPYCOB COCTOHT B TOM, UTO JIJISI 3apaskaeMoro ¢aiiia
co3naercsi (paily-IBOMHUK, MPUYEM TPU 3aIyCKe 3apaXeHHOro (haiina yrpaBieHHE
NOJy4yaeT HMMEHHO 53TOT JIBOMHUK, TO €cTh BUpyc. Hamboree pacrpocTpaHeHbl
KOMITaHbOH-BUPYChI, UCTIOJNB3YIoLUE 0CO0eHHOCTh DOS nepBbIM BBITOMHATH (Daiiibl
¢ pacuipenueM .COM, eciau B OTHOM Karajiore NpyucyTCTBYIOT JiBa (aiiia ¢ OqHUM
U TE€M K€ UMEHEM, HO pa3iuuyHbiMH pacimpeHusmu uMenu — .COM u .EXE. Takue
BUpychI coznatoT st EXE-daiinos dainp-CriyTHUKH, UMEIOIIUE TO e caMoe UMs, HO



¢ pacmmpernem .COM, nampumep, mns ¢daiima XCOPY.EXE co3maercs daiin
XCOPY.COM. Bupyc 3anuceiBaercsi B COM-daiin u Hukak He usmensier EXE-daitn.
ITpu 3amycke Takoro (aitia DOS nmepBbiM 00HapyxuT U BbioHUT COM-daiin, To
ecTh BUpYC, KOTOpbIH 3areM 3amycTuT U EXE-(daitn. Bropyroo rpynmy cocTaBisiOT
BUPYCHI, KOTOPBIE MPHU 3apaKeHUU TIEPEUMEHOBBIBAIOT (ailll B Kakoe-IM0o Jpyroe ums,
3allOMUHAIOT €ro (Ui MOCIEIYIOUIEro 3ammycka (aitia-xo3s1uHa) U 3alMChIBAIOT CBOM
KOJ Ha JWUCK TOoJ MMeHeM 3apaxaemoro aina. Hampumep, daiin XCOPY.EXE
nepernmenoBbiBaeTcst B XCOPY.EXD, a Bupyc 3amnucheiBaeTcs MOA HMEHEM
XCOPY.EXE. Ilpu 3amycke yNpaBi€HUE IMOIy4YaeT KOJ BHUpPYCa, KOTOPBIA 3aTeEM
3amyckaer opuruHanbHbli  XCOPY, xpansammuiica non wuMenem XCOPY.EXD.
WNuTtepecen TOT (QakTt, 4YTO JaHHBIM MeTon paboTaer, MO-BUAMMOMY, BO BCeX
OMEPALMOHHBIX CUCTEMaxX. B TpeThio rpynny BXOJAT TaK Ha3bIBAEMbIC
«Path-companion» Bupycel. OHH 1HOO 3alKCHIBAIOT CBOW KOI TOJ HMEHEM
3apaxkaeMoro ¢aiiya, HO «BBIIIE» HA OAUH YPOBEHb B IIPOMKUCHIBAEMBIX ITYTIX

(DOS, Ttakum o0Opa3oMm, TMepBbIM OOHAPYKUT W 3alyCTUT (Qaili-BUpyc), JMOO
nepeHocAT Gall-KepTBY Ha OJMH MOJIKATAJIOT BBIIIE U T.]I.

Bo3MoXHO  cymiecTBoBaHME M JAPYTMX  TUIOB  KOMIIAHbOH-BUPYCOB,
WCIIOJIB3YIOIIUX ~ WHBIE  OPUTMHAJIBHBIE MJAEHM WJIM  OCOOEHHOCTHM  APYTHX
ONEPALUOHHBIX CUCTEM.

daiinoBbie YepBU (WOrms) SIBJISIIOTCS,, B HEKOTOPOM CMBICTIE, PA3HOBUHOCTHIO
KOMITAHBOH-BUPYCOB, HO TIpM OTOM HHUKOUM OOpa3oM HE CBS3BIBAIOT CBOE
NPUCYTCTBUE C KaKUM-JIHOO BBIMIONHAEMbIM (aitiioM. [Ipu pasMHOKEHHH OHHM BCETO
JIUIIH KOMMUPYIOT CBOM KOJI B KAKUE-TMOO KAaTaJlOTU JTUCKOB B HAJEXK/IE, YTO ITH HOBBIC
KOMUM OyIyT KOrAa-immOo 3alylleHbl Mojib3oBaTesneM. MHorma 3T BHpyCHl HarOT
CBOMM KOIHSIM «CHEIHalIbHbIE» UMEHA, YTOOBI MOATOJIKHYThH MOJIb30BATEINS Ha 3aITyCK
ceoerd kormu — Hampumep, INSTALL.EXE wmun WINSTART.BAT. CymectByror
BUPYCHI-UEPBU, HUCIOJNB3YIOIIME JIOBOJIBHO HEOOBIYHBIE TMPUEMBbI, HaIpUMED,
3anuchiBaomue cBou konuu B apxuBbl (ARJ, ZIP u npoune). Hekotopsie BUpyCHI
3aMMChIBAIOT KOMaHIy 3aIycka 3apaxxeHHoro (aitna B BAT-daitnb.

He cnenyer nyrtare (ailioBble BUPYCHI-UEpBH C CETEBbIMH 4epBsMU. [lepBbie
HCTIONB3YIOT TOJIbKO (hailyioBble (YHKIIMM KAKON-TMOO0 OMNEeparMOHHON CHUCTEMBI,
BTOPBIE K€ IIPU CBOEM PA3MHOXKEHHUH MOJIb3YIOTCS CETEBBIMU MTPOTOKOJIAMMU.

Link-Bupycbl, Kak H KOMIIQaHbOH-BUPYCHI, HE H3MCHSIOT (U3UUECKOTO
coziepKuMoro (haisioB, OHAKO MPH 3ammycke 3apakeHHOro (aina «3actaBisitory OC
BBITIOJIHUTh CBOM KOJ. DTOW IICM OHH JOCTHUTAIOT MOAM(HUKAIMEH HEO0OXOIMMBIX
noJiei (paityioBoN CUCTEMBI.

Bupycsl, 3apaxatomiye OMOTUOTEKH KOMIIUJISATOPOB, OOBEKTHBIE MOAYIH U
HCXOAHBIE TEKCThl MPOrpaMM, JOCTATOYHO OK30THYHBI UM TMPAKTUYECKU HE
pacripoctpaneHnsl. Bupychl, 3apaxaronue OBJ- u LIB-(daiiisl, 3anuchiBaloT B HUX
CBOl KoJ B (popMaTe OOBEKTHOTO MOIYIS WM OMONHOTEKH. 3apakKeHHBIA (aii,
TaKUM O00pa3oM, HE SBISETCS BBIMOTHAEMBIM U HE CIOCOOCH Ha JaybHEHIee
pacnpoCcTpaHeHHE BUpYyCa B CBOEM TEKyIIEM cOCTOSIHMU. HocuTenem ke «KUBOTO»
Bupyca cranoButcsi COM- unu EXE-daitn.

[TonyuuB ympapieHue, (ailyioBbli BUPYC COBEpIIACT ClEAyIOMKe oOIIue
JIICUCTBHUS:

MIPOBEPSIET OMEPATUBHYIO TMaMATh HAa HAIWYUE CBOCW KOMHH U WHPUIHUPYET
MaMsITh KOMIIBIOTEpA, €CJIM KONUS BUpYyCca HE HaiJieHa (B cCiy4yae, €ClH BHUPYC
ABIIAETCS] PE3UICHTHBIM ), MILET He3apaKeHHbIE (DAiJIbl B TEKYILEM U (MJIM) KOPHEBOM
KaTajgore MyTeM CKaHUpPOBAHUS JepeBa KaTajoroB JIOTUYECKUX IUCKOB, a 3aTeM



3apaxkaeT 0OHapyKEHHbIE (aillibl;

BBITIOJTHSACT JIOTIOJHUTEIbHBIE (€CIM OHU €CTh) (YHKIIMU: JEeCTPYKTUBHBIE
NnercTBus, Tpaguyeckue Uiu 3BYKOBbIe A(D(PEKTH U T.J. (JIOMOJTHUTEIbHBIE (QYyHKIIMH
PE3UIIEHTHOTO BHpPYyCa MOTYT BBI3BIBAThCSl CITYCTSI HEKOTOPOE BpeMsl IOcCIe
aKTUBM3AllMM B 3aBUCHMOCTH OT TEKYIIEro BPEMEHH, KOH(PUTYpaliu CHUCTEMBI,
BHYTPEHHUX CUYETUYMKOB BUpPyCa WJIM JPYTUX YCJIOBHM, B 3TOM CIy4dae BUPYC NpHU
aKTUBU3ALUA 00pabaThIBa€T COCTOSHHWE CHUCTEMHBIX YacOB, YCTAaHABIMBAeT CBOU
CUYCTYUKH U T.J.);

BO3BpaIlla€T  YIpaBJICHUE OCHOBHOM TmporpamMme (€ciad OHa  €CTh).
[Tapazutnueckue BUPYCHI MpU ATOM JHMOO Jieyar (Haiisi, BBIMOIHSIOT €ro, a 3areM
CHOBA 3apaXkaroT, INOO BOCCTAHABIMBAIOT ITporpamMmy (HO He (ailir) B UCXOAHOM BU/IE
(manmpumep, y COM-miporpamMmbl BOCCTaHABIMBACTCS HECKOJIBKO TEPBBIX OaiT, y
EXE-nporpamMbl  BbIUMCIISIETCST HWCTUHHBIM CTapTOBBIM aapec, y JApaiiBepa
BOCCTAHABIIMBAIOTCS 3HAYEHMSI aIpECOB ITPOTPaMM CTPATErUH U MPEPHIBAHUS).

Heo0OxomuMo OTMETUTh, YTO 4YeM OBICTpEE pacHpoCTpaHseTcs BHUPYC, TEM
BEpOSITHEE  BO3HMKHOBEHHE  OIUIAEMHUM  3TOr0  BHpyca, YeM  MeEJJICHHEE
pacrpocTpaHseTcs BUPYC, TEM CIOKHEE €ro OOHApyXHUTh (€CIH, KOHEYHO K€, ATOT
BUpPYC Heu3BecTeH). Hepes3uneHTHble BHPYChl 4YacTO SABISIOTCS «MENJCHHBIMH» —
OOJBIIMHCTBO M3 HUX MPU 3aIlyCKe 3apa’kaeT OJIMH WM JBa-TpU (pailia U HE yCreBaeT
3aMlOJIOHUTh KOMIIBIOTEP /O 3alyCKa aHTUBUPYCHOW MpPOrpaMMbl (WJIM TOSBICHUS
HOBOW BEPCHM aHTHUBHpPYCA, HACTPOEHHOUW Ha MaHHBIA BUpYC). CyIIECTBYIOT, KOHEUHO
e, HEPE3UICHTHBIE «ObICTPhIE» BUPYCHI, KOTOPHIE IIPU 3aITyCKE UIIYT U 3apa’KatoT BCE
BBITIOJIHsIEMbIE (DaliiIbl, OJHAKO TAaKUE BUPYCHI OYCHBb 3aMETHBI: MPHU 3aIyCKe KaKJ0To
3apa)keHHOTo (hailyla KOMIBIOTEP HEKOTOpPO€ (MHOIJA JOCTATOYHO JIOJTO€) BpEMs
aKTUBHO paboTaeT ¢ BHUHYECTEPOM, 4YTO JeMackupyeT Bupyc. CKopocTh
pacnpocTpaHeHus (MHOULKUPOBAHUS) Y PE3UACHTHBIX BUPYCOB OOBIYHO BBILIE, YEM Y
HEPE3UICHTHBIX - OHM 3apa)aroT (ailyibl mpu Kakux-1ubo oOpamieHusx kK HuUM. B
pe3ynbTaTe Ha TUCKE OKA3bIBAIOTCS 3apayKEHHBIMU BCE UJTU TIOYTH BCe (Daiiiibl, KOTOpHIE
MOCTOSTHHO MCHOJB3YIOTCS B pabore. CKOPOCTh pacmpocTpaHeHus: (MHQUIIMPOBAHMS)
PE3UJEHTHBIX (DAMSIOBBIX BUPYCOB, 3apakKarolux (haisbl TONBKO MPU MX 3aIyCKe Ha
BBITIOJIHEHUE, Oy/IeT HUXKE, YEM Y BUPYCOB, 3apakaroiuXx (aijibl U MPU UX OTKPHITUH,
NepeMEHOBAaHUY, U3MEHEHUH aTpuOyTOB (paiina u T.1.

Takum o00pa3oM, OCHOBHBIE JECTPYKTHBHBIC JICUCTBHS, BBITIOIHICMbIC
(aiiIoBBIMU BUpPYCAMH, CBSI3aHbI ¢ TOpakeHHWEeM (aiiioB (Jalie UCIOIHIEMbBIX WU
(daiioB JaHHBIX), HECAHKIIMOHUPOBAHHBIM 3aIlyCKOM pPa3MYHBIX KOMaHa (B TOM
qucie, KoMaHa (GopMaTUPOBAHUS, YHUUTOKEHUSI, KOMUPOBAHUS U T.I1.), ©K3MEHEHUEM
TaOIUIBI BEKTOPOB MIPEpbIBaHUMN U Jap. BMecTe ¢ TeM, MOTYT BBITIONHATHCS U MHOTHE
JNECTPYKTUBHBIE I€UCTBHS, CXOAHBIE C TEMH, KOTOPBIE YKAa3bIBAIUCH JJIsl 3arPy30UHBIX
BHPYCOB.

MakpoBupycbl (macro viruses) SIBJISIOTCS IIporpaMMaMu  Ha  sI3bIKax
(Makpos3bIKax), BCTPOCHHBIX B HEKOTOPbIE CUCTEMbl 00PAa0OTKH JAHHBIX (TEKCTOBBIE
PEAAKTOPBI, SNEKTPOHHBIE TAOMULBI U T.1.). JIsi CBOEro pa3sMHOXKEHUS! TAKUE BUPYCHI
UCIOJIb3YIOT BO3MOKHOCTH MAaKpOS3bIKOB M TMpPHU HMX IMOMOIIU MEPEHOCAT cedsi U3
OJTHOTO 3apaXeHHOTO (aitina (IoKyMeHTa WM Tabmuibl) B npyrue. HamOombiee
pacpoCTpaHCHUE TOIYYUIN MaKpOBUPYCHI IS TAKeTa MPUKIATIHBIX MPOrpaMM
Microsoft Office.

JIns  cylllecTBOBaHMSI BHUPYCOB B  KOHKPETHOW cucTeMe (pemakTope)
HE0O0XOJMMO HaJIM4YUe BCTPOEHHOTO B CUCTEMY MaKpOs3bIKa C BO3MOXKHOCTSAMHU:

1) npuBSI3KK POTrPaMMbl Ha MaKpPOSI3bIKE K KOHKPETHOMY (haiiy;



2) KOMIMPOBAHUS MaKpOIPOTrpaMM U3 OAHOTO (haiiia B APYyrou;

3) monydeHus:  ympamJIGHUST ~ MakporporpamMmon — 0e3  BMeIaTebCTBa
MOJIb30BaTENs (ABTOMATHUECKUE WM CTAHIAPTHBIE MAKPOCHI).

JlaHHBIM YCTIOBUSIM YIOBJIETBOPSIOT MPUKIIAIHbIE porpamMmmbl Microsoft Word,
Excel m Microsoft Access. Onn comepkar B cedbe makposi3piku: Word Basic, Visual
Basic for Applications. ITpu 3Tom:

1) MakponporpaMMbl TIPHBSI3aHBI K KOHKPETHOMY (aillly WM HaXOIATCS
BHYTpH (haiina;

2) MakpOsI3bIK  TO3BOJISIET ~ KONMUpOBaTh  (ailibl  WIM  NepeMeliaTh
MaKpOIpPOrpaMMBbl B CIIy:keOHbIE (halliIbl CHCTEMBI U peIaKTUpyeMble (Daiiiibl;

3) npu padoTe ¢ (aioM IpU ONMPEACICHHBIX YCIOBUAX (OTKPBITHE, 3aKPHITHE
U T.JI.) BBI3bIBAIOTCA MaKpOMPOrpaMMbl (€CIIM TaKOBBIE €CTh), KOTOPBIE OMPEICICHbI
CHeMaIbHBIM 00pa30M WM UMEIOT CTaHAPTHBIC UMEHA.

JlanHasi OCOOEHHOCTb MAaKpOSI3bIKOB MpeJHA3HAYeHa MJi aBTOMAaTHYECKOU
00pabOTKH JaHHBIX B OOJBIINX OpPTraHU3AIMAX I B ITI00aJBHBIX CETAX U MO3BOJISET
OpraHu30BaTh TaK HAa3bIBAEMBIM «aBTOMATU3UPOBAHHBIN JOKYMEHTO0O0pOT». C
JIPYrOf CTOPOHBI, BO3MOYKHOCTH MAKpPOSI3BIKOB TAKHUX CHUCTEM ITO3BOJISIOT BUPYCY
MEPEHOCUTH CBOM KO B JIpyrue (ailsibl U TAKUM 00pa3oM 3apakaTh UX.

BonbIMHCTBO MakpOBUPYCOB aKTHUBHBI HE TOJIBKO B MOMEHT OTKPBITHS
(3akpeITHs) (Qaitna, HO 10 TeX MOp, MOKa aKTHBEH caM penakrtop. OHU coaepkar Bce
CBOM (PyHKIIMM B BuAE cTraHmapTHeIx MakpocoB Word/Excel/Office. CymectBytor,
OJTHAKO, BUPYCHI, UCIIOJIb3YIOIINE MPUEMBI CKPBITHSI CBOETO KOJA M XpaHSAILIUE CBOU
KOJl B BUJ€ HE MakpocoB. M3BECTHO Tpu NMOJOOHBIX MpPUEMA, BCE OHU HCHOIB3YIOT
BO3MOXHOCTh MaKpOCOB CO3/1aBaTh, PEJAKTHPOBATh U UCIHOJHATH JAPYTHE MAKPOCHI.
Kak mpaBuio, momoOHble BUPYChl MMEIOT HEOONBIION (MHOTIA — MOJIUMOPQHBIN)
MaKpOC-3arpy34dK BHPYCa, KOTOPBII BbI3BIBAET BCTPOCHHBIA PEIAKTOP MAaKpOCOB,
CO37a€T HOBBIM MAKpOC, 3aMOJHSET €r0 OCHOBHBIM KOJIOM BHUPYCA, BBIINOJHSET U
3aTeM, Kak NpPaBWIO, YHUYTOXKAET (YTOOBI CKPBITH CIIEAbI MPHUCYTCTBUS BUPYCA).
OCHOBHOI1 KOJI TAKUX BHUPYCOB MPHUCYTCTBYET JMOO B CAMOM MaKpoOCe BHpyca B BHUJIC
TEKCTOBBIX CTPOK (MHOTAa — 3amM(poOBaHHBIX), JHOO XpaHUTCA B o0NacTU
MEePEMEHHBIX JOKYMEHTA.

K cereBbIM OTHOCSTCS BHUPYChI, KOTOpbI€ MJiE CBOET0 pPaclpOCTpaHEHUs
AKTUBHO HCIIOJIb3YIOT MPOTOKOJIBI U BO3MOXHOCTH JIOKAJIbHBIX U II00AJbHBIX CETEH.
OCHOBHBIM TIPHUHIMIIOM pabOThl CETEBOTO BHUpPYCa ABIAETCS BO3MOXKHOCTH
CaMOCTOSTENIbHO TEepeaTh CBOM KO/ Ha yAaJeHHbIA CepBep WM pabovyl0 CTAHIIMIO.
«IlonHOLIEHHBIE» CETEBbIE BHUPYCHI MPU ATOM O0O0JAJAIOT €UI€ U BO3MOXXHOCTHIO
3allyCTUTh HA BBINOJIHEHUE CBOW KOJ HA YJAJICHHOM KOMIIBIOTEPE WIIM, IO KpanHeu
Mepe, «IOJTOIKHYThY» MOJIb30BaTENsI K 3aITyCKy 3apakeHHOTO (haiina.

BpenonocueiMu mporpammamu, obecneunBarommmu  ocymectBienne HC,
MOTYT OBITb:

IPOTPaMMBI TOA00PA U BCKPHITHUS MAapOJIeH;

MPOTPaMMBbl, PEATTU3YIOIINE YTPO3bI;

NpOrpaMMbl,  JEMOHCTPUPYIOIINE  HCHOJIb30BAaHUE  HEIAEKIAPUPOBAHHBIX
BO3MOXKHOCTEH MPOTrpaMMHOTO | MpoTrpaMMHO-anmnaparnoro oodecneuenuss UCI/IH;

MPOTrPaMMbI-T€HEPATOPBI KOMITBIOTEPHBIX BUPYCOB;

MPOTrPaMMBbl, IEMOHCTPUPYIOIIUE YSI3BUMOCTU CPEACTB 3aIUThI
uHopmaru u Jap.

B cBf3u C yclOXXKHEHHMEM M BO3pacTaHUEM pPa3HOOOpPa3Hsi MPOTrPAMMHOTO



o0ecIeueHrs YiClI0 BPEIOHOCHBIX porpaMM ObICTpO Bo3pactaeT. CeroaHsi U3BECTHO
6onee 120 ThicsS4 cUrHATYp KOMIIBIOTEPHBIX BUPYCOB. BmecTe ¢ Tem, naneko He Bce U3
HUX TMPEJICTABISIIOT peaibHyl0 yrpo3y. Bo MHOTUX ciyyasix yCTpaHEHHE YS3BUMOCTEN
B CUCTEMHOM WJIU MPUKIIATHOM IMPOTPAMMHOM 00€CTIEYEeHUH MPUBEJIO K TOMY, 4TO Psijl
BPEIOHOCHBIX MPOTpamMM YK€ HE CHOCOOEH BHEIPUThCS B HUX. YacTo OCHOBHYIO
OIMACHOCTH MPEACTABIISIOT HOBBIE BPEIOHOCHBIE MPOTPAMMBI.

5.6. O01as XapaKTepUCTHKA HETPAAUIMOHHBIX MH(POPMAIIHOHHBIX KAHAJIOB

Herpanuumonnsiii nHGOPMALMOHHBIN KaHA — 3TO KaHaJl CKPBITHOW Mepeaadyn
nH(GOPMAIIMU C HCIIOJNB30BAaHUEM TPAJWIIMOHHBIX KAHAJOB CBSI3W U CHEIHAIbHBIX
npeodpa3zoBaHU nepeaaBaeMon uHbOpMaImH, HE OTHOCSIIIUXCS K
KpUNTOrpaUueCKUM.

Jnst popMupoBaHus HETPAAUIIMOHHBIX KaHAJIOB MOTYT MCIIOIb30BaThCSI METO/IBI:

KOMITBIOTEPHOM cTeranorpaduu;

OCHOBAaHHbIE HAa MAHMIYJSALMM pa3anuHblx xapaktepuctuk MCIIIH, koTopbie
MOKHO TOJIy4aTh CAHKIIMOHUPOBAHO (HAaIpHUMEp, BPEMEHU OOpaOOTKH pa3IHMUHBIX
3alpocoB, OOBEMOB JOCTYHHOM MaMATH WM  JOCTYHHBIX JJIs  YTEHUs
UACHTU(UKATOPOB (PaillIoB WM MPOLIECCOB U T.IL.).

MeTonbl KOMIBIOTEPHOI cTeraHorpaduu MperHa3HaYeHbl 1JIs CKPBITUS (haKTa
nepeayn COOOIICHHs IMYTEM BCTPAaMBaHUS CKPbIBAEMOW HH(pOpMAIMK BO BHEIIHE
0e300uaHbIE JaHHBIE (TEKCTOBBIE, Trpauueckue, ayquo- WM Buaeodailiasl) u
BKJIIOYAIOT B C€0s1 IBE IPYMIIBI METOI0B, OCHOBAaHHBIX:

Ha HMCIIOJIB30BaHNH CIICHHHAJIBHBIX CBOMCTB KOMIIBIOTCPHBIX (I)OpMaTOB XPpaHCHUS U IICpeaadu
JaHHBIX,

Ha W30BITOYHOCTH ayauo-, BI/I3yaJ'IBHOI71 WA TEKCTOBOM I/IH(i)OpMaI_II/II/I C IIO3MIHUH
HCHXO(bHSHOHOFH‘leCKHX 0COOEHHOCTEN BOCIIpHUATHA YCIIOBCKaA.

Knaccudukanuys MeTomoB KOMITBIOTEpPHOM cTeraHorpaguu TmpuBeleHA Ha
pucyHke 15. VIx cpaBHUTENbHAS XapaKTEepUCTUKA TIpUBEICHA B Ta0uIle 4.

HauOonbiee pa3BuTHe ¥ NMPUMEHEHHUE B HACTOAIEE BPEMSI HAXOISAT METOIbI
COKpBITUS HHGOpMalUU B TpapUUYECKUX CTETOKOHTEHHEpax. ITO OO0YyCIOBICHO
CpPaBHUTENBHO OONBIIUM O0BEMOM HHGOPMAIMHU, KOTOPHIM MOXXHO pPa3MECTUTh B
TaKMX KOHTeHHepax 0e3 3aMETHOTO UCKaKCHUSI U300payKeHUsI, HATMYUEM allPUOPHBIX
CBEJICHUN O pa3Mepax KOHTEHHepa, CYIIECTBOBaHHEM B OOJIBIIMHCTBE PEaTbHBIX
U300paKEHUN TEKCTYpHBIX 00JIacTed, MMEIOIIUX IIIYMOBYIO CTPYKTYPYy M XOPOIIO
NOJIXONAIIMX JUIsl BCTpauBaHUs HMHQPOpPMAIMK, MPOPAOOTAHHOCTHIO METOJIOB
uppoBoil  00pabOTKM H300pakeHWd W HHUPPOBBIX (HOPMATOB MPEACTABICHUS
n300pakeHuit. B HacTosiee BpeMs CyIecTBYET bl Psijl KaKk KOMMEPUYECKHX, TaK



ITo Tuny xonTelinepa

Metonsr CITN

MeTtosl,
HCIIOJIB3YIOIIHE
ayIMOKOHTEHHEPBI

ITo cnoco6y‘ COKPBITHS
‘

MeTtosl,
HCIIONTB3YIOIIHE
TEKCTOBBIE KOHTECHHEPHI

ITo crtocoOy COKpBITHS

Mertonpl, HCONB3YIOLIUE
rpaduyecKre
KOHTEIHEephI

Meroapr
Mertonpbt COKpBITHS HA
COKPBITHS B OCHOBE
HaUMCHBIITHX IITyMOMOJI00-
ourax HBIX
CHUTHAJIOB

MeTtonapt
COKPBITHSI B
(azoByro
TOCJIe/IOBa-
TEIHLHOCTD

ITo mpeBEeHTUBHOCTH (I)OpMLApOBaHl/Iﬂ KOHTeMHepa
[ \

ABTOMaTHYECKHE
METO/bI COKPBITHSI

HOJ'Iy ABTOMAaTHYCCKUC
METOAbI COKPLITHS

‘ 1lo CHOCO6V COKPBITHA

ITo mpuemMy COKpBITHS

TexHuueckue
METOIbI
COKPBITHS

JIMHTBUCTHYECKHUE
METOJIbI COKPBITHS

MeTo/1bl COKPBITHS
Ha OCHOBE
pacnpenesieHus o

CIIEKTPY

MeToabl COKPBITHS

Ha OCHOBE
poOesIoB

Metonbl COKpBITHS
Ha OCHOBE
HCIIOJIL30BaHMS DXO-
CUTHAJIa

MeTo/1bl COKPBITHS

Ha OCHOBC

CUHTAKCUYECKHX
0COOEeHHOCTEM

TCKCTa

MeTo/1b1 COKPBITHS

Ha OCHOBC
CUHOHHNMOB

MeTobl COKPBITHS
Ha OCHOBE OIIMOOK

Mer OJ1bl COKPLITHA HA OCHOBE
reHepali KBasuTCKCTa

MeToabl COKPBITHS
Ha OCHOBE
HCIIOJIE30BaHMS
ocobeHHOoCTeH
mpudTa

MeTo/IbI COKPBITHS
Ha OCHOBE
HCIIOJIE30BaHMS
KOJ1a JIOKYMEHTOB U
daiisioB

Metonpbl COKpBITHS
Ha OCHOBE
HCTIOIB30BAHIS
>KaproHHOTO KO/Ia

Mertonpbl COKpBITHS
Ha OCHOBE
HCITONTB30BaHUS
T€OMETPUUECKON
CHCTEMBI

MeToap! COKpBITHS
Ha OCHOBE
HCITOJIb30BAHMS
YepeIOBaHUs
JUTHHBI CJIOB

MerTobl COKPBITHS
Ha OCHOBE
HCTIOIB30BAHIIS
IIepBEIX OyKB
TEKCTa

Meronp! Metonel Meronsl
COKPBITHSI B COKPBITHSI HA HCTIOJIb30BaHMs MATPHI]
MIPOCTPAHCTBEHHO- OCHOBE MTPOMEKYTOUHBIX
BPEMEHHON pacnpeneneHus BBIYMCIIEHUH ITpoLiecca
o0JIacTu 1O CIICKTPY coxatust rpadud. HHO.
ITo Tuny mogynsauun
o mpremMy COKPBITHS ITo MeTonmy coxaTms
Meroms! Metompl
Meromet COKPBITHS C COKPBITH,
COKPBITIA B HCIIOJIb30BaHUEM OCHOBAHHBIC Ha
HAMMCHBIITAX HEeJIMHEHHOH | BEHBJIET- =
3HaUYaIIMX OuTax MOJTY AL NpeoGPasOBAHMH
NeTOm CoRpTIA BCTPauBacMoOro rpadUIeCcKOit
A OCHOBE COOOILIEHHST MH(pOpMALTHH
MOIM(HKAITAN
HHJICKCHOTO
¢opmara Merozpl Metonpt
HPO/ICTARTICHITT COKpBITHS C COKPBITI,
OCHOBaHHBIE Ha
HCTIONE30BAHHEM KOCHHYCHOM
MeTozp! COKpBITHSL SHAKOBOML = 17 | heo6pasoBaHim
Ha OCHOBC MOy rpaduaeckoi
ABTOKOPPEIBIIINOH- [— BCTpanBacMOro U= (I)OpMaIJ,I/lI/l
HOU (pyHKIIMH COOOIICHUS




Pucynoxk 15. Knaccudukarus MeTonoB creraHorpauueckoro npeoodpa3oBaHus
nndopmanmu (CITHN)

Tabnuma 4
CpaBHUTENIbHAS XapaKTEPUCTUKA CTETaHOTPAQUIECKUX METOIOB
npeoOpazoBanus HHGOPMAITUH
Creranorpadm- Kparkas xapakrepucTuka Henocrarku IIpenmymecrBa

YyecKUil MeTox

MeToaa

Mertoas! COKpHITHS HHPOPMAIIUU B ayJHOKOHTEHHEpax

Mertop cokphITus B
HAaUMEHBIITUX
3HAYaIUX OUTax

OCHOBaH Ha 3aIich COOOIICHUS

B HaMEHBIIINE 3HAYaIe OUTHI
HCXOJIHOTO curHana. B kauectse
KOHTelfHepa UCIONb3yeTcs], KaKk
MIPaBHJIO, HECKATBIN ayANOCUTHAT

HeBbIcOKast CKpBITHOCTD HEpefiaul
coobmenus. Huskas ycroliunBocTs

K UcKaxeHusM. Mcnonb3yercs ToIbKo
JUISL OTIPEZIENIEHHBIX (POPMATOB ayANO-
(haitnon

JlocTaToYHO BBICOKAST
€MKOCTh KOHTEHHepa
(mo 25 %)

MeTton coxpbITHS
Ha OCHOBE
pacrpezeneHus 1o
CIIEKTPY

OCHOBaH Ha TeHepaluH CeBIOCTY-
YaHOTO 1IyMa, SBISIOLIETOCS
(byHKIMEH BHEIPSEMOTO
COOOIIEHNSI, ¥ TIOAMEIINBAHUI
MOJIY4YE€HHOT'0 IIyMa K OCHOBHOMY
CUTHAJIy-KOHTEHHepy B KaueCTBe
aIIUTUBHON COCTABIIAIOLICH.
Konmposanye notokoB HHGOpMAIUH
IyTeM PacCesHHUs KOAUPOBAHHBIX
JIAHHBIX TI0 CHEKTPY 9acTOT

Huskuit ko3¢ GuuneHT ucnoap30BaHus
KOHTeHHepa. 3HaYNTEIIbHbIC
BBIYHCITUTEIILHEIE 3aTPaThl

CpaBHUTETBHO BBICOKAS
CKPBITHOCTH COOOILEHHUS

Merton cokphITHS
Ha OCHOBE
HCIIOB30BaHUS
9X0-CUTHasIa

OCHOBaH Ha HCIOJIL30BaHUH B
KayecTBe IIyMOIIOJOOHOTO CUrHaNa
CaMoro ayInoCUrHaia, 3aaepiKan-
HOTO HA Pa3JINYHbIC TIEPUOMIBI
BPEMEHH B 3aBUCHMOCTH OT
BHEZIPSIEMOTO COOOIICHNUS
(«I03BOHOYHOTO 3Xa)

Huskuit ko3¢ GUIUeHT UCTIOIb30BaHUS
KOHTeHHepa. 3HaYUTeIbHbIE
BBIUMCIIUTENBHBIE 3aTPaThl

CpaBHI/ITeJ'ILHO BBICOKast
CKPBITHOCTH COO6H.[€HI/IH

Mertop cokphITHS
B (aze curHana

OcCHOBaH Ha (aKkTe HETYBCTBHTEIb-
HOCTH yXa 4eJIOBeKa K a0COoMoT-
HOMY 3Ha4€HHIO (a3bl TApMOHHK.
Aynuo-curHai pazouBaeTcs Ha
MOCIIEI0BaTeIbHOCTh CETMEHTOB,
CO00IIeHNE BCTpaNBaeTCs MyTeM
MoauduKanmu ¢assl MepBOTO
CerMeHTa

Maubiit K03 OUIMEHT UCTIONB30BaAHHUS
KOHTelHepa

OO6namaeT 3HAaYUTETHHO
0oJiee BBICOKOI
CKPBITHOCTBIO, UM
MeTos! cokpbiTus B H3b

MGTOZ(I)I COKPBITUSL I/IHd)OpMaL[I/II/I B TCKCTOBBIX KOHTeﬁHean

Mertoz COKpBITHS
Ha OCHOBE
mpoOenoB

OcCHOBaH Ha BCTaBKe NPOOEIIOB B
KOHIIE CTPOYEK, [TOCNIE 3HAKOB
TIPETMHAHMS, MEK/Ty CIIOBaMH IIPU
BBIPAaBHUBAHUH JJIMHBI CTPOK

MeTo/bl YyBCTBUTEIIBHBI K IEPEHOCY
TEKCTa U3 OJHOTO popMaTa B APYrou.
Bo3morkHa moTepst COOOIeHHSI.
HeBbicokasi CKpHITHOCTB

JlocTarouHo OosbIast
MPOIMYCKHAsl CIIOCOOHOCTh

MeTtox coxpbITHS
Ha OCHOBE
CHHTAKCHYECKUX
ocobeHHOCTEN
TEKCTa

OCHOBaH Ha TOM, YTO TpaBHJIa
MYHKTYaIU¥ IOITyCKAIOT
HEOJHO3HAYHOCTH IIPH PACCTaHOBKE
3HAKOB IPETTUHAHUS

OueHb HU3Kas MPOITYCKHAs
crnocoOHOCTh. CIIOXHOCTb
JIETeKTUPOBAHUS COOOILCHUS

CymiectByeT
MOTEHINATbHAS
BO3MOXKHOCTb TI0JI00paTh
TaKo# MeTo[, IPH KOTOPOM
noTpedyroTCs BeCbMa
CIIOJKHBIE TIPOLEAYPBI IS
PaCKpBITHS COOOIIEHMS

MCTOII COKPBITUA
Ha OCHOBC
CHUHOHHUMOB

OCHOBaH Ha BCTaBKe HH(OpPMAIHN
B TEKCT TIPH MTOMOIIHN YepeIOBaHU
CJIOB U3 KaKOH-1MO0 rPyIITbI
CHHOHHMOB

C10)eH MPUMEHHUTETBHO K PYCCKOMY
SI3BIKY B CBSI3H C OOJIBIIHM
pa3HooOpa3rueM OTTEHKOB B pa3HbIX
CHHOHUMaxX

OnuH u3 HanboIee
MEPCTIEKTUBHBIX METO/IOB.
O06nagaet CpaBHUTEIBHO
BBICOKOM CKPBITHOCTBIO
coO0IIeHUS

MeTox COKpBITHS
Ha OCHOBE
HCIOIb30BAHUS
OIIHOOK

OCHOBaH Ha MaCKHPOBKE
WHPOPMAIIMOHHBIX OMTOB MO
€CTECTBEHHBIE OIIUOKH, OTIEYATKH,
HapyIICHHUs NPABHJI HAIUCAHUS
COYETaHHUH IVTACHBIX U COIVIACHBIX,
3aMeHe KUPUJUTUIIBI Ha
aHAJOTHYHbIC T10 BHELIHEMY BUJY

HeBbIcOKast IPOITyCKHAs! CIOCOOHOCTb.
BrIcTpO BCKpBIBaeTcs mpu
CTAaTHCTUYECKOM aHaIIH3e.

Becbma nipocrt B
npuMeHeHnu. Bercokast
CKPBITHOCTH ITPH aHAJIN3e
YEJI0BEKOM




Creranorpadu- Kparkas xapakTepucruka Hepnocrarku IIpeumymecrsa
YecKHuii MeTo MeTo/1a
JIaTUHCKHE OYKBBI U 1P.
MeToz1 COKpBITHS OcHoOBaH Ha reHepauun TekcToBoro | HeBbicokas nporyckHas criocoOHOCTb. | CKPBITHOCTB

Ha OCHOBE KOHTEHHepa ¢ UCIOJIb30BaHHEM BeccMBICIEHHOCTh CO3JAHHOTO TEKCTa | OMPEACIISETCS METOaMK
TeHepaIu Habopa MpaBuJI HOCTPOCHUS mdpoBaHUs U, KaK
KBa3UTEKCTA npeoxeHni. Vicnonbsyercst [PaBUIIO, BECbMa BBICOKA
CHUMMETPHYHas Kpunrorpadus
OxoxHuanue Ta0auIn! 4
Creranorpadu- Kparkas xapakTepucruka Hepocrarku IIpeumyiecrBa

YyecKHUi MeTox

MeToaa

MeTton coxpbITHS
Ha OCHOBE
UCIOJIb30BaHUS
ocobeHHOCTEeiT
npudra

OcCHOBaH Ha BCTaBKe HH()OPMALIUH
3a cYeT 3MEHEHMs THIA IpuQTa 1
pa3Mepa OykB, a TaKkxke Ha
BO3MO)KHOCTH BCTPanBaHMS
nHpopmanmy B OJI0KH ¢
HEU3BECTHBIMH 171 Opay3epa
uaeHTuuKaTropamu

Jlerko BbIABISECTCS IPH
npeoOpa3oBaHUM MaclITaba
JIOKYMEHTA, IPU CTAaTUCTHUYECKOM
CTeroaHaaunze

Beicokuii ko3 GunueHt
HCTIOB30BaHUS
KOHTelHepa

MeTton coxpbITHS
Ha OCHOBE
HCIIOJIb30BAaHUS
KOZla IOKyMEHTa U
(aitna

OCHOBaH Ha pa3MeIeHUN
nHpopmanmy B
3ape3epBUPOBAHHBIX
HEHCIIOIb3yEMBIX MOJISIX
MepEeMEHHON JJTUHBI

Huskast CKpBITHOCTD TIPH H3BECTHOM
¢opmare daiina

[Ipoct B npuMeHeHnn

MeTton coxpbITHS
Ha OCHOBE
HCIIONB30BaHUS
JKaproHa

OCHOBaH Ha U3MEHEHHUH 3HAYCHUI
CJIOB

Huskas npomyckHas cmiocoGHOCTS.
V3ko cnenmanusuposas. Huskas
CKPBITHOCTh

[Ipoct B npuMeHeHnn

Merton cokphITHS
Ha OCHOBE
HCIIOB30BaHUS
Yepe1oBaHus
JUIMHBI CJIOB

OCHOBaH Ha IreHepaluy TeKCTa —
KOHTeitHepa ¢ popMupoBaHHEM
CIIOB OIIPEJICICHHOH JUTHHBI 110
U3BECTHOMY TPABHITY KOJUPOBaHUS

CroxHOCTh HOPMUPOBAHUS
KOHTeWHepa U COOOICHHS

JlocTaTouHO BBICOKAs
CKPBITHOCTD TIPH aHAITU3E
YEJIOBEKOM

MeTton cokpbITHS
Ha OCHOBE
HCIIOB30BaHUS
HEePBBIX OyKB

OCHOBaH Ha BHEIPEHUH
c000uIeHNS B TIepBbIe OYKBHI CIIOB
TEKCTa ¢ Mo00POM CIIOB

CII0KHOCTh COCTaBICHUS COOOIICHHUS.

Huskas ckprITHOCTB COOOIIEHUS

Jaet 6ombmryto cBoOOIY
BEIOOpa oTepaTopy,
MPUTYMBIBAIOILEMY
coo0IeHue

MeTtob! COKpBITHS HH(pOpPMAIUH B TpadHUeCcKUX KOHTeHHepax

MeTtoz coKpbITHS B
HaNMEHBIITHX
3HaYaIInX OUTax

OCHOBaH Ha 3aIlKCH COOOIICHUS B
HauMEHbIIUE 3HAYANUE OUTHI
HCXOTHOTO M300paKEeHUS

HeBbIcOKast CKPBITHOCTH ITepeaadn

coobmenus. Huskas ycToH4InBOCTB K

HUCKaXXCHHUAM

JlocTaTogHO BBICOKAS
€MKOCTh KOHTelHepa
(mo 25 %)

Mertoz COKpBITHS
Ha OCHOBE
MoAuDUKAIIAN
HHJEKCHOTO
(dhopmara
HPEACTABICHHS

OCHOBaH Ha PeAYKLHHU (3aMEHe)
L[BETOBOM MaJIUTPHI U
YIOPSIIOYMBAHUN [IBETOB B
MTUKCEIISIX C COCEAHUMU HOMEpaMu

HpI/IMeHﬂeTCH NPEUMYIICCTBEHHO K
CXKaTrbIM I/1306pa)KGHI/I$[M. Heesbicokas
CKPBITHOCTB IE€pEAAYN COO6H.I€HI/IH

CpaBHHTeJ’ILHO BbICOKast
C€MKOCThb KOHTeﬁHepa

MeTtoz cokpbITHS
Ha OCHOBE
HCIIOJIb30BAHUS
ABTOKOPPEJISILIUOH-
HOH QyHKIUH

OCHOBaH Ha IIOKMCKE C
MIPUMEHEHHEM
ABTOKOPPEISIIIMOHHON (DYHKIIUU
o0acTel, cofepIKaIIuX CXOTHbIC
JIaHHEBIE

CH0XXHOCTB pacyeToB

YeToiunBoCTh K
OOJBIINHCTBY
HEJMHEHHBIX
npeoOpazoBaHuit
KOHTEeHHepa

Metop COKpBITHS
Ha OCHOBE
HCITOJIb30BAHUS
HEJIMHEIHOM
MOJYJISILIAH
BCTPanBaeMoro
CO00IIEHUsS

OCHOBaH Ha MOIYJISIIUH
TICEBIOCTYIaHOTO CHTHANA
CHUTHAJIOM, COZIep KaIIIM
CKpPBIBaEMYIO HH(OPMAIHIO

Hwuskast TO4HOCTB IETEKTUPOBAHUS.
HckaxxeHust

I[O CTaTOYHO BBICOKas
CKPBITHOCTH COO6HI€HI/I$I

Merton cokpbITUS
Ha OCHOBE
HCITOJIb30BAHUS
3HAKOBOM
MOAYJISIIIAU
BCTPanBaeMoro
CO00IIEHUs

OCHOBaH Ha MOAY/IALUH
MICEBIOCTYYaHOTO CHTHANA
OUITOISIPHBIM CHTHAIIOM,
COZIEPKAIIUM CKPBIBAEMYIO
MHPOPMAIIHIO

Hwuskas TOUHOCTh IETEeKTUPOBaHUS.
HckaxxeHust

JlocTaTouyHO BBICOKASI
CKPBITHOCTH COOOIIECHHS




Mertoz COKpBITHS OcHOBaH Ha 0COOEHHOCTAX CI0XXHOCTB pacyeToB Bbricokast CKpBITHOCTh
Ha OCHOBE BelBIET-NIpeoOpa3oBaHUN

BEHBIIET-

npeoOpazoBaHus

Mertox COKpBITHS OcHOBaH Ha 0COOEHHOCTSIX CII0XHOCTB PacueToB BeIcOKast CKpPBITHOCTB
Ha OCHOBE JIMCKPETHOTO KOCHHYCHOTO

UCIIONB30BaHUS peoOpa3oBaHus

JHUCKPETHOTO

KOCHHYCHOTO

npeoOpazoBaHus

U OecCIUlaTHBIX MPOrPaMMHBIX MPOAYKTOB, JOCTYIHBIX OOBIYHOMY MOJB30BATEIIO,
peanu3yIonMX H3BECTHBIE CTETaHOTPa(UUECKHe METONbl COKPBITHS HH(POPMAIIHH.

[Tpu 5TOM IPEUMYIIECTBEHHO UCTIOIB3YIOTCS TpaduuecKue U ayIuo-KOHTCHHEPHI.

B HeTpaaunnoHHbIX HHPOPMAIIMOHHBIX KaHAIAaX, OCHOBAaHHBIX HAa MAaHUIYJISIIUH PA3IMIHBIX
xapakrepuctuk pecypcoB MCII/IH, ucnonb3yroTes Ajs nepeadyn JaHHBIX HEKOTOphIe pasiesieMble
pecypcel. Ilpu 3ToM B KaHajnax, MCIOJB3YIOIIUX BPEMEHHbBIE XapaKTEPUCTUKH, OCYIIECTBISAETCS
MOIYJISIMS [0 BPEMEHHU 3aHSATOCTU pa3lesieMoro pecypca (Hampumep, MOAYIUPYS Bpems
3aHATOCTH MPOLIECCOPa, MPUIOKEHUS MOTYT 0OMEHHBATHCS TAHHBIMH ).

B kaHanmax maMsATH pecypc HUCHOJB3yeTCsd KaK IPOMEXKYTOUHBIH Oydep
(HarpuMmep, NPUIIOKEHHUS] MOTYT OOMEHUBATbCS TaHHBIMU IyTEM IOMEIIEHUS UX B
UMEHa co3JaBaeMbIX (ailioB u nupekrtopuii). B kaHamax 0a3 JaHHBIX M 3HAHUI
HCIIOJIb3YIOT 3aBUCUMOCTH MEXK]y JaHHBIMH, BOSHHKAIOIIUMU B PEISIMOHHBIX 0a3ax
JTAHHBIX W 3HAHUH.

Herpaaunmonnsle nH(GOPMAIIMOHHBIE KaHAJbl MOTYT OBITh C(POPMHUPOBAHBI Ha
paznuyHbIX ypoBHAX pyHKumoHuposanus MCII/Ix:

Ha arrapaTHoOM ypOBHE;

Ha yPOBHE MUKPOKOJIOB U IPaiBEPOB YCTPOMCTB;

Ha YPOBHE ONEPALMOHHON CUCTEMBI;

Ha YpOBHE MIPUKIIAJHOTO IPOrPaMMHOTO 00€CTIeUEeHMS;

Ha YpOBHE (DYHKIIMOHHPOBAHHUS KaHAJIOB MI€pe/laun JAHHbBIX U JIMHUN CBA3H.

OTH KaHaIbl MOTYT HCIOJIB30BarbCsl Kak Uil CKPBITOM  mepenadu
CKOIIMPOBAaHHOM MH(OPMAaLIMH, TaK U JIJIsl CKPBITHON NIepeiadyl KOMaH 1l
Ha BBINOJIHEHUE JIECTPYKTUBHBIX JEUCTBUN, 3aI1yCKa IPUIIOKEHUHN U T.I1.

JUiss  peanu3auMyd KaHAJIOB, Kak MpaBWiIO, HEOOXOOWMO BHEAPUTH B
ABTOMAaTU3WPOBAHHYIO CHCTEMY NPOTPaMMHYK) WA IPOrpaMMHO-ANNAapaTHYIO
3aKiaKy, 00ecrneynBarollyo (OpMUPOBAHUE HETPATUIIMOHHOTO KaHAIA.

Herpaaumonssiii nHOOPMAIIMOHHBINA KaHA MOXKET CyIIECTBOBATh B CUCTEME
HETIPEPHIBHO WM aKTUBU3UPOBATHCS OAHOPA30BO WIIM IO 33aIaHHBIM YCIOBUAM. [Ipu
ATOM BO3MOXKHO CYIIECTBOBaHUE 00paTHOM cBsi3u ¢ cyobekTtom HC/I.

5.7. O0masi XapaKTepUCTUKA Pe3yJIbTATOB HECAHKIMOHUPOBAHHOIO
WM CJIYYaHHOIO 10CTyNA

Peanuzamus yrpo3 HCJl k wmHbOpMammuu MOXKET NMPUBOAUTH K CIETYIOITUM
BUJIaM HapyIIeHUs ee 0e30MacHOCTH:

HapylICHUIO  KOH(PUACHLUUAIBbHOCTH  (KONHMPOBAaHWE,  HEMPABOMEPHOE
pacrnpocTpaHeHHe);

HapyLIEHUIO LIETOCTHOCTH (YHUUTOXKEHHUE, N3MEHEHUE);

HapyUIEHUIO JOCTYMHOCTHU (OJOKMPOBAHUE).

Hapymenune koH(UIEHIMATbHOCTH MOXET OBITh OCYILIECTBICHO B Cilyyae
yTeUKH UHPOPMALUU:

KOMMPOBAHUS €€ Ha OTUYXKJAaeMble HOCUTENU UH(OPMALINH;



nepeiadyu ee Mo KaHajaam nepefadyr JaHHBIX;

P MPOCMOTPE UM KOTIMPOBAHUU €€ B XOJI€ PEMOHTAa, MOIU(PUKAIIUN
U YTUJIU3ALMH POTPAMMHO-ANNapaTHBIX CPE/ICTB;

npu «cOOpKe Mycopa» HapyluTeseM B npoiecce skcrryatanuu UCITH.

Hapymenne nenoctHocTd HH(GOPMAIIMU OCYIIECTBIISIETCS 38 CUET BO3ACHCTBUS
(MoaMdUKaIK) Ha IPOTPAMMBI U JaHHBIE MTOJB30BATENS, @ TAKKE TEXHOJIOTUIECKYIO
(cuctemMHyI0) HHPOPMAITHIO, BKITIOYAIOIIYIO:

MHKPONPOrpaMMBbl, JaHHBIE W JpaWBepa YCTPOWCTB BBIYMCIUTEIBHON
CUCTEMBI;

[pOrpamMMbl, JIaHHbIE W JipailBepa yCTPOMCTB, OOECHEUYMBAIOIIMX 3arpy3Ky
OTEepPallMOHHON CHUCTEMBI;

IPOrpaMMbl U JaHHBIE (JE€CKPUIITOPHI, OMUCATEIHN, CTPYKTYPhI, TAOIHIIbI
U T.JI.) OTIEPALIMOHHON CHCTEMBI;

IPOrpaMMbl U JaHHBIE MPUKIIATHOTO MPOTPAMMHOI0 00ECIICUECHHUS;

IPOrpaMMBbl U JaHHBIE CIIEUAIEHOTO POrPaMMHOI0 00eCTIeUeHUs;

IPOMEXYTOUHbIE (OIEepaTUBHbIC) 3HAYEHMs MIPOTPAMM M JIAaHHBIX B IpoLiecce
uX 00pal0OTKU (YTEHHUs/3alUCH, MpUeMa/Tiepeaadu) CpeACTBAMH M YCTPOMCTBAMHU
BBIYMCIIUTEIbHON TEXHUKH.

Hapymenue nenoctHoctu uHpopmanuu B MCIIJIH moxeT Takxke OBITh
BBI3BAHO BHEAPEHHEM B HEE BPEAOHOCHON MpOrpaMMbl MPOrpaMMHO-aNapaTHOM
3aKJIa/IKU WIH BO3JIEHCTBHEM HAa CHCTEMY 3aILUTHI HHPOPMALIUU WU €€ 3JIEMEHTHI.

Kpome storo, B HMCIIJIH BO3MOXHO BO3JIECUCTBHE HA TEXHOJOTHYECKYIO
ceTeByl0 HWH(OpMalMIo, KOTOpas MOXET oOecreduBaTh (PYHKIIMOHUPOBAHUE
Pa3JIMYHBIX CPEJICTB YIPABICHUS BBIYMCIUTEIBHOMN CEThIO:

KOH(urypamuei ceru;

aJpecaMy ¥ MaplIpyTU3aLKUEN Iepeaayu JaHHbIX B CETH;

(GYHKIIMOHATBHBIM KOHTPOJIEM CETH;

6€30MacHOCThIO0 HH(DOPMAIINH B CETH.

Hapymenue  moctymHoctu  uH(opmauu obecrieunBaeTcs nyTeEM
dbopmupoBaHusi (MoaudUKALUKM) HMCXOIHBIX JAHHBIX, KOTOpbie TIpuU 00pabOTKe
BBI3bIBAIOT HEMPaBUIbHOE (DYHKIMOHWPOBAHHME, OTKAa3bl almaparypbl WM 3axBaT
(3arpy3Ky) BBIYHMCIUTEIBHBIX PECYPCOB CHUCTEMBI, KOTOPbIE HEOOXOIUMBI IS
BBINIOJIHEHUS [TPOrpamMM U paboThl annaparypsl.

VKkazaHHble JIEWCTBHSI MOTYT TIPUBECTHM K HApPyLIEHUIO WM OTKa3y
(YHKIIMOHUPOBAHUA NMPAKTUYECKH JIIOObIX TexHnueckux cpeacts MCII/x:

cpencTB 00padoTku MHGOPMALINH;

CpEeIICTB BBOJIA/BbIBO/Ia MH(OpMAITUY;

CPEIICTB XpaHEeHHS HHPOPMAIIUK;

anmnapaTypbl 1 KaHaJIOB Nlepeaayu;

CpCACTB 3alllUThI I/IH(I)OpMaI_II/II/I.

AHAJIUTHYECKAS YACTh YACTHOM MOJIeJIH YyIPo3 0€30MaCHOCTH

I/IH(l)OpMaIlI/IOHHI)IX CHUCTEM IECPCOHAJIBHBIX JAHHBIX A/IMUHUCTPAIINHA

Huxudoposckoro paiiona Tam00Bckoii 001acTH

(HanMeHoBaHUE MHPOPMAIIMOHHOW CUCTEMBI IEPCOHAIBHBIX JAHHBIX )
Ha ocnoBanuu pyxoBomsmero aokymenta METOIUKA OIIPEAEJIEHUA AKTYAJIBHBIX
YI'PO3 BE3OINACHOCTU IIEPCOHAJIBHBIX JAHHbBLIX IIPU UX OBPABOTKE B
NHO®OPMAIMOHHBIX CUCTEMAX IIEPCOHAJIBHBIX HJAHHBIX ®CTOK PO or 14
despansa 2008 r:



ITokazaremm ncxomaHoi 3amuiieHHocTy MCI T IH

TexHuueckue u IKCIUTyaTanuonHble xapakrepuctuku UCII/In YpoBeHb 3a1IMIIEHHOCTH
Bruicoknii Cpennnii Huzkui

1. Ilo meppumopuanvnomy pazmewienuro:

nokanbHas UCII/lH, pa3BepHyTas B mpezesiax OgHOTO 3IaHHs + — _

2. ITo nanuuuro coedunenusn c cemamu oﬁmezo nojiv3oeanus:

HCII/H, nMeromas OMHOTOYCYHBIN BBIXO/ B CETh OOIIErO IMOIb30BAHMUS; _ + _

3. Ilo 6cmpoennvim (ezanbHbIM) OnEPAYUAM C 3ANUCAMU OA3 HEPCOHATILHBIX OAHHbBIX:

3aIUCh, YIaICHHE, COPTHPOBKA; _ + _

4. Ilo pazzpanuuenuro 0ocmyna K nepcoHAIbHbIM OAHHBIM:

UCIIH, K KOTOpOHl HMMEIT AOCTYI OINPEACNICHHBIE MNEPEYHEM COTPYIHUKH OpraHU3aluu,
siesrortieiics BmangensiieM MCIIn, mnbo cyonekt I1/1H;

5. 1o nanuuuio coeounenuit ¢ opyzumu oazamu Il/{n unvix HCI/[u: + — —
UCITI/H, B koTOpO#1 Hcnonb3yeTcst ogHa 6a3a [1/[H, mpuHaiexanas opraHu3anuy — BIaIeIbIly
naaaon UCIIIa

6. I1o yposnio oboowerus (obeznuuuearnus) IT/[u: - — +
NCTI/IH, B KOTOpPO# IpeaocTaBisieMble MMOJL30BATENI0 JaHHBIC HE SBJISIFOTCS O0C3JTUUCHHBIMU
(T.e. mpuCcyTCTBYET MH(OPMAIHS, ITO3BOJIsToNIas uieHTH(GUIpoBaTh cyobekra [1/1H)

7.0 oovemy Il/ln, Komopwle npedocmagnaiomcs — cmoponhum nonwsoeamennm HCIIn o3 - + —
HpedeapuUmenbHO 00PAdOMKU.

NCTIIn, npenocrasnsromas 4yacTts [1]1H.

BriBoa: McxonHas cTenenp 3aluIIeHHOCTH HHPOPMAIIMOHHONW CUCTEMBbl IEPCOHAIBHBIX JAHHBIX: CPETHSSA

[Tokazarenp 3amuimeHHocTy Y1 =5

CornacHo akTa Ne oT Knaccudukanuu nH(pOpMALMOHHBIX CUCTEM MTEPCOHANBHBIX TaHHBIX aAMUHUCTpau Hukudoposckoro paitona Tam6oBckoi
oOmactu oTHocsTCs K Kiaccy K3

HanmenoBanue YIpO3bI BepOHTHOCT Bosmoxnocts | OmacHocT AKTyaHBHOCTB MepBI oo HpOTHBOHeﬁCTBHIO yrpose
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Yrpossl yreuku
aKycTuyecko nHopmanuu

Bricokas
BEPOSITHOCTh

Bricokas

Huskasa

AKTyanbpHas

WNHcTpykuus nonb3oBareiis

¥Yrpo3bl yreuku BUI0OBOM
uHpopmMaumnu

[TpocmoTp nupopmanuu Ha

IMCIUIEe COTPYAHUKAMH, HE

JIOTYILIEHHBIMH K 00paboTke
NEePCOHAIBHBIX JIaHHBIX

Bricokas
BEPOSITHOCTh

Bricokas

Huskasa

AKTyanpHas

WNHcTpykuus nonb3oBareiis

[IpocmoTtp nHpopmanuu Ha
JMCIIIee IOCTOPOHHUMU
JUIIAMH, HAXOSIIMMUCS B
IIOMEIIEHUH B KOTOPOM
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Huskasa
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[TpocMoTp nHpOpManuy Ha
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KOTOpPOM BeJieTcsl 00paboTka
NMEPCOHAJIBHBIX JAHHBIX
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Hwuzkasa

Hwuskas

JKamro3u Ha oxkHa
Pacnonoxenne monutopa

HeaxryanbHas

I/IHCTPYKI_[I/IH IIOJIB30BAaTCIIA

ITpocmoTp nHpopmanuu c
IIOMOIIBIO CIICIHUAJIbBHBIX
ANIEKTPOHHBIX YCTPOHCTB
BHCIPCHHLIX B ITIOMCIICHNWU B
KOTOpPOM BeJieTcsl 00paboTka
NMEPCOHAJIBHBIX JAHHBIX

Maio
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Hwuzkasa

Hwuskas
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VYTeuka nHpopMaLIUU 11O
CETSIM ICKTPONUTAHUS

VTeuka 3a cueT HaBOJOK Ha
JIMHHUH CBSA3U, TEXHUYCCKUE
CpEeJICTBA PACIIOJIOKEHHBIC B
IMOMEIIEHNH U CUCTEMBI
KOMMYHUKaIWN

[ToGounbIe N3My4YeHUS
TEXHUYECKHUH CPEJICTB

VTeuku 3a cuer,
AJIEKTPOMArHuTHOTO
BO3[[€fICTBPI51 Ha TEXHUYCCKUC
Cpe/cTBa

Yrpo3si
HECAHKUIMOHMPOBAHHOIO
A0CTYNAa K HHGopMaLuu

Yrpo3sl yHHUTOXKEHMS,
XUIIEHHUS aNNapaTHbIX
cpeactB UCII{n Hocureneii
UHGopMaLUH IyTeM
(pusznueckoro gocryna K
aaemenTam UCIIn

Kpaxa [I9BM Mario Huskas Huskas HeaxryanpHas IIpomyckHOM pexum
BEpOSITHAS Oxpana
Kpaxa Hocurenen Bricokas Bricokas Huzkas AKTyanpHas XpaHeHue B VYuer HocuTenein
uHpOpMaLuu BEPOATHOCTD TPYAHOAOCTYITHOM uHpOpMaLuu
3aIIHIIEHHOM MeCTe WNHcTpykuus monb3oBaresis
Hcnons3oBanue

OTZIEIBbHBIX HOCHTEIIEH
uH(GOpMAIUU IS 3aITUCH
I11a




Kpaxa xmroueit qoctyna Bricokas Bricokas Hwuzkas AxTyanbHas XpaHeHHE B NHCcTpyKIus moab30Baresist
BEPOATHOCTD TPYAHOAOCTYITHOM
3aIIUIIEHHOM MeCTe
OmnyioMOupoBaHue
Kpaxa, momudukamnms, Beicokas Bricokas Huskasn AKTyanpHas YcTaHOBKa MapOJILHON PesepBHOE XpaHeHue.
YHUUTOXKEHHE UH(POPMALIUU. BEPOATHOCTH 3aIUTBHI. WNHcTpykuus nonb3oBaresis
BriBoz 13 cTpost y3710B Marno Huzkas Huzkas HeaxkryanbHas [IponyckHOM pexxum
I[I9BM, kaHanoB cBs3u BEPOSITHAS Oxpana
HecankunoHnpoBaHHbII Maiio Huskas Huskas Heakryansnas | U3bsatue [1nH nepen Pe3epBHOE XpaHeHue.
J0CTYN K HH(POPMALIHH TIPU BEpOSITHAs TEXHUYECKUM PemoHT B opranuzanus
TEXHUUYECKOM 00CTyKUBAaHUU 00cIyKUBaHUEM MMEIOIINX JULEH3HIO Ha
(peMoOHTe, YHUUYTOKEHUHN ) 3auUTy HHGOpMAIUH
y3noB [19BM
HecanknuonupoBanHoe Mamno Huzkas Huzkas Heaxryansnas | Hactpoiika cpencts NucTpykius noas3oBaresist
OTKJIFOYEHHE CPEACTB 3aLUThI BEpOsATHAs 3aIUTHI AKT yCTaHOBKH CPEJICTB
3aIIUTHI
Yrpossl XUILCHUS,
HECAHKIMOHUPOBAHHOM
MoaupuKanun Wi
0JIOKHpOBaHMS WH(pOPMALNH
3a cyer
HECAHKIMOHUPOBAHHOIO
a0oCTyna (HCI) c
NpUMeHEeHueM TPOrpaMMHO-
annapaTrHbIX U NPOrpaMMHBbIX
cpearctB (B TOM  4YHCJIe
NMPOrpaMMHO-
MaTeMaTH4YeCKNX
BO3/IelCTBHI);
KomnbrorepHbie BUPYCHI Bricokas Bricokas Huszkas AxtyansHas | ArtuBupyc Kacnepckoro WNHcTpykuus nonb3oBarens

BEPOSTHOCTD

6.0 ms Windows

WNHcTpyknus o




Workstations

AHTUBHUPYCHOU 3aILUTE

HenexnapupoBaHHbie Bricokas Bricokas Hwuzkas AxtyanbHas | Hactpolika cpencts

BO3MOXHOCTH CUCTEMHOIO BEPOATHOCTH 3aILUTHI

ITO u 1O ps 0o6paboTKH

IIEPCOHAIbHBIX JTAHHBIX

YcranoBka I10 He cBsi3aHHOTO Beicokas Bricokas Huskas AxryanpHas | Hactpoiika cpencts WNHcTpykuus nonb3oBaresis
C UCIIOJTHEHUEM CIIY)KEOHBIX BEPOSATHOCTH 3aIUTBHI

00s13aHHOCTEH

Hannune annapaTHbix Bricokas Bricokas Huzkas AxtyanbHas | Hactpolika cpencts

3aKJIaJI0K B IPHOOPETAEMBIX BEPOATHOCTH 3aILUTHI

I19BM

Buenpenue annaparHbix Maro Huskasn Huskas HeakryanpHas | 3amura nomenieHus OmnnombupoBanue
3aKJIaJJOK IIOCTOPOHHUMHU BEPOSTHAS

JIMLIAMH T10CJIE Hadasa

skcruryaraunu UCI1/Tn

Buenpenue annapaTHbix Mano Huzkas Huzkas HeakryanbHas OmiomOupoBaHue
3aKJIaJJOK COTPYIHUKAMU BEPOSTHAsS WHcTpyKLus 0Jab30BaTeNs
OpraHu3alNH

Buenpenue annaparHbix Marno Huskasn Huskasn HeakryanpHas PeMoHT B opranusanus
3aKJI1a/10K OOCITYKHBAIOIIUM BEPOSITHAS MMEIOLINX JIULIEH3UI0 Ha

MEpPCOHAIOM (PEMOHTHBIMU
OpraHu3aIMsIMK)

3aIUTy UHPOpMALUH




¥Yrpo3sl He
NnpeAHaMepeHHbIX 1elCTBU
noJib3oBareJieil u
HapyleHui 0e30MaCHOCTH
(pyHxkuHoHMpOBaHUS
HUCILIn u C3I1/11 B ee
cocTaBe u3-3a c00eB B
NMPOrPAMMHOM O0ecre4eHn ,
a TaKke OT yrpo3
HEATPONOreHHoro (cooen
anmnaparypsl u3-3a
HEHA/Ie’KHOCTH 3JIEMEHTOB,
c00€eB IeKTPONUTAHUS) U
CTHUXUIHOIO (y1apos
MOJIHHMH, MT0KAPOB,
HABOJHEHHMH H T.IL.)
Xxapakrepa.

VYTpara kirouen JocTyna Bricokas Bricokas Huskas AKTyanpHas XpaHEHHE B NucTpykius noas3oBaresist
BEPOSITHOCTh TPYAHOJIOCTYITHOM Kypnan yuera nmaponeu
3alIMIIEHHOM MECTE
Henpennamepennas Bricokas Bricokas Huskas AKTyanpHas Pe3epBHOE KOIMpOBaHUE
MoaupuKanys (YHUYTOXKEHNE) | BEPOSTHOCTD WNHcTpykuus monb3oBaresis
nH(OPMAIUU COTPYAHHUKAMU
Henpennamepennoe Bricokas Bricokas Huzkas AxtyansHas | Hactpoiika cpencts NHCcTpyKIus moap30Baresist
OTKJIFOYEHHE CPEJICTB 3aLUUTHl | BEPOATHOCTH 3aIUTHI NucTpykius no
AHTUBUPYCHOM 3aIlIATE
Beixon n3 cTpost annaparso- Bricokas Bricokas Huzkas AKTyanpHas Pe3epBHOE XpaHeHue
MPOTPAMMHBIX CPEJICTB BEPOSITHOCTh




Co6oii cucteMbl Bricokas Bricokas Hwuzkas AxtyanbHas | Mcnonp3oBaHue UCTOUHUKA | Pe3epBHOE XpaHeHHE
ANEKTPOCHAOKEHUS Oecriepe0oiHOTO
AJEKTPONUTAHUS

Cruxuiinoe O0encTBue Bricokas Bricokas Huzkas AxTyanbHas [ToxapHas curHanuzamus

BEPOSITHOCTh
Yrpo3bl npeHaMepeHHbIX
AeHCTBUI BHYTPEHHHX
HapylmuTee
JocTtyn K HHpOpMAIIH Marno Huskasn Huskas HeakryanpHasg | YcraHOBKA IMapOJIBHOU WNHcTpykuus nonb3oBareiis
Mou(pUKaLKs, YHUYTOXKEHHE BEpOSTHAs 3aIUThI
JUI[AMH HE JIONYILEHHBIX K €€
00paboTke
Pasrnamenne uapopmarum, Bricokas Bricokas Huskasn AKTyanpHas O0s13aTenbCTBO O HE
Mou(pUKaLNs, YHUYTOKEHUE | BEPOSTHOCTD pasmialieHuu
COTPYAHUKAMU JONYIIEHHBIMU WHcTpyKLus m0Jab30BaTeNs
K ee 00paboTKe
Yrpossl
HECAHKIIHOHUPOBAHHOIO
AOCTYIA 110 KAHAJIAM CBAI3H
HecankunonnpoBaHHBIM Bricokas Bricokas Huskas AxktyansHas | CereBoe skpaHupoBaHue U | MHCTpyK1Ms nosb3oBarens
JOCTYT Yepe3 CeTH BEPOSITHOCTD ¢ poBaHuE KaHAJIOB
MEXIyHApOIHOTO 0OMeHa
HecankunoHnpoBaHHbII Bricokas Bricokas Hwuzkas AKTyanpHas CeteBoe skpanupoBanue 1 | UHCTpyKIus 1oIb30BaTess
noctyn yepes JIBC BEPOSATHOCTh mrQpoBaHUE KaHAIOB
OpraHu3aIuu
VYTeuka arpubyTOB 10CTyNa Bericokast Bricokas Huskas AxrtyanbHas | CereBoe 3kpaHupoBanve | MHCTpyKIus nonb3oBarens

BEPOSITHOCTD m¢ppoBaHUE KaHAJIOB

AnTtusupycHoe I10

Yrpossl nepexsara npu
nepezaye 1mo MpoOBOJIHbIM
(ka0eJIbHBIM) JTUHUSIM CBSI3H
[Tepexsar 3a nepenenamu ¢ Marno Huskas Huskas Heakryansnasa | Cpencrsa
KOHTPOJIMPYEMOH 30HBI BEPOSITHAS Kpunrorpapuueckon




3alIUThI

IIepexsar B npezenax Mario Huskasn Huskasn Heakryanpnas | Cpencra IIponyckHoOM pexum
KOHTPOJIMPYEMOH 30HBI BEPOSATHAS KpHunrorpaduyeckoit

BHEUTHUMH HAPYUIUTEIIMU 3alUTHI

[TepexBar B npenenax Marno Huzkas Huzkas Heakryansnas | CpencrBa

KOHTPOJIMPYEMOU 30HBI BEpOATHAS KpUnTorpapuueckoi

BHYTPEHHUMH HapyIIUTEISIMU 3aIUTHI







